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About this publication

IBM Storage Protect is a client/server licensed product that provides storage management services in a
multiplatform computer environment.

Protection for workstations and file servers

The backup-archive client program enables users to back up and archive files from their workstations or
file servers to storage, and restore and retrieve backup versions and archived copies of files to their local
workstations.

In addition to the backup-archive client, IBM Storage Protect includes the following components:
- A server program that acts as a backup and archive server for distributed workstations and file servers.

The server program also supplies hierarchical storage management (HSM) services, and enables
systems to perform as a migration server.

< An administrative client program that you can access from a web browser or from the command line.
The program enables the IBM Storage Protect administrator to control and monitor server activities,
define storage management policies for backup, archive, and space management services, and set up
schedules to perform those services at regular intervals.

« An application programming interface (API) that you can use to enhance an existing application with
storage management services. When an application is registered with a server as a client node, the
application can back up, restore, archive, and retrieve objects from storage.

« A web backup-archive client that enables an authorized administrator, help desk person, or other users
to perform backup, restore, archive, and retrieve services by using a web browser on a remote system.

Associated with IBM Storage Protect, but sold separately, are the IBM Storage Protect for Space
Management and IBM Storage Protect HSM for Windows client programs. These products automatically
migrate eligible files to storage to maintain specific levels of free space on local file systems and
automatically recall migrated files when they are accessed. It also enables users to migrate and recall
specific files.

The terms hierarchical storage management and space management have the same meaning throughout
this publication.

Related concepts

Planning your backups

If you are a first-time user, or if you only back up files occasionally, you can use the table in this topic as a
checklist of preliminary steps to consider before backing up data.

What's new for version 8.2.0
IBM Storage Protect 8.2.0 introduces new features and updates.

Installing and upgrading
The IBM Storage Protect backup-archive client helps you protect information on your workstations.

Who should read this publication

This publication provides instructions for a user to install, configure, and use the IBM Storage Protect
client.

Publications

The IBM Storage Protect product family includes, IBM Storage Protect for Virtual Environments, IBM
Storage Protect for Databases, and several other storage management products from IBM.

To view IBM product documentation, see IBM Documentation.

© Copyright IBM Corp. 1993, 2025 XXi
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Conventions used in this publication

This publication uses the following typographical conventions:

Example Description

autoexec.ncf A series of lowercase letters with an extension indicates program file names.

hsmgui.exe

DSMI_DIR A series of uppercase letters indicates return codes and other values.

dsmQuerySessInfo Boldface type indicates a command that you type on a command line, the
name of a function call, the name of a structure, a field within a structure, or
a parameter.

timeformat Boldface italic type indicates a backup-archive client option. The bold type is
used to introduce the option, or used in an example.

dateformat Italic type indicates an option, the value of an option, a new term, a placeholder
for information you provide, or for special emphasis in the text.

maxcmdretries Monospace type indicates fragments of a program or information as it might
appear on a display screen, such a command example.

plus sign (+) A plus sign between two keys indicates that you press both keys at the same
time.

Reading syntax diagrams

To read a syntax diagram for entering a command, follow the path of the line. Read from left to right and
from top to bottom.

» The = ~——symbol indicates the beginning of a syntax diagram.
« The —— symbol at the end of a line indicates that the syntax diagram continues on the next line.

e The ——— symbol at the beginning of a line indicates that a syntax diagram continues from the previous
line.

« The —= < symbol indicates the end of a syntax diagram.
Syntax items, such as a keyword or a variable, can be:

« On the line (required element)

« Above the line (default element)

« Below the line (optional element)

Symbols
Enter these symbols exactly as they appear in the syntax diagram.
« * Asterisk

« { } Braces

- :Colon
«,Comma

- = Equal Sign

« - Hyphen

() Parentheses
- . Period

- Space
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« "quotation mark
« 'single quotation mark

Variables

Italicized lowercase items such as <var_name> indicate variables. In this example, you can specify a
<var_name> when you enter the cmd_name command.

»— cmd_name — <var_name> >4

Repetition

An arrow returning to the left means that the item can be repeated. A character within the arrow means
that you must separate repeated items with that character.

»Crepe:tju

A footnote (1) by the arrow refers to a limit that tells how many times the item can be repeated.

1
»Crepe:l

Notes:

1 Specify repeat up to 5 times.

Required choices
When two or more items are in a stack and one of them is on the line, you must specify one item.

In this example, you must choose A, B, or C.

»— cmd_name A T
B
E o

Optional choices

When an item is below the line, that item is optional. In the first example, you can select A or nothing at
all.

»— cmd_name ﬁ”
A

When two or more items are in a stack below the line, all of them are optional. In the second example, you
can choose A, B, C, or nothing at all.

»— cmd_name
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Repeatable choices

A stack of items followed by an arrow returning to the left indicates that you can select more than one
item, or in some cases, repeat a single item.

In this example, you can select any combination of A, B, or C.

’

»— cmd_name A
B
c
Defaults

Defaults are above the line. The default is selected unless you override it, or you can select the default
explicitly. To override the default, include an option from the stack below the line.

In this example, A is the default. Select either B or C to override A.

A
»— cmd_name ?

B
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What's new for version 8.2.0

IBM Storage Protect 8.2.0 introduces new features and updates.

Any new and changed information in this product documentation is indicated by a vertical bar (|) to the
left of the change.

The following features and updates are new for this release:
IBM Storage Protect backup-archive client now supports the Windows Server 2025 operating system

IBM Storage Protect backup-archive client now supports the Ubuntu 24.04 operating system
With IBM Storage Protect 8.1.26, the backup-archive client extends support to the Ubuntu 24.04
operating system.

Restriction: The Journal-Based Backup (IJBB) functionality of IBM Storage Protect backup-archive
client is not compatible with the Linux kernel in the Ubuntu 24.04 operating system. As an alternative,
you can use the backup-archive client for incremental backup. For more information, see Backup-
Archive Client known problems and limitations.

Maintenance updates
Updates for APARs are provided. For more information, see Update History: IBM Storage Protect
backup-archive client 8.1.

For a list of new features and updates in previous version 8.1 release, see Backup-archive client updates.

Related information

About this publication

IBM Storage Protect is a client/server licensed product that provides storage management services in a
multiplatform computer environment.
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Chapter 1. Installing and upgrading

The IBM Storage Protect backup-archive client helps you protect information on your workstations.

You can maintain backup versions of your files that you can restore if the original files are damaged or
lost. You can also archive infrequently used files, preserve them in their current state, and retrieve them
when necessary.

The backup-archive client works along with the IBM Storage Protect server. Contact your IBM Storage
Protect server administrator to obtain backup or archive access to the server, or refer to the server
publications to install and configure the IBM Storage Protect server.

Client package signature verification

1. Download the generated gpk key PRDO001289key . pub.asc from the download sites that also
contain the client packages.

2. Import the generated gpk key by issuing the following command:
rpm --import PRDOOO1289key.pub.asc
3. Compare and verify the content of the PGP public key by issuing the following command:

cat PRDOOO1289key.pub.asc
————— BEGIN PGP PUBLIC KEY BLOCK-----

mQINBGaO+zYBEACV8/upsLxBLwv8SkiUBj1EtKV7s1hZg2B7ubVBAeh1XNIhO6t6
rkLZsFSBLIDhKjk0GeLfj31tZZxeyydGorUORqocfB6X0ooNgFk9ZB/xMKjdI8wzZ
AHJIOMgskLIjGmQwlIjWeidnXmKtrb3TktP2MgGRM6L /thoalbIDtMPto73eNL4hp
wL8VZFVEQtgvi/cbTxQn/zmZWé6yPLTHO/9xpKNXkJAVHNEXRHEtZ9HO10Cd /XUEK
KPEPpk8ROCvtpilZyqKGN12BWmy/by0l1IZFggwFhdZF8QPE+1fWsmpPT1lvdH9ip
HBoRCh2KAe51nBgp0ytQVGv48CqiYY9YzqoWYM4aV9I1IMGoY /IXWKmRb1uMN6Ad
501usqw9qgACnH3K63AIF1omPYzMLt40nPZiJ+p9Hm5UpeTPpjbQcKyVenAPtH8ET
dlov8nNOjFGbxucIemdxo6ImZ71nHL/wjTVsb2s3/EDoyj8NvtfE1DAWARE6OMK6
+LgZifv5xZunDSMbGEeKwnH70b6/xa09SDozt3DFymAisNWEGtImL8NHINhN+zXM
HFDvITyMLzqrzYm7GYedS7PnoORrUpOZuQdy6Y89PwhhpVFVW1+1IwPeP8bjQobJ
jdsbY2IHr+DFTp6RNilmI8nrUH+40RN7jPaTvB6iFgN+jHrudTRhjDWeMQARAQAB
tC53Qk0gU3B1Y3RydWOgUHIvdGYidCBDbG11bnQgPHBZzaXJOQHVZzLm1ibS57b20+
1QI6BBMBCAAKBQImtPs2AhsPBQsJCAcCBhUKCQgLAgQWAgMBAh4BBQkAAAAAAAL]
EM5xG7b1lgVe]jIxcQAKz/xjv1RZ8KBq6vijHiQZDpd35Z9m5Em7AcubicAyHulmPbB
y+ES7dhXo6YI9WGZhhYw91578bkszZE7Yn46xMLzB8k1r1tfgQ7iCKAVgMi/jG17
wBa/4P6h6YrIGPO1Ift8HJEqQAGE6RNCSkHI7r0aDbEAeBM35r1XENXuUp/zgEm7c5
fYVA7WVr3C29GDhqiEuXdphEHE1ZfWz8vbvW++mOSedjOpUzLL7HZOTXncUuxedr
1iiFcJzVpMDmT1lyaj2YKIRbgHTrSNA2KN8V03aU4IYeJ28tEyvz8P610V4Gqq/aUllu
fIPNGqf+3+j+/DxIBeLGlFako6QI2cuyY08sqV3iu35/TThgkilLo@wpPONaoP/Ea
7qp8Se+YubKiuJ+0zeF4J5x8NzxgbKmZArrOogiwyZIHBgclwjUrZ£1V/EnzPmi4
xJrzS3FTCLmsoxKaoiDyFP9GsQxH1z+mDeih4w01uU8I5rb2eegZP9I4MQaHoAaC
ghVbODE5hVV+skr4PYEWOFXHL5v2c5JGVENY1sHYLOoMoz2dxVPIhRVQsOGzyBlx
WpdItyx415QUqIWDHifqBzb0q0iZq5iG1OERUOD59S30DmstnKeCX4msAxuuOvGX
kg04zJIz6itkfzcGoSnWg9Pbos5QsNnDNYG7+y0QsbnX4h08vXBwCWgW4Z3q
=7qTO

4. To verify the authenticity and integrity of the client installation package and the associated public key,
complete the following steps:

a. To verify the signature of the RPM package, run the following command:
rpm -Kv <rpm package file name>
- If the package is signed, the output is similar to the following:
Header V4 RSA/SHA256 Signature, key ID e58157a3: OK
- If the package is not signed, the output is similar to the following:

Header V4 RSA/SHA256 Signature, key ID e58157a3: NOKEY
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b. To display the contents of the public key file, run the following command:

gpg -v --list-packets PRDOOO1289key.pub.asc

GPG shows the content of the public key file. The output includes information about the certificate
owner. The certificate must be owned by: IBM Spectrum Protect Client <psirt@us.ibm.com>

Note: PGP keys are managed by the IBM central team. If there is any change or revocation of PGP
keys, IBM central team will notify all customers through email and provide appropriate instructions.
Related concepts

What's new for version 8.2.0
IBM Storage Protect 8.2.0 introduces new features and updates.

Planning your backups
If you are a first-time user, or if you only back up files occasionally, you can use the table in this topic as a
checklist of preliminary steps to consider before backing up data.

Upgrading the backup-archive client

The following sections explain what you need to do if you are upgrading to IBM Storage Protect backup-
archive client 8.2.0 from a previous version.

Upgrade path for clients and servers

IBM Storage Protect clients and servers can be upgraded at different times. The combination of servers
and clients that you deploy must be compatible with each other.

To prevent disruption of your backup and archive activities while you upgrade from one release to another,
follow the compatibility guidelines for IBM Storage Protect clients and servers in technote 1053218.

For information about upgrading your current AIX® IBM PowerHA® SystemMirror® setups, see “Migrating
legacy AIXIBM PowerHA SystemMirror setups” on page 104.

Additional upgrade information

When you upgrade the backup-archive client, there is additional information to consider before you use
the new client software.

Be aware of the following information when you upgrade a backup-archive client:

- If you are upgrading the client and it is installed on the same system as the IBM Storage Protect server
version 8.1.2 or later level, ensure that you halt the IBM Storage Protect server before you upgrade the
client. This action will prevent the client installation process from forcing the system to reboot. After you
upgrade the client, you can restart the IBM Storage Protect server.

This information applies to AIX and Linux clients.

« If you are upgrading from the IBM Tivoli Storage Manager 7.1.2 or earlier backup-archive client on the
Oracle Solaris operating system, you must uninstall any previously installed language packages before
you proceed with the upgrade.

 For Mac users, updates to the Mac OS X client contained in IBM Storage Protect 6.3, or newer versions,
require you to consider the following items:

— When you use the Mac OS X client that is provided in this release, ensure that the dsm. sys and
dsm.opt files are encoded by using Unicode (UTF-8). UTF-8 encoding enables the use of characters
from any language in the options files. If your dsm. sys or dsm. opt files were previously encoded
as MacRoman (or anything other than UTF-8), open them in an editor like TextEdit and save them
with UTF-8 encoding, and without the . txt extension. Your include-exclude lists can be encoded
as either UTF-8 or UTF-16. For more information about using Unicode, see “Considerations for
Unicode-enabled clients” on page 424.

— IBM Storage Protect server file spaces that were created by Mac OS 9 clients cannot be managed by
the Mac OS X client that was provided in IBM Storage Protect 6.3. Use q file node f=donthe

2 IBM Storage Protect UNIX and Linux Backup-Archive Clients: Installation and User's Guide


http://www.ibm.com/support/docview.wss?uid=swg21053218

server to list files stored for a node. Any Mac-platform files that do not start with a slash (/) were
probably created by an older Mac client. You cannot restore or otherwise manage these files by using
the Mac OS X client that is provided in this release. You can manage these files, but you must use a
Mac client that is installed on a version 6.2.2 or older client node.

« Foralist of new and changed messages since the previous IBM Storage Protect release, see the
client_message.chg file in the client package.

Automatic backup-archive client deployment

The IBM Storage Protect server administrator can automatically deploy a backup-archive client to update
workstations where the backup-archive client is already installed.

The IBM Storage Protect server can be configured to automatically upgrade backup-archive clients on
client workstations. The existing backup-archive clients must be at version 6.4.3 or later.

The procedure for automatically deploying client upgrades depends on the version of the IBM Storage
Protect server that you are upgrading the client from. The following table shows the client upgrade
procedures for different versions of the server.

Table 1. Upgrading the client from different server versions

Server version Target client version Procedure

8.1.3 or later Use the IBM Storage Protect
Operations Center. For more
information, see Scheduling

client updates.

See technote 2004596.

7.1.8 or later version 7 releases
and
8.1.2 or later version 8 releases

8.1.2 7.1.8 or later version 7 releases

and 8.1.2 or later version 8
releases

7.1.8 or later version 7 releases 7.1.6 or later version 7 releases See technote 1673299.

and 8.1.1 or later version 8 and 8.1.0
servers

Restrictions: The following restrictions apply to automatic client deployment:

« The Windows cluster services environment is not supported.

« Only the backup-archive client can be deployed from the IBM Storage Protect server. Other related
products such as IBM Storage Protect for Space Management, IBM Storage Protect HSM for Windows,
IBM Storage Protect for Virtual Environments, and other Data Protection products are not supported.
If a deployment of an unsupported product is attempted, the deployment process stops with a failure
message.

« Do not schedule automatic client deployments to systems that have any of the following applications
installed on them:

IBM Storage Protect for Virtual Environments

IBM Storage Protect for Databases
IBM Storage Protect for Mail
IBM Storage Protect for Enterprise Resource Planning

Related reference
“Autodeploy” on page 333
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Use the autodeploy option to enable or disable an automatic deployment of the client if a restart is
required.

Client environment requirements

Each of the IBM Storage Protect clients has hardware and software requirements.

The following list shows the location of the environment prerequisites for each supported platform.

« “AIX client environment” on page 4
e “HP-UX Itanium 2 API environment” on page 5

« “Linux on Power Systems client environment” on page 6

« “Linux x86_64 client environment” on page 6

 “Linux on System z client environment” on page 7

« “Mac OS X client environment” on page 8

« “Oracle Solaris client environment” on page 9

« “NDMP support requirements (Extended Edition only)” on page 9

For current information about the client environment prerequisites for all of the supported backup-archive
client platforms, see technote 1243309.

AIX client environment

This section contains client environment information, backup-archive client components, and hardware
and software requirements for the AIX platform.

AIX client installable components

The backup-archive client is comprised of several installable components.

The installable components for the AIX client are as follows:

» Backup-archive command line client

« Administrative client

« Backup-archive client graphical user interface, which uses Oracle Java™ technology

« Backup-archive web client
IBM Storage Protect 64-bit API

The API can be separately installed. The other components are all installed when you install the AIX
package (tivoli.tsm.client.api.64bit).

System requirements for the AIX client

The IBM Storage Protect AIX client requires a minimum amount of hardware, disk space, memory, and
software.

For software and hardware requirements for all supported versions of AIX clients, including the most
recent fix packs, see
technote 1052226.

AIX client communication methods
The TCP/IP and shared memory communication methods are available for the AIX backup-archive client.

You can use the following communication methods with the IBM Storage Protect 8.2.0 AIX client:

4 IBM Storage Protect UNIX and Linux Backup-Archive Clients: Installation and User's Guide


http://www.ibm.com/support/docview.wss?uid=swg21243309
http://www.ibm.com/support/docview.wss?uid=swg21052226

Table 2. AIX client communication methods
To use this communication Install this software: To connect to these IBM Storage
method: Protect servers:
TCP/IP TCP/IP (Standard with supported | AIX,Linux, Windows
AIX platforms)
Shared Memory TCP/IP (Standard with supported | AIX
AIX platforms)

Backup-archive client features that are available on AIX

The section lists the features that are supported on AIX.

Table 3. Supported features on AIX

Features Supported on AIX?
Backup-archive command-line and GUI yes
Journal-based backup yes
LAN-free operations yes

Online image backup yes

Offline image backup yes

HP-UX Itanium 2 API environment

Review API environment information, installable components, and hardware and software requirements
for the HP-UX Itanium 2 platform.

HP-UX Itanium 2 API installable component
You can install only the HP-UX Itanium 2 API in IBM Storage Protect8.2.0.
You can install the following components with IBM Storage Protect 8.2.0:

« Backup-archive command-Lline client

Administrative client
« Backup-archive Java graphical user interface (GUI)

Web backup-archive client
IBM Storage Protect API (64-bit)

System requirements for the HP-UX Itanium 2 API
The IBM Storage Protect HP-UX Itanium 2 API requires a minimum amount of hardware, disk space,
memory, and software.

For software and hardware requirements for all supported versions of the HP-UX Itanium 2 API, including
the most recent fix packs, see
technote 1197146.

HP-UX Itanium 2 API communication methods
The TCP/IP and shared memory communication methods are available for the HP-UX Itanium 2 API.
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Table 4. HP-UX Itanium 2 API communication methods

To use this communication Install this software: To connect to these IBM Storage
method: Protect servers:
TCP/IP TCP/IP (Standard with HP-UX) AIX, Linux, Windows

Linux on Power Systems client environment

This section contains client environment information, backup-archive client components, and hardware
and software requirements for the Linux on Power Systems client platforms.

Linux on Power Systems client installable components

The backup-archive client command-Lline, Java GUI, web backup-archive, and API comprise the Linux on
Power Systems backup-archive client installable components.

You can install the following components with IBM Storage Protect 8.2.0:

« Backup-archive client
Administrative client

« Backup-archive Java graphical user interface (GUI)

Web backup-archive client
IBM Storage Protect API (64-bit)

System requirements for clients on Linux on Power Systems

The IBM Storage Protect clients on Linux on Power Systems require a minimum amount of hardware, disk
space, memory, and software.

For software and hardware requirements for all supported versions of clients on Linux on Power Systems,
including the most recent fix packs, see
technote 1169963.

Linux on Power Systems client communication methods

Backup-archive clients on Linux on Power Systems can use either TCP/IP or shared memory as the
communications method for client-server communications.

Table 5 on page 6 lists the available Linux on Power Systems client communications methods, and the
IBM Storage Protect server operating systems that you can use them with.

Table 5. Linux on Power Systems client communication methods

To use this communication Install this software: To connect to these IBM Storage
method: Protect servers:

TCP/IP TCP/IP (Standard with Linux) AIX, Linux, Windows

Shared Memory TCP/IP (Standard with Linux) Linux on Power® Systems

Linux x86_64 client environment

This section contains client environment information, backup-archive client components, and hardware
and software requirements for the Linux on Intel (Linux x86_64) platform.

Linux x86_64 client installable components
The installable components for the Linux backup-archive client are as follows:

« Backup-archive client web files
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Backup-archive client GUI files

Administrative client command line files

Client API SDK files

Client API (64-bit) runtime files

WEBGUI (for remote client operations using the web user interface)

System requirements for Linux x86_64 clients

The IBM Storage Protect Linux x86_64 clients require a minimum amount of hardware, disk space,
memory, and software.

For software and hardware requirements for all supported versions of Linux x86_64 clients, including the
most recent fix packs, see
technote 1052223.

Linux x86_64 client communication methods

You can use the following communication methods with the IBM Storage Protect 8.2.0 Linux on Intel
(Linux x86_64) client:

Table 6. Linux on Intel x86_64 client communication methods

To use this communication Install this software: To connect to these IBM Storage
method: Protect servers:

TCP/IP TCP/IP (Standard with Linux) AIX, Linux, Windows

Shared Memory TCP/IP (Standard with Linux) Linux x86_64

Linux on System z client environment

This section contains client environment information, backup-archive client components, and hardware
and software requirements for the Linux on System z platform.

Linux on System z client installable components

The backup-archive client command-line, administrative client, web backup-archive client, and API
comprise the Linux on System z backup-archive client installable components.

You can install the following components with IBM Storage Protect version 8.2.0:
« Backup-archive client

- Administrative client

« Web backup-archive client

« IBM Storage Protect API

System requirements for Linux on System z clients

IBM Storage Protect Linux System z clients require a minimum amount of hardware, disk space, memory,
and software.

For software and hardware requirements for all supported versions of Linux System z clients, including
the most recent fix packs, see
technote 1066436.

Linux on System z client communication methods

The TCP/IP and shared memory communication methods are available for the Linux on System z backup-
archive client.

Chapter 1. Installing and upgrading 7


http://www.ibm.com/support/docview.wss?uid=swg21052223
http://www.ibm.com/support/docview.wss?uid=swg21066436

You can use the following communication methods with the IBM Storage Protect 8.2.0 Linux on System z
client:

Table 7. Linux on System z client communication methods

To use this communication Install this software: To connect to these IBM Storage
method: Protect servers:

TCP/IP TCP/IP (Standard with Linux) AIX, Linux, Windows

Shared Memory TCP/IP (Standard with Linux) Linux on System z

Mac OS X client environment

This section contains client environment information, backup-archive client components, and hardware
and software requirements for the Mac OS X client.

Mac OS X client installable components

The backup-archive client command-Lline, Java GUI, web backup-archive, and API comprise the Mac OS X
backup-archive client installable components.

The following components are installed with IBM Storage Protect 8.2.0:

« Backup-archive client

Administrative client

Web backup-archive client
- IBM Storage Protect API
« Backup-archive Java graphical user interface (GUI)

Tip: The dsmj shell script file for the Java GUI is installed in the following location:

/Library/Application Support/tivoli/tsm/client/ba/bin

System requirements for Mac 0S X clients

The IBM Storage Protect Mac OS X clients require a minimum amount of hardware, disk space, memory,
and software.

For software and hardware requirements for all supported versions of Mac OS X clients, including the
most recent fix packs, see
technote 1053584.

Mac 0S X client communication methods
The TCP/IP communication methods are available for the Mac OS X backup-archive client.

You can use the following communication methods with the IBM Storage Protect 8.2.0 Mac OS X client:

Table 8. Mac OS X client communication methods

To use this communication Install this software: To connect to these IBM Storage
method: Protect servers:
TCP/IP TCP/IP (standard with Mac OS X) | AIX, Linux, Windows
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Oracle Solaris client environment

Review client environment information, client components, and hardware and software requirements for
the Oracle Solaris platform.

Starting in IBM Storage Protect 8.1.0, the Oracle Solaris backup-archive client is available only on the
Oracle Solaris x86_64 platform. The Oracle Solaris API is available on the Oracle Solaris x86_64 and
Oracle Solaris SPARC platforms.

Oracle Solaris client installable components

The IBM Storage Protect command-Lline, Java GUI, web backup-archive, and API comprise the Solaris
backup-archive client installable components.

Note: From IBM Storage Protect 8.1.23 version, the Java GUI component is not supported on Oracle
Solaris x86_64 client.

You can install the following client components on Oracle Solaris x86_64:

« Backup-archive client
« Administrative client
« Backup-archive Java graphical user interface (GUI)

Web backup-archive client
- IBM Storage Protect API

You can install the IBM Storage Protect API on Oracle Solaris SPARC.

System requirements for Oracle Solaris clients

The IBM Storage Protect Oracle Solaris clients require a minimum amount of hardware, disk space,
memory, and software.

For software and hardware requirements for all supported versions of IBM Storage Protect Oracle Solaris
clients, including the most recent fix packs, see the following IBM support pages:

 For Oracle Solaris x86_64 client requirements, see technote 1232956.
« For Oracle Solaris SPARC API requirements, see technote 1052211.

Oracle Solaris client communication methods

The TCP/IP and shared memory communication methods are available for the Oracle Solaris backup-
archive client.

You can use the following communication methods with the Oracle Solaris client:

Table 9. Oracle Solaris client communication methods

To use this communication Install this software: To connect to these IBM Storage
method: Protect servers:
TCP/IP TCP/IP (Standard with Solaris) AIX, Linux, Windows

NDMP support requirements (Extended Edition only)

You can use the Network Data Management Protocol (NDMP) to back up and restore network attached
storage (NAS) file systems to tape drives or libraries that are locally attached to Network Appliance and
EMC Celerra NAS file servers.

NDMP support is available only on IBM Storage Protect Extended Edition.

NDMP support requires the following hardware and software:
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- IBM Storage Protect Extended Edition
« Tape drive and tape library. For supported combinations, see: product information.

Installation requirements for backing up and archiving Tivoli
Storage Manager FastBack client data

Before you can back up or archive your FastBack client data, you must install the required software.

You must install the following software:

Tivoli Storage Manager FastBack 6.1

Tivoli Storage Manager client version 6.1.3.x (where x is 1 or higher) or version 6.2 or later

Tivoli Storage Manager server version 6.1.3 or higher

Tivoli Storage Manager Administration Center version 6.1.3
— Required only if you want to use integrated Tivoli Storage Manager FastBack - administration.

Starting with version 7.1, the Administration Center component is no longer included in Tivoli Storage
Manager or IBM Storage Protect distributions. FastBack users who have an Administration Center
from a previous server release, can continue to use it to create and modify FastBack schedules.

If you do not already have an Administration Center installed, you can download the previously-
released version from ftp://public.dhe.ibm.com/storage/tivoli-storage-management/maintenance/
admincenter/v6r3/. If you do not already have an Administration Center installed, you must create
and modify FastBack schedules on the IBM Storage Protect server. For information about creating
schedules on the server, see the IBM Storage Protect server documentation.

The Tivoli Storage Manager FastBack environment must be running. For information about installing and
setting up Tivoli Storage Manager FastBack, see the product information at IBM Tivoli Storage Manager
FastBack documentation.

You can install the IBM Storage Protect client in one of the following ways:

- Install the backup-archive client on a workstation where the FastBack Disaster Recovery Hub is
installed. In this case, the prerequisites are: the FastBack Disaster Recovery Hub setup, and the
FastBack shell.

« Install backup-archive client on a workstation where neither the FastBack server or the FastBack
Disaster Recovery Hub is installed. In this case, the FastBack shell is still required.

Related concepts

“Configuring the client to back up and archive Tivoli Storage Manager FastBack data” on page 97
Before you can back up or archive Tivoli Storage Manager FastBack client data, you must complete
configuration tasks.

Install the UNIX and Linux backup-archive clients

This section provides instructions to install and set up IBM Storage Protect UNIX and Linux clients.
Note: You must log on as the root user to install the backup-archive client on a UNIX or Linux workstation.

The supported UNIX and Linux clients and the location of the installation instructions for each client are
listed here.

 “Installing the AIX client” on page 11
 “Installing the HP-UX Itanium 2 API” on page 14
 “Installing the backup-archive client on Linux on Power Systems (little endian)” on page 16

« “Installing the backup-archive client on Ubuntu Linux on Power Systems (Little Endian)” on page 22

« “Installing the API on Linux on Power Systems (Big Endian)” on page 25
« “Installing the Linux x86_64 client” on page 29
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« “Installing the Ubuntu Linux x86_64 client” on page 35
 “Installing the Linux on System z client” on page 40

« “Installing the Mac OS X client” on page 45
 “Installing the Oracle Solaris x86_64 client” on page 47
« “Installing the Oracle SPARC API” on page 50

Software updates

Software updates might periodically be made available by IBM for download.

For the latest information, updates, and maintenance fixes, see the IBM Support Portal for IBM Storage
Protect.

Related concepts

“Configure the IBM Storage Protect client” on page 53
After installing the backup-archive client, you must configure it before performing any operations.

Installing the AIX client

You can install the AIX backup-archive client from the product installation media.

Before you begin

If you plan to install the client on the same system as the IBM Storage Protect 8.1.2 or later server, ensure
that you halt the IBM Storage Protect server before you install the client. This action will prevent the client
installation process from forcing the system to reboot. After you install the client, you can restart the IBM
Storage Protect server.

About this task
In IBM Storage Protect 8.2.0, a 64-bit version of the AIX client is provided in the distribution libraries.

You cannot upgrade a previously installed 32-bit AIX client to new the 64-bit AIX client. If you have a
32-bit client that is installed from a previous version of IBM Storage Protect, use SMIT to perform the
following steps:

1. Uninstall the 32-bit client (tivoli.tsm.client.ba).
2. Uninstall any national language files that were previously installed.
3. Uninstall the API (tivoli.tsm.client.api.32bit).

Next, use SMIT to install the following packages in the IBM Storage Protect 8.2.0 distribution libraries, in
the following order:

1. Install the 64-bit API (tivoli.tsm.client.api.64bit).
2. Install the 64-bit client (tivoli.tsm.client.ba.64bit).

If you already have a 64-bit IBM Storage Protect V6.3 (or newer) client installed, you can upgrade the
client instead of uninstalling it and reinstalling it.

If you have a 64-bit client from an earlier version of IBM Storage Protect installed (for example, V6.1, or
V6.2) you must uninstall the client, language packs, and API. Then, install the new IBM Storage Protect
API and client.

All of the packages that are needed to install the client are in the AIX client package, and they overwrite
any older runtime applications on your system during installation. The LibC (C Set ++) runtime library is
required.

When you use the installp command to install this client, do not change the default field values for the
following two choices:
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« AUTOMATICALLY install requisite software?
« OVERWRITE same or newer versions?
Disabling or changing the values allows a lower-level client component to install over a currently higher

installed component. Under such circumstances, function calls between components at different levels
might not be valid any longer.

Install the following packages. They are all provided on the installation media. You need an Extended
Edition license to use the NAS client.

The following files are listed in order of dependency. For example, the API is dependent on the Global
Security Kit (GSKit). When you install all of them using SMIT, you can select them (F7) in any order.

GSKit8.gskcrypt64.ppc.rte and GSKit8.gskssl64.ppc.rte
IBM GSKit 64-bit (required by the 64-bit client API).

tivoli.tsm.client.api.64bit
Installs the 64-bit API.

tivoli.tsm.client.ba.64bit
Installs the following 64-bit client files:

« Backup-archive client base files
 Backup-archive client common files
« Backup-archive client Java GUI and web client (required for client acceptor-managed scheduling)
- Image backup client
« NAS backup client
tivoli.tsm.filepath_aix
Installs the file path kernel extension that is required for journal-based backup.

tivoli.tsm.client.jbb.64bit
Installs the journal-based backup component.

tivoli.tsm.client.webgui
Installs the files required to perform remote client operations by using the web user interface.

Each package is installed in the following default installation directory:

« The backup-archive, web client, and administrative client (dsmadmc) 64-bit files are installed in
the /usr/tivoli/tsm/client/ba/biné4 directory.

- The IBM Storage Protect 64-bit API files are installed in the /usr/tivoli/tsm/client/api/biné4
directory.

« The sample system-options file, dsm. sys.smp, is placed in the installation directory.

This installation procedure can be used to install new distributions or updates from downloaded
installation media. The downloaded files that you use to install the client might be compressed.
Depending on the package file format, either copy or extract the files to disk and use these instructions to
install the components.

You can download the appropriate package file from one of the following websites:

« Download the client package from Passport Advantage® or Fix Central.

« For the latest information, updates, and maintenance fixes, go to the IBM Support Portal.

If you are copying the client files into a local directory first, a . toc file is automatically created by the
installp command. You can create a . toc file manually by running /usx/sbhin/inutoc in the local
directory to which you copied the IBM Storage Protect image. From the AIX command line, enter:

/usr/sbin/inutoc /usr/sys/inst.images

A .toc file is created in that directory.
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Procedure

. Login as the root user.

. Mount the volume that you are installing from.

. From the AIX command line, type smitty install and press Enter.

. Select Install and Update Software and press Enter.

. Select Install and Update From ALL Available Software and press Enter.

. At the INPUT device/directory for software prompt, press the F4 key and specify the
directory that contains the installation images, and press Enter.
7. At the SOFTWARE to install prompt, press the F4 key. Select the IBM Storage Protect file sets you
want to install by pressing the F7 key. Then, press the Enter key.
8. On the Install and Update From ALL Available Software panel, press the F4 key to change any entry
fields, or use the default fields. Press Enter twice to begin the installation.

9. After the installation completes, press F10 to exit.

o Ok WN R

Results

When file sets are installed, they are automatically committed on the system. The previous version of
backup-archive client software is replaced by the newly installed version.

The backup-archive client files are installed in the /usr/tivoli/tsm/client/ba/bin64 directory. If
you move the client files to another directory, you must perform the following steps:

1. Make sure that the permissions of the installed files have not changed.

2. Update the symbolic links for the installed files in the following directories:
« The /usr/bin directory
« The /usx/1ib directory for IBM Storage Protect libraries

3. Ensure that every user of the backup-archive client sets the DSM_DIR environment variable to the
newly installed directory.

What to do next

After the installation completes, see Chapter 2, “Configure the IBM Storage Protect client,” on page 53
for required and optional tasks to complete before you use the backup-archive client.

Note:
« AIX workload partitions (WPAR) are supported as follows:

— Supported in global environments
— Supported with non-shared system WPARs

— Supported with shared system WPARs (backup-archive client logs and configuration files must be
defined to non-default locations)

— No support for application WPARs
— No support for image backup
— No support for backup set restore from tape

« On AIX version 6.1, if you are using encrypted file systems (EFS) with the backup-archive client, and
if the EFS user keystore password is different from the user login password, the EFS keystore is not
automatically opened when you log on. If the EFS keystore is not open when you log on, the client might
not restore a non-EFS file into an EFS file system. You can prevent the EFS file system restore problem
one of the following ways:

— Start the backup-archive client by using the efskeymgr =-o command. For example: efskeymgr
-0 ./dsmj
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— Synchronize the keystore password with the user login password by using the efskeymgx -n
command. For example: efskeymgxr -n

Uninstalling the AIX client

You can use the following procedures to uninstall the IBM Storage Protect AIX backup-archive client.

Before you begin
IBM Storage Protect client modules and components are tightly integrated and installed file sets are
automatically committed. There is no option for rollbacks of uninstalled components.

Procedure
1. Enter the following AIX command: smitty remove.
2. Press the ENTER key.

3. In the SOFTWARE name field, press F4 to list the IBM Storage Protect file sets that you want to
uninstall; press the ENTER key.

4. Select the IBM Storage Protect file sets that you want to uninstall; press the ENTER key.

Note: The journal-based backup feature is contained in two file sets. Select both
tivoli.tsm.client.jbb.64bitand tivoli.tsm.filepath_aix. If you uninstall the file sets
one at a time, uninstall the tivoli.tsm.client. jbb.64bit file set first.

5. In the PREVIEW only? field (the remove operation does not occur), select No; press the ENTER key.

Installing the HP-UX Itanium 2 API

You can install the HP-UX Itanium 2 API from the product installation media.

About this task
The following source packages are available on the installation media:

tsmcli/hpllia64/gskcrypt64-8.x.x.x.hpux.ia64.tar.Z and tsmcli/hpllia64/
gskssl64-8.x.x.x.hpux.ia64.tar.Z

Contains the GSKit. If you have a previous version of the GSKit, uninstall it before you install the new
version.

tsmcli/hpl1ia64/TIVsmCapi6d
In this package, the software selection name that is used by swlist for the top-level product name is
TIVsmé64. The component under TIVsmé64 is TIVsm.CLIENT_API6A4.

Default installation directories
Here are the default directories where some files are stored as part of the client installation:

« The IBM Storage Protect API files are installed in the /opt/tivoli/tsm/client/api/biné4
directory.

- The sample system-options file, dsm. sys. smp, is placed in the installation directory.

To remove previous backup-archive client versions, log in as the root user and enter the following
command:

/usr/shin/swremove -x mount_all_filesystems=false -v TIVsmé64

If you installed additional languages in a version 7.1.2 or earlier client, run the following command to
remove them:

/usr/sbin/swremove -x mount_all_filesystems=false -v TIVsmé64.CLIENT_msg_lang

Replace lang with the appropriate language code from Table 10 on page 15.
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Table 10. HP-UX Itanium 2 client: Language codes for installation packages

Language Language code
Simplified Chinese ZH_CN
Traditional Chinese ZH_TW
Czech CS Cz
French FR_FR
German DE_DE
Hungarian HU_HU
Italian IT_IT
Japanese JA_JP
Korean KO_KR
Polish PL_PL
Brazilian Portuguese PT_BR
Russian RU_RU
Spanish ES_ES

This installation procedure can be used to install new distributions or updates from downloaded
installation media. The downloaded files that you use to install the client might be compressed.
Depending on the package file format, either copy or extract the files to disk and use these instructions to
install the components.

You can download the appropriate package file from one of the following websites:

- Download the client package from Passport Advantage or Fix Central.

 For the latest information, updates, and maintenance fixes, go to the IBM Support Portal.

Procedure

1. Log in as the root user.
2. Mount the volume that you are installing from.
3. To install GSKit: If you have a previous version of GSKit installed, remove it before you
install the new version. Extract the contents of gskcrypt64-8.x.x.x.hpux.ia64.tar.Zand

gskssl64-8.x.x.x.hpux.iab4d.tar.Ztoadirectory on your hard disk. Enter the following
commands to install the packages:

/usr/sbin/swinstall -x mount_all_filesystems=false -v -s ‘pwd’
/gskcryptbd gskcryptbd

/usr/sbin/swinstall -x mount_all_filesystems=false -v -s ‘pwd’
/gskssl64 gskssl6d

4. If you downloaded from FTP, go to the directory where the installable image is located. Enter the
following command:

Jusr/sbin/swinstall -x mount_all_filesystems=false -v -s ‘pwd' /TIVsmCapib4
TIVsmé64

“pwd " can be used instead of the absolute name of the current directory.

Related concepts
“Configure the IBM Storage Protect client” on page 53
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After installing the backup-archive client, you must configure it before performing any operations.

Increasing the default limit of the data segment size

The default limit of the data segment size of a process in HP-UX 11i v2 is 64 MB. When backing up large
file systems, the API might exceed this limit and run out of memory.

To increase this limit you can modify the kernel as follows:

1. As root user, start sam.
2. Select Kernel Configuration.
3. Select Configurable Parameters.

4. Locate maxdsize and increase its value through the menu entry Actions/Modify Configurable
Parameter... (e.g. set maxdsize to 268435456 for a 256 MB max size of the data segment.

5. The kernel is rebuilt by sam after this change. You must reboot for the new setting to take effect.

Uninstalling the HP-UX Itanium 2 API

You can use the following procedures to uninstall the IBM Storage Protect HP-UX Itanium 2 API.

Before you begin

Important: Make sure that you uninstall the packages in the order shown.

Procedure
1. To remove the CLIENT_API file set, enter the following command:
Jusr/sbin/swremove -x mount_all filesystems=false -v TIVsmé64

2. To remove the Global Security Kit (GSKit), enter the following commands:

/usr/sbin/swremove -x mount_all_filesystems=false gskssl64
/usr/sbin/swremoveswremove -x mount_all_filesystems=false gskcrypté64

What to do next

After you uninstall the HP-UX API, several empty directories remain in the file system, such as the
following directories:

- The license directory (/opt/tivoli/tsm/license)

« One or more language directories (/opt/tivoli/tsm/client/ba/bin/xx_XX), where xx_XX
represents one of the following language codes: cs_CZ, de_DE, es_ES, it_IT, fr_FR, hu_HU,
ja_JP, ko_KR, pl_PL, pt_BR, ru_RU, zh_CN and zh_TW

« /opt/tivoli/tsm/client/ba/bin/cit
« /opt/tivoli/tsm/client/ba/bin/images
« /opt/tivoli/tsm/client/ba/bin/plugin

If you want to remove these empty directories, you can manually remove them.

Installing the backup-archive client on Linux on Power Systems (little
endian)

You can install the backup-archive client from the product installation media.

Before you begin

« You must be logged in as root user to install the product.
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- If you plan to install the client on the same system as the IBM Storage Protect 8.1.2 or later server,
ensure that you halt the IBM Storage Protect server before you install the client. This action will prevent
the client installation process from forcing the system to reboot. After you install the client, you can
restart the IBM Storage Protect server.

Restriction: FIPS installable packages are not available for the client on Linux on Power Systems (Little
Endian) client. You can install the backup-archive client in non-FIPS mode and then restart the operating
system in FIPS mode to use the backup-archive client.

About this task

The following installation options are available in uncompressed packages on the installation media.

Table 11. Package names, contents, and default directory

Package Name

Contents

Default directory

gskcrypt64-8.x.x.x.linux.ppcle.r

pm
gskssl64-8.x.x.x.1inux.ppcle.rpm

64-bit Global
Security Kit (GSKit)
packages

/usr/local/ibm/gsk8

TIVsm-API64.ppc6bdle.rpm

Application
programming
interface (API),
which contains the
shared libraries and
samples for the IBM
Storage Protect APL.

Jopt/tivoli/tsm/client/api/biné4

TIVsm-BA.ppcé4le.xrpm

Backup-archive
client (command-
line and GUI),
administrative client
(dsmadmc), and the
web client.

Jopt/tivoli/tsm/client/ba/bin

This directory is typically the default
installation directory for many backup-
archive client files. The sample system-
options file (dsm. sys.smp) is written to
this directory. If you do not set the
DSM_DIR environment variable, the dsmc
executable file, the resource files, and the
dsm. sys file are stored in this directory.

If you do not set the DSM_CONFIG
environment variable, the client user-
options file must be in this directory.

If you do not set the DSM_LOG
environment variable, the backup-archive
client writes messages to the
dsmerror.log and dsmsched.log files
in the current working directory.
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Table 11. Package names, contents, and default directory (continued)

components that
you can use to
obtain information
about the number
of client and
server devices that
are connected to
the system, and
the utilization of
processor value
units (PVUs) by
server devices.
These files are
optional. For
more information
about PVUs,

see Estimating
processor value
units in the

IBM Storage
Protect server
documentation.

Package Name Contents Default directory
TIVsm-APIcit.ppcédle.xrpm These files APlIcit is installed in /opt/tivoli/tsm/
TIVsm-BAcit.ppc6é4dle.rpm E:)on\glr?]i;hliventor client/api/biné4/cit
Technolo Y | BAcitis installed in Jopt/tivoli/tsm/
8y client/ba/bin/cit

TIVsm-filepath-source.tar.gz
TIVsm-JBB.ppc64le.rpm

Files that are
needed for journal-
based backups.

Filepath is installed in /opt/filepath

The TIVsm-JBB.ppc6éb4le. rpm package
is installed in /opt/tivoli/tsm/
client/ba/bin.

TIVsm-WEBGUI.ppc64le.xrpm

Provides the files
that are required

to perform remote
client operations by
using the web user
interface.

Jopt/tivoli/tsm/tdpvmware

This installation procedure can be used to install new distributions or updates from downloaded
installation media. The downloaded files that you use to install the client might be compressed.
Depending on the package file format, either copy or extract the files to disk and use these instructions to

install the components.

You can download the appropriate package file from one of the following websites:

- Download the client package from Passport Advantage or Fix Central.

« For the latest information, updates, and maintenance fixes, go to the IBM Support Portal.

Before installation, you must first check the GSKit signature of the rpm package as follows:

1. Download the GSKit public PGP key GSKit.pubn.pgp from the download sites that also contain the
client packages, where n represents a number. For now, the value of nis 4.

2. Import the GSKit public key by issuing the following command:
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rpm --import GSKit.pub4.pgp
3. Verify the GSKit rpm file by issuing the following command:
rpm --checksig <GSKit rpm file> --verbose

where <GSKit rpm file> is the name of a GSKit rpm package that is listed in Table 1 - Package names,
contents, and default directory.

You must then check the signature of the client package as follows:

1. Download the generated gpk key PRDO001289key . pub.asc from the download sites that also
contain the client packages.

2. Import the generated gpk key by issuing the following command:
rpm --import PRDOOO1289key.pub.asc
3. Verify the PGP public key by issuing the following command:

cat PRDOOO1289key.pub.asc
----- BEGIN PGP PUBLIC KEY BLOCK-----

mQINBGa®+zYBEACV8/upsLxBLwv8SkiUBj1EtKV7s1hZg2B7ubVBAeh1XNJhO6t6
rkLZsFSBLIDhKjk0GeLfj31tZZxeyydGorUORqocfB6XooNgFk9ZB/xMKjdI8wzZ
AHJIOMgskLIjGmQwlIjWeidnXmKtrb3TktP2MgGRM6L /thoalbIDtMPto73eNL4hp
wL8VzFVOQtgvj/cbTxQn/zmZW6yPLTHO/9XxpKNXkJAVHNEXRHEtZ9HO10Cd /XUEkK
KPEPpk8ROCVvtpilZyqKGN12BWmy/by0l1IZFggwFhdZF8QPE+1fWsmpPT1lvdH9ip
HBoRCh2KAe51nBgpOytQVGv48CqiYY9YzqoWYM4aV9I1IMGoY /1XWKmRb1uMN6Ad
501usqw9qACnH3K63AIF1omPYzMLt40nPZiJ+p9Hm5UpeTPpjbQcKyVenAPtH8ET
dlov8nNOjFGbxucIemdxo6ImZ71nHL/wjTVsb2s3/EDoyj8NvtfE1DAWARE6OMK6
+LqZifv5xZunDSMbGEeKwnH70b6/xa0@9SDozt3DFymAisNWEGtImLBNHINhN+zXM
HFDvITyMLzqrzYm7GYedS7PnoORrUpOZuQdy6Y89PwhhpVFVW1+1IwPeP8bjQobJ
jdsbY2IHr+DFTp6RNilmI8nrUH+40RN7jPaTvB6iFgN+jHrudTRhjDWeMQARAQAB
tC5JQk0gU3BlY3RydWOgUHIvdGVjdCBDbG11bnQgPHBZzaXJOQHVzLmlibS5jb20+
iQI6BBMBCAAKBQImtPs2AhsPBQsJCAcCBhUKCQgLAgQWAgMBAh4ABBQkAAAAAAAOD
EM5xG7b1gVe]jIxcQAKz/xjv1RZ8KBq6viHiQZDpd35Z9m5Em7AcubicAyHulmPbB
y+ES7dhXo6YI9WGZhhYw9£578bkszZE7Yn46xMLzB8k1r1tfgQ7iCKAVgMi/jG17
wBa/4P6h6YTIGPO1Ift8HFEqAGE6RNCSkHI7r0aDbEAeBM35r1XENXup/zgEm7c5
fYVA7WVr3C29GDhgiEuXdphEHE1ZfWz8vbviW++mOSedjOpUzLL7HZOTXncUuxedx
iiFcJzVpMDmT1lyaj2YKIRbgHrSNA2KN8V03aU4IYel28tEyvz8P610VAGqq/aulu
fIPnGgf+3+j+/DxIBeLGlFako6QI2cuyY08sqV3iu35/TThgkilo@wpPONaoP/Ea
7qp8Se+YubKiuJ+0zeF4J5x8NzxgbKmZArrOogiwyZIHBgclwjUrZ£1V/EnzPmi4
xJxrzS3FTCLmsoxKaoiDyFP9GsQxH1z+mDeih4w01uU8I5rb2eegZP9I4MQaHoAaC
ghVbODE5hVV+skr4PYEWOFXHL5v2c5JGVENY1sHYLOoMoz2dxVPIhRVQsOGzyBlx
WpdItyx415QUqIWDHifqBzb0q0iZq5iG1OERUOD59S30DmstnKeCX4msAxuuOvGX
kg04zJIz6iftkfzcGoSnWg9Pbos5QsNnDNYG7+y0QsbnX4h08vXBwCWgW4Z3q
=7qTO

4. Verify the client package by issuing the following command:
rpm -K <client_package>.xrpm
where <client_package> is the name of an rpm package that is listed in Table 1 - Package names,

contents, and default directory.

Procedure

1. Mount the volume that you are installing the packages from.

2. Change to the directory where the installation packages are stored.

3. Install the 64-bit GSKit packages. In the following command example, the "8.x.x.x" characters
represent the GSKit version:

rpm -U gskcrypt64-8.x.x.x.linux.ppcle.rpm gskssl64-8.x.x.x.1linux.ppcle.xrpm

4. Install the IBM Storage Protect API, and optionally install the Common Inventory Technology package
that is necessary to support processor value unit (PVU) calculations.
a) Required: Install the API:

Chapter 1. Installing and upgrading 19



rpm -ivh TIVsm-API64.ppc6dle.rpm

b) Optional: Install the Common Inventory Technology package that is used by the API. This package
depends on the API so it must be installed after the API package is installed.

rpm -ivh TIVsm-APIcit.ppcé64le.rpm

Tip: If you are upgrading the API and the Common Inventory Technology package was previously
installed, you must upgrade both the API and Common Inventory Technology packages. For example,
you can run the following command:

rpm -U TIVsm-API64.ppcébdle.rpm TIVsm-APIcit.ppcb4le.xrpm

If you need only the API installed, you can stop here. The rest of the steps in this procedure describe
how to install the backup-archive client components and an optional client package that is needed
only if you want the client to send PVU metrics to the server. Also described in subsequent steps are
the installation of the packages that are needed if you want to perform journal-based backups.

5. Install the backup-archive client, and optionally install the Common Inventory Technology package
that is necessary to support processor value unit (PVU) calculations.

a) Install the backup-archive client components.
rpm -ivh TIVsm-BA.ppcé64le.rpm

b) Optional: Install the Common Inventory Technology package the client uses to send PVU metrics
to the server. This package depends on the client package so it must be installed after the client
package is installed.

rpm -ivh TIVsm-BAcit.ppcé64le.rpm
6. Optional: If you want to use journal-based backups, install the packages that are needed for the

filepath component and journal-based backups.

a) Extract TIVsm-filepath-source.tar.gz and see the README file for compile and install
instructions.
The filepath kernel module is licensed pursuant to the terms of the GNU General Public License
(IIGPLII).

Occasionally, build problems can occur due to the dynamic nature of the Linux kernel. If the source
does not build correctly on your Linux distribution, contact IBM Software Support to request the
latest source file. Include the version of the Linux distribution and the output of the uname -a
command along with the version of the IBM Storage Protect client that you are installing.

b) Install the journal-based backup package:
rpm -ivh TIVsm-JBB.ppcé64le.xrpm

7. Install the files required to perform remote client operations by using the web user interface by
entering the following command:

rpm -ivh TIVsm-WEBGUI.ppc64le.zxrpm

Related concepts
“Configure the IBM Storage Protect client” on page 53
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After installing the backup-archive client, you must configure it before performing any operations.

Uninstalling the backup-archive client on Linux on Power Systems (Little
Endian)

You can uninstall the IBM Storage Protect client on Linux on Power Systems (Little Endian).

Before you begin

You must be logged in as root user to uninstall the product. You must uninstall the packages in the order
that is shown, otherwise the uninstallation fails.

Procedure

To uninstall the backup-archive client, enter the following commands to remove the packages for journal-
based backup, the filepath component, the backup-archive client, the API, and the IBM Global Security
Kit (GSKit).

Tip: The version number of the packages is not required.

1. To uninstall the journal-based backup components only, remove both packages (journal-based backup
and filepath). The TIVsm-JBB package is dependent on the filepath package. If you use two separate
rpm -e commands to uninstall the components one at a time, uninstall the TIVsm-JBB package first.

rpm -e TIVsm-JBB TIVsm-filepath

2. To remove the package that performs remote client operations by using the web user interface, enter
the following command:

rpm -e TIVsm-WEBGUI
3. Uninstall the backup-archive client package:
rpm -e TIVsm-BA

4. Uninstall the backup-archive client packages:
a) If you installed the client common inventory package (TIVsmBAcit), uninstall it:

rpm -e TIVsm-BAcit
b) Uninstall the backup-archive client package:

rpm -e TIVsm-BA

5. Uninstall products that are dependent on the API, such as IBM Storage Protect for Databases and IBM
Storage Protect for Mail. Any API-dependent products must be uninstalled before you uninstall the
API package. If you uninstall an API-dependent product, you must reinstall it after you install a newer
version of the backup-archive client and API packages. Follow the instructions of the API-dependent
products to determine what you need to do to prevent data loss when you uninstall and reinstall the
products.

6. Uninstall the API package by using the following command:
rpm -e TIVsm-APIé64

7. Uninstall the API packages:
a) If you installed the API common inventory package (TIVsm-APIcit), uninstallit:

rpm -e TIVsm-APIcit
b) Uninstall the API package by using the following command:

rpm -e TIVsm-API64
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8. Uninstall GSKit by entering the following command:

rpm -e gskcrypt6d gskssléed

Related tasks
“Installing the backup-archive client on Linux on Power Systems (little endian)” on page 16
You can install the backup-archive client from the product installation media.

Installing the backup-archive client on Ubuntu Linux on Power Systems
(Little Endian)

You can install the backup-archive client from the product installation media.

Before you begin
You must be logged in as the root user to install the product.

If you plan to install the client on the same system as the IBM Storage Protect 8.1.2 or later server, ensure
that you halt the IBM Storage Protect server before you install the client. This action will prevent the client
installation process from forcing the system to reboot. After you install the client, you can restart the IBM

Storage Protect server.

This installation procedure can be used to install new distributions or updates from downloaded
installation media. The downloaded files that you use to install the client might be compressed.
Depending on the package file format, either copy or extract the files to disk and use these instructions to

install the components.

You can download the appropriate package file from one of the following websites:

« Download the client package from Passport Advantage or Fix Central.
- For the latest information, updates, and maintenance fixes, go to the IBM Support Portal.

About this task

The following installation packages are available on the installation media.

Table 12. Package names, contents, and default directory

Package Name

Contents

Default directory

gskcryptb4_8.x.x.x.ppcbdel.deb
gskssl64_8.x.x.x.ppcbdel.deb

64-bit Global
Security Kit (GSKit)
packages

/usr/local/ibm/gsk8

tivsm-apib4d.ppcbdel.deb

Application
programming
interface (API),
which contains the
shared library and
samples for the IBM
Storage Protect APL.

Jopt/tivoli/tsm/client/api/biné4
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Table 12. Package names, contents, and default directory (continued)

Package Name

Contents

Default directory

tivsm-ba.ppcédel.deb

Backup-archive
client (command-
line and GUI),
administrative client
(dsmadmc), and the
web client.

/Jopt/tivoli/tsm/client/ba/bin

This directory is typically the default
installation directory for many backup-
archive client files. The sample system-
options file (dsm. sys. smp) is written to
this directory.

If you do not set the DSM_DIR
environment variable, the dsmc executable
file, the resource files, and the dsm. sys
file are stored in this directory.

If you do not set the DSM_CONFIG
environment variable, the client user-
options file must be in this directory.

If you do not set the DSM_LOG
environment variable, the backup-archive
writes messages to the dsmerroxr.log
and dsmsched. 1og files in the current
working directory.

tivsm-apicit.ppcédel.deb
tivsm-bacit.ppcédel.deb

Optional. These
files provide the
Common Inventory
Technology
components that
you can use to
obtain information
about the number
of client and
server devices that
are connected to
the system, and
the utilization of
processor value
units (PVUs) by
server devices. For
more information
about PVUs,

see Estimating

processor value

units in the
IBM Storage
Protect server
documentation.

APIcit is installed in /opt/tivoli/tsm/
client/api/biné4/cit

BAcit is installed in /opt/tivoli/tsm/
client/ba/bin/cit

TIVsm-filepath-source.tar.gz

tivsm-jbb.ppcédel.deb

Files that are
required for journal-
based backups.

The TIVsm-filepath-source.tar.gz
package is installed in the /opt/
filepath directory.

The tivsm-jbb.ppc64el. rpm package
is installed in the /opt/tivoli/tsm/
client/ba/bin directory.

Chapter 1. Installing and upgrading 23


https://www.ibm.com/docs/en/SSEQVQ_8.2.0/srv.admin/t_srv_data_est_pvu.html
https://www.ibm.com/docs/en/SSEQVQ_8.2.0/srv.admin/t_srv_data_est_pvu.html
https://www.ibm.com/docs/en/SSEQVQ_8.2.0/srv.admin/t_srv_data_est_pvu.html

Procedure

1. Mount the volume that you are installing the packages from.
2. Change to the directory where the installation packages are stored.

3. Install the 64-bit GSKit packages. In the following command example, the "8.x.x.x" characters
represent the GSKit version:

dpkg -i gskcrypt64_8.x.x.x.ppc6del.deb gsksslé6d_8.x.x.x.ppcbdel.deb

4. Install the IBM Storage Protect API, and optionally install the Common Inventory Technology package
that is necessary to support processor value unit (PVU) calculations.

a) Required: Install the API:
dpkg -i tivsm-apié4.ppcébdel.deb

b) Optional: Install the Common Inventory Technology package that is used by the API. This package
depends on the API so it must be installed after the API package is installed.

dpkg -i tivsm-apicit.ppcédel.deb

Tip: If you are upgrading the API and the Common Inventory Technology package was previously

installed, you must upgrade both the API and Common Inventory Technology packages. For example,
you can run the following command:

dpkg -i tivsm-api6é4.ppcédel.deb
tivsm-apicit.ppcédel.deb

If you need only the API installed, you can stop here. The rest of the steps in this procedure describe
how to install the backup-archive client components and an optional client package that is needed
only if you want the client to send PVU metrics to the server. Also described in subsequent steps are
the installation of the packages that are needed if you want to perform journal-based backups.

5. Install the backup-archive client:

dpkg -i tivsm-ba.ppcédel.deb

6. Optional: If you want to use journal-based backups, install the following packages:

a) Extract TIVsm-filepath-source.tar. gz and review the README file for instructions about how
to compile and install the software. The Linux Filepath kernel module is licensed pursuant to the
terms of the GNU General Public License ("GPL").

Occasionally, build problems can occur due to the dynamic nature of the Linux kernel. If the source
does not build correctly on your Linux distribution, contact IBM Software Support to request the
latest source file. Include the version of the Linux distribution and the output of the uname -a
command along with the version of the IBM Storage Protect client that you are installing.

b) Install the journal-based backup package:
dpkg -i tivsm-jbb.ppcédel.deb

Related concepts

“Configure the IBM Storage Protect client” on page 53
After installing the backup-archive client, you must configure it before performing any operations.

Uninstalling the client on Ubuntu Linux on Power Systems (Little Endian)

You can uninstall the IBM Storage Protect backup-archive client on Ubuntu Linux on Power Systems (Little
Endian).

Before you begin
You must be logged in as the root user to uninstall the product.
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Requirement: You must uninstall the packages in the order that is shown, otherwise the uninstallation
fails.

Procedure

To uninstall the backup-archive client, enter the following commands to remove the packages for journal-
based backup, the backup-archive client, the API, and the IBM Global Security Kit (GSKit). Instructions for
uninstalling the filepath component are provided with the source code for filepath, when you obtain the
software from IBM.

Tip: The version number of the packages is not required.

1. To uninstall only the journal-based backup components, remove both the tivsm-jbb and filepath
packages. The tivsm-jbb package depends on the filepath package. Uninstall the tivsm-jbb
package first.

a) dpkg -r tivsm-jbb
b) dpkg -r TIVsm-filepath
2. Uninstall the backup-archive client package:

dpkg -r tivsm-ba

3. Uninstall any products that depend on the API, such as IBM Storage Protect for Databases and IBM
Storage Protect for Mail.

If you uninstall an API-dependent product, you must reinstall it after you install a newer version of
the backup-archive client and API packages. Follow the instructions of the API-dependent products to
determine what you need to do to prevent data loss when you uninstall and reinstall the products.

4. Uninstall the API package by issuing the following command:
dpkg -r tivsm-apié4d
5. Remove the GSKit packages:

dpkg -r gskcrypté6d gskssléd

Related tasks

“Installing the backup-archive client on Ubuntu Linux on Power Systems (Little Endian)” on page 22
You can install the backup-archive client from the product installation media.

Installing the API on Linux on Power Systems (Big Endian)

You can install the IBM Storage Protect API from the product installation media.

Before you begin

« You must be logged in as root user to install the product.

- If you have IBM Storage Protect 6.2 (or an earlier version) installed, remove it (xpm -e) and any other
dependent software programs before you install a newer version.

« If you have IBM Storage Protect 6.3 (or newer) installed, you can use the rpm upgrade option (xpm -U)
or the rpm freshen option (xpm -F) to upgrade the existing software to a newer version. The xrpm -U
command can be used to install new packages or upgrade existing packages; xrpm =F can update only
packages that are already installed.

 Stop any running client processes before you uninstall or upgrade the IBM Storage Protect API or
backup-archive client.

« If you are running a version 7.1.2 or earlier client, you must uninstall any language packages before you
proceed with the upgrade.
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About this task

The following installation options are available in uncompressed packages on the installation media.

Table 13. Package names, contents, and default directory

Package Name

Contents

Default directory

gskcryptb64-8.x.x.x.1linux.ppc.xrpm
gskssl64-8.x.x.x.1linux.ppc.xrpm

64-bit Global
Security Kit (GSKit)
packages

/usr/local/ibm/gsk8

TIVsm-API64.ppcébd.rpm

Application
programming
interface (API),
which contains the
IBM Storage Protect
API shared libraries
and samples.

Jopt/tivoli/tsm/client/api/biné4

TIVsm-APIcit.ppc64.xrpm

Optional. These
files provide the
Common Inventory
Technology
components that
you can use to
obtain information
about the number
of client and
server devices that
are connected to
the system, and
the utilization of
processor value
units (PVUs) by
server devices. For
more information
about PVUs,

see Estimating
processor value
units in the

IBM Storage
Protect server
documentation.

APIcit is installed in /opt/tivoli/tsm/
client/api/biné4/cit

This installation procedure can be used to install new distributions or updates from downloaded
installation media. The downloaded files that you use to install the client might be compressed.
Depending on the package file format, either copy or extract the files to disk and use these instructions to

install the components.

You can download the appropriate package file from one of the following websites:

- Download the client package from Passport Advantage or Fix Central.

« For the latest information, updates, and maintenance fixes, go to the IBM Support Portal.

Before installation, you must first check the GSKit signature of the rpm package as follows:

1. Download the GSKit public PGP key GSKit.pubn.pgp from the download sites that also contain the
client packages, where n represents a number. For now, the value of nis 4.

2. Import the GSKit public key by issuing the following command:
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rpm --import GSKit.pub4.pgp
3. Verify the GSKit rpm file by issuing the following command:
rpm --checksig <GSKit rpm file> --verbose

where <GSKit rpm file> is the name of a GSKit rpm package that is listed in Table 1 - Package names,
contents, and default directory.

You must then check the signature of the client package as follows:

1. Download the generated gpk key PRDO001289key . pub.asc from the download sites that also
contain the client packages.

2. Import the generated gpk key by issuing the following command:
rpm --import PRDOOO1289key.pub.asc
3. Verify the PGP public key by issuing the following command:

cat PRDOOO1289key.pub.asc
----- BEGIN PGP PUBLIC KEY BLOCK-----

mQINBGa®+zYBEACV8/upsLxBLwv8SkiUBj1EtKV7s1hZg2B7ubVBAeh1XNJhO6t6
rkLZsFSBLIDhKjk0GeLfj31tZZxeyydGorUORqocfB6XooNgFk9ZB/xMKjdI8wzZ
AHJIOMgskLIjGmQwlIjWeidnXmKtrb3TktP2MgGRM6L /thoalbIDtMPto73eNL4hp
wL8VzFVOQtgvj/cbTxQn/zmZW6yPLTHO/9XxpKNXkJAVHNEXRHEtZ9HO10Cd /XUEkK
KPEPpk8ROCVvtpilZyqKGN12BWmy/by0l1IZFggwFhdZF8QPE+1fWsmpPT1lvdH9ip
HBoRCh2KAe51nBgpOytQVGv48CqiYY9YzqoWYM4aV9I1IMGoY /1XWKmRb1uMN6Ad
501usqw9qACnH3K63AIF1omPYzMLt40nPZiJ+p9Hm5UpeTPpjbQcKyVenAPtH8ET
dlov8nNOjFGbxucIemdxo6ImZ71nHL/wjTVsb2s3/EDoyj8NvtfE1DAWARE6OMK6
+LqZifv5xZunDSMbGEeKwnH70b6/xa0@9SDozt3DFymAisNWEGtImLBNHINhN+zXM
HFDvITyMLzqrzYm7GYedS7PnoORrUpOZuQdy6Y89PwhhpVFVW1+1IwPeP8bjQobJ
jdsbY2IHr+DFTp6RNilmI8nrUH+40RN7jPaTvB6iFgN+jHrudTRhjDWeMQARAQAB
tC5JQk0gU3BlY3RydWOgUHIvdGVjdCBDbG11bnQgPHBZzaXJOQHVzLmlibS5jb20+
iQI6BBMBCAAKBQImtPs2AhsPBQsJCAcCBhUKCQgLAgQWAgMBAh4ABBQkAAAAAAAOD
EM5xG7b1gVe]jIxcQAKz/xjv1RZ8KBq6viHiQZDpd35Z9m5Em7AcubicAyHulmPbB
y+ES7dhXo6YI9WGZhhYw9£578bkszZE7Yn46xMLzB8k1r1tfgQ7iCKAVgMi/jG17
wBa/4P6h6YTIGPO1Ift8HFEqAGE6RNCSkHI7r0aDbEAeBM35r1XENXup/zgEm7c5
fYVA7WVr3C29GDhgiEuXdphEHE1ZfWz8vbviW++mOSedjOpUzLL7HZOTXncUuxedx
iiFcJzVpMDmT1lyaj2YKIRbgHrSNA2KN8V03aU4IYel28tEyvz8P610VAGqq/aulu
fIPnGgf+3+j+/DxIBeLGlFako6QI2cuyY08sqV3iu35/TThgkilo@wpPONaoP/Ea
7qp8Se+YubKiuJ+0zeF4J5x8NzxgbKmZArrOogiwyZIHBgclwjUrZ£1V/EnzPmi4
xJxrzS3FTCLmsoxKaoiDyFP9GsQxH1z+mDeih4w01uU8I5rb2eegZP9I4MQaHoAaC
ghVbODE5hVV+skr4PYEWOFXHL5v2c5JGVENY1sHYLOoMoz2dxVPIhRVQsOGzyBlx
WpdItyx415QUqIWDHifqBzb0q0iZq5iG1OERUOD59S30DmstnKeCX4msAxuuOvGX
kg04zJIz6iftkfzcGoSnWg9Pbos5QsNnDNYG7+y0QsbnX4h08vXBwCWgW4Z3q
=7qTO

4. Verify the client package by issuing the following command:
rpm -K <client_package>.xrpm
where <client_package> is the name of an rpm package that is listed in Table 1 - Package names,

contents, and default directory.

Procedure

1. Mount the volume that you are installing from.

2. Change to the directory where the installation packages are stored.

3. Install the 64-bit GSKit packages. In this example, the "8.x.x.x" characters represent the GSKit
version:

rpm -U gskcrypt64-8.x.x.x.linux.ppc.rpm gskssl64-8.x.x.x.linux.ppc.zrpm

4. Install the IBM Storage Protect API, and optionally install the Common Inventory Technology package
that is needed to support processor value unit (PVU) calculations.
a) Required: Install the API:
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rpm -i TIVsm-API64.ppc64.rpm

b) Optional: Install the Common Inventory Technology package that is used by the API. This package
is dependent on the API so it must be installed after the API package is installed.

rpm -i TIVsm-APIcit.ppc64.xrpm

Tip: If you are upgrading the API and the Common Inventory Technology package was previously
installed, you must upgrade both the API and Common Inventory Technology packages. For example,
you can run the following command:

rpm -U TIVsm-API64.ppcébd.rpm TIVsm-APIcit.ppc6d.xrpm

Related concepts

“Configure the IBM Storage Protect client” on page 53
After installing the backup-archive client, you must configure it before performing any operations.

Uninstalling the API on Linux on Power Systems (Big Endian)

You can uninstall the IBM Storage Protect API on IBM Storage Protect Linux on Power Systems (Big
Endian).

Before you begin
You must be logged in as root to uninstall the product. Uninstall the packages in the order shown.

Procedure

To uninstall a previously installed IBM Storage Protect package, enter the following commands to remove
the packages for journal-based backup, the filepath component, the backup-archive client (if applicable),
the API, and the IBM Global Security Kit (GSKit).

Tip: The version number of the packages is not needed for uninstall.
1. Complete this step if a version 7.1 or earlier client was installed previously.

To uninstall the journal-based backup components only, remove both packages (journal-based backup
and filepath). The TIVsm-JBB package is dependent on the filepath package. If you use two separate
rpm -e commands to uninstall the components one at a time, uninstall the TIVsm-JBB package first.

rpm -e TIVsm-JBB TIVsm-filepath

2. If aversion 7.1 or earlier client was installed previously, uninstall the backup-archive client packages.
a) If you installed the optional TIVsmBAcit package, uninstall it by using the following command:

rpm -e TIVsm-BAcit
b) Uninstall the backup-archive client package:
rpm -e TIVsm-BA

Note: If language packages are installed in a version 7.1.2 or earlier client, you must remove them
before you remove the API package. Enter the following command, and replace xx_xx with the
language code for each additional language that you installed. For a list of language code identifiers,
see Table 14 on page 28.

rpm -e TIVsm-BA.msg.xx_xx

Table 14. Language pack identifiers

Language Language identifier

Czech CS Ccz
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Table 14. Language pack identifiers (continued)

Language Language identifier
French FR_FR
German DE_DE
Hungarian HU_HU
Italian IT_IT
Japanese JA_JP
Korean KO_KR
Polish PL_PL
Portuguese PT_BR
Russian RU_RU
Spanish ES_ES
Traditional Chinese (EUC) ZH_CN
Traditional Chinese Big5 ZH_TW

3. Uninstall any products that are dependent on the API, such as IBM Storage Protect for Databases and
IBM Storage Protect for Mail. Any API-dependent products must be uninstalled before you uninstall
the API package. If you uninstall an API-dependent product, you must reinstall it after you install a
newer version of the API package. Consult the documentation of the dependent product to determine
what you need to do to prevent data loss when you uninstall and reinstall the products.

4. If you installed the optional API common inventory package (TIVsm-APIcit), use the following
command to uninstall the package:

rpm -e TIVsm-APIcit

5. Uninstall the API package by using the following command:
rpm -e TIVsm-API64

6. Uninstall GSKit by using the following command:

rpm -e gskcryptb6d gskssléod

Related tasks

“Installing the API on Linux on Power Systems (Big Endian)” on page 25
You can install the IBM Storage Protect API from the product installation media.

Installing the Linux x86_64 client

You can install the Linux x86_64 backup-archive client from the product installation media.

Before you begin

« You must be logged in as root to install the product.

- If you plan to install the client on the same system as the IBM Storage Protect 8.1.2 or later server,
ensure that you halt the IBM Storage Protect server before you install the client. This action will prevent
the client installation process from forcing the system to reboot. After you install the client, you can
restart the IBM Storage Protect server.

« If you have IBM Storage Protect 6.2 (or an earlier version) installed, remove it (xpm -e) and any other
dependent software programs before you install a newer version.
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- If you have IBM Storage Protect 6.3 (or later version) installed, you can use the rpm upgrade option
(xpm -U) or the rpm freshen option (xpm -F) to upgrade the existing software to a newer version. The
rpm =-Ucommand can be used to install new packages or upgrade existing packages only if you did
not previously install any language packages. The xrpm =-F command can update only packages that are
already installed.

« Stop any running client processes before you uninstall or upgrade the IBM Storage Protect API or
backup-archive client.

« If any language packages are installed, you must uninstall them before you install or upgrade the IBM
Storage Protect API or backup-archive client.

About this task

The following installation options are available in uncompressed packages on the installation media.

Table 15. Package names, contents, and default directory

Package Name Contents Default directory

gskcrypt64-8.x.x.x.1linux.x86 64-bit Global Security Kit (GSKit) | /fusr/local/ibm/gsk8
_64.1pm packages

gskssl64-8.x.x.x.1inux.x86_6

4.rpm
gskerypt64-8.x.x.x.1linux.x86 |GlobalSecurity Kit (GSKit) /usr/local/ibm/gsk8
_64_pd.xrpm packages for FIPS enable system
gskssl64-8.x.x.x.1linux.x86_6
4_pd.xrpm
TIVsm-API64.x86_64.rpm Application programming Jopt/tivoli/tsm/
interface (API), which contains client/api/biné4
the IBM Storage Protect API
shared libraries and samples.
TIVsm-BA.x86_64.rpm Backup-archive client Jopt/tivoli/tsm/

(command-line and GUI), client/ba/bin
administrative client (dsmadmc),

and the web client. This directory is considered to be

the default installation directory
for many backup-archive client
files. The sample system-options
file (dsm.sys.smp) is written to
this directory. If the DSM_DIR
environment variable is not set, the
dsmc executable file, the resource
files, and the dsm. sys file are
stored in this directory.

If DSM_CONFIG is not set, the
client user-options file must be in
this directory.

If you do not define

DSM_LOG, writes messages

to the dsmerror.logand
dsmsched.log files in the current
working directory.
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Table 15. Package names, contents, and default directory (continued)

Package Name

Contents

Default directory

TIVsm-APIcit.x86_64.xrpm
TIVsm-BAcit.x86_64.xrpm

Optional. These files provide the
Common Inventory Technology
components that you can use

to obtain information about the
number of client and server
devices that are connected to
the system, and the utilization
of processor value units (PVUs)
by server devices. For more
information about PVUs, see
Estimating processor value units

in the IBM Storage Protect
server documentation.

APIcit is installed
in /opt/tivoli/tsm/
client/api/biné4/cit/

BAcit is installed
in /opt/tivoli/tsm/
client/ba/bin/cit/

TIVsm-filepath-source.tar.gz
TIVsm-JBB.x86_64.rpm

Files needed to support journal-
based backups.

Filepath is installed in /opt/
filepath

JBB s installed in /opt/
tivoli/tsm/client/ba/bin

TIVsm_BAhdw.x86_64.xrpm

Provides support for snapshot
incremental backup for NetAPP
and N-Series file servers.

Jopt/tivoli/tsm/
client/ba/bin/plugins

TIVsm-WEBGUI.x86_64.xrpm

Provides the files that are
required to perform remote
client operations by using the
web user interface.

Jopt/tivoli/tsm/tdpvmware

This installation procedure can be used to install new distributions or updates from downloaded
installation media. The downloaded files that you use to install the client might be compressed.

Depending on the package file format, either copy or extract the files to disk and use these instructions to

install the components.

You can download the appropriate package file from one of the following websites:

- Download the client package from Passport Advantage or Fix Central.

« For the latest information, updates, and maintenance fixes, go to the IBM Support Portal.

Before installation, you must first check the GSKit signature of the rpm package as follows:

1. Download the GSKit public PGP key GSKit.pubn.pgp from the download sites that also contain the
client packages, where n represents a number. For now, the value of nis 4.

2. Import the GSKit public key by issuing the following command:

rpm --import GSKit.pub4.pgp

3. Verify the GSKit rpm file by issuing the following command:

rpm --checksig <GSKit rpm file> --verbose

where <GSKit rpm file> is the name of a GSKit rpm package that is listed in Table 1 - Package names,

contents, and default directory.

You must then check the signature of the client package as follows:

1. Download the generated gpk key PRDO001289key . pub.asc from the download sites that also

contain the client packages.
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2. Import the generated gpk key by issuing the following command:
rpm --import PRDOOO1289key.pub.asc
3. Verify the PGP public key by issuing the following command:

cat PRDOOO1289key.pub.asc
----- BEGIN PGP PUBLIC KEY BLOCK-----

mQINBGa®+zYBEACV8/upsLxBLwv8SkiUBj1EtKV7s1hZg2B7ubVBAeh1XNJhQ6t6
rkLZsFSBLIDhKjk0GeLfj31tZZxeyydGorUORqocfB6XooNgFk9ZB/xMKjdI8wzZ
AHJOMgskLIjGmQwlIjWeidnXmKtrb3TktP2MgGRM6L /thoalbIDtMPto73eNL4hp
wL8VzFVOQtgvj/cbTxQn/zmZW6yPLTHO/9xpKNXkJAVHNEXRHEtZ9HO10Cd /XUEkK
KPEPpk8ROCvtpilZyqKGN12BWmy/by0l1IZFggwFhdZF8QPE+1fWsmpPT1lvdH9ip
HBoRCh2KAe51nBgpOytQVGv48CqiYY9YzqoWYM4aV9I1IMGoY /1XWKmRb1uMN6Ad
501usqw9qACnH3K63AIF1omPYzMLt40nPZiJ+p9Hm5UpeTPpjbQcKyVenAPtH8ET
dlov8nNOjFGbxucIemdxo6ImZ71nHL/wjTVsb2s3/EDoyj8NvtfE1DAWARE6OMK6
+LgZifv5xZunDSMbGEeKwnH70b6 /xa0@9SDozt3DFymAisNWEGtImLBNHINhN+zXM
HFDvITyMLzqrzYm7GYedS7PnoORrUpOZuQdy6Y89PwhhpVFVW1+1IwPeP8bjQobJ
jdsbY2IHr+DFTp6RNilmI8nrUH+40RN7jPaTvB6iFgN+jHrudTRhjDWeMQARAQAB
tC5JQk0gU3BlY3RydWOgUHIvdGVjdCBDbG11bnQgPHBzaXJOQHVzLmlibS5jb20+
iQI6BBMBCAAKBQImtPs2AhsPBQsJCAcCBhUKCQgLAgQWAgMBAh4BBQkAAAAAAAOD
EM5xG7b1gVe]jIxcQAKz/xjv1RZ8KBq6viHiQZDpd35Z9m5Em7AcubicAyHulmPbB
y+ES7dhXo6YI9WGZhhYw9£578bkszZE7Yn46xMLzB8k1r1tfgQ7iCKAVgMi/jG17
wBa/4P6h6YTIGPO1Ift8HFEqAGE6RNCSkHI7r0aDbEAeBM35r1XENXup/zgEm7¢c5
fYVA7WVr3C29GDhgiEuXdphEHE1ZfWz8vbviW++mOSedjOpUzLL7HZOTXncUuxedx
iiFcJzVpMDmT1lyaj2YKIRbgHrSNA2KN8V03aU4IYel28tEyvz8P610VAGqq/aulu
fIPnGgf+3+j+/DxIBeLGlFako6QI2cuyY08sqV3iu35/TThgkilo@wpPONaoP/Ea
7qp8Se+YubKiuJ+0zeF4J5x8NzxgbKmZArrOogiwyZIHBgclwijUrZ£1V/EnzPmi4
xJrzS3FTCLmsoxKaoiDyFP9GsQxH1z+mDeih4w01uU8I5rb2eegZP9I4MQaHoAaC
ghVbODE5hVV+skr4PYEWOFXHL5v2c5JGVENY1sHYLOoMoz2dxVPIhRVQsOGzyBlx
WpdItyx415QUqIWDHifqBzb0q0iZq5iG1OERUOD59S30DmstnKeCX4msAxuuOvGX
kg04zJIz6iftkfzcGoSnWg9Pbos5QsNnDNYG7+y0QsbnX4h08vXBwCWgW4Z3q
=7qTO

4. Verify the client package by issuing the following command:
rpm -K <client_package>.xrpm
where <client_package> is the name of an rpm package that is listed in Table 1 - Package names,

contents, and default directory.

Procedure

To install the Linux x86_64 backup-archive client, complete the following steps:
1. Mount the volume that you are installing from.
2. Change to the directory where the installation packages are stored.

3. Install the 64-bit GSKit packages. In this example, the "8.x.x.x" characters represent the GSKit
version:

rpm -U gskcrypt64-8.x.x.x.linux.x86_64.rpm gskssl64-8.x.x.x.linux.x86_64.xrpm
Tip: If you are running SLES 11 SP4, use the following command:

zypper install gskcrypt64-8.x.x.x.linux.x86_64.rpm gskssl64-8.x.x.x.linux.x86_64.rpm
Tip: If you have a FIPS enabled system, then use the following command:

rpm -U gskcrypt64-8.x.x.x.linux.x86_64_pd.rpm gskssl64-8.x.x.x.linux.x86_64_pd.xrpm

Note: To upgrade backup-archive client in Linux:

a. Move all the RPMs which are not currently installed in the system to a different folder. For example,
if JBB is not installed in the system then use the following command:

mv TIVsm-JBB.x86_64.rpm backup/TIVsm-JBB.x86_64.rpm_bk

b. Upgrade all RPMs by using the following command:
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rpm -U TIV*.rpm
4. Install the IBM Storage Protect API, and optionally install the Common Inventory Technology package
that is necessary to support processor value unit (PVU) calculations.
a) Required: Install the API:

rpm -1 TIVsm-API64.x86_64.xrpm

b) Optional: Install the Common Inventory Technology package that is used by the API. This package
depends on the API so it must be installed after the API package is installed.

rpm -i TIVsm-APIcit.x86_64.xrpm

Tip: If you are upgrading the API and the Common Inventory Technology package was previously
installed, you must upgrade both the API and Common Inventory Technology packages. For example,
you can run the following command:

rpm -U TIVsm-API64.x86_64.rpm TIVsm-APIcit.x86_64.rpm

If you need only the API installed, you can stop here. The rest of the steps in this procedure describe
how to install the backup-archive client components and an optional client package that is needed
only if you want the client to send PVU metrics to the server. Also described in subsequent steps are
the installation of the packages that are needed if you want to perform journal-based backups.

5. Install the backup-archive client, and optionally install the Common Inventory Technology package
that is necessary to support processor value unit (PVU) calculations.

a) Install the backup-archive client components.
rpm -i TIVsm-BA.x86_64.rpm

b) Optional: Install the Common Inventory Technology package the client uses to send PVU metrics
to the server. This package depends on the client package so it must be installed after the client
package is installed.

rpm -i TIVsm-BAcit.x86_64.xrpm

6. Optional: If you want to use journal-based backups, you must compile and install the filepath
component that matches the Linux kernel on your client computer. Extract TIVsm-filepath-
source.tar.gz and see the README file for compile and install instructions. The Linux filepath kernel
module is licensed pursuant to the terms of the GNU General Public License ("GPL").

Occasionally, build problems can occur due to the dynamic nature of the Linux kernel. If the source
does not build correctly on your Linux distribution, contact IBM Software Support to request the latest
source file. Include the version of the Linux distribution and the output of the uname -a command
along with the version of the IBM Storage Protect client that you are installing.

7. Install the snapshot difference incremental backup support for NetApp and N-Series file servers by
issuing the following command:

rpm -i TIVsm-BAhdw.x86_64.xpm

Note: The client supports NetApp Flex Group volumes for filer ONTAP 9.8 and later versions only.

8. Install the files required to perform remote client operations by using the web user interface by issuing
the following command:

rpm -ivh TIVsm-WEBGUI.x86_64.xrpm

Related concepts
“Configure the IBM Storage Protect client” on page 53
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After installing the backup-archive client, you must configure it before performing any operations.

Uninstalling the Linux x86_64 client

You can use the following procedure to uninstall the IBM Storage Protect Linux x86_64 client.

Before you begin
You must be logged in as root to uninstall the product. Uninstall the packages in the order shown.

Procedure

To uninstall a previously installed IBM Storage Protect client package, enter the following commands
to remove the packages for the web user interface, journal-based backup, the filepath component, the
backup-archive client, the API, and the IBM Global Security Kit (GSKit).

Tip: The version number of the packages is not needed for uninstall.

1. To uninstall the journal-based backup components only, remove both packages (journal-based backup
and filepath). The TIVsm-JBB package depends on the filepath package. If you use two separate xpm
-e commands to uninstall the components one at a time, uninstall the TIVsm-JBB package first.

rpm -e TIVsm-JBB TIVsm-filepath

2. To remove the package that performs remote client operations by using the web user interface, enter
the following command:

rpm -e TIVsm-WEBGUI

3. Uninstall the backup-archive client packages:
a) If you installed the optional TIVsm-BAcit package, uninstall it before you uninstall the client:

rpm -e TIVsm-BAcit
b) Uninstall the backup-archive client.

rpm -e TIVsm-BA

Note: If language packages are installed in a version 7.1.2 or earlier client, you must remove them
before you remove the API package. Enter the following command, and replace xx_xx with the
language code for each additional language that you installed. For a list of language code identifiers,
see Table 16 on page 34.

rpm -e TIVsm-msg.XX_XX

Table 16. Language pack identifiers

Language Language identifier
Czech CS Ccz
French FR_FR
German DE_DE
Hungarian HU_HU
Italian IT_IT
Japanese JA_JP
Korean KO_KR
Polish PL_PL
Portuguese PT_BR
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Table 16. Language pack identifiers (continued)

Language Language identifier
Russian RU_RU

Spanish ES_ES

Traditional Chinese (EUC) ZH_CN

Traditional Chinese Bigh ZH_TW

4. Uninstall any products that depend on the API, such as IBM Storage Protect for Databases and IBM
Storage Protect for Mail. Any API-dependent products must be uninstalled before you uninstall the
API package. If you uninstall an API-dependent product, you must reinstall it after you install a newer
version of the backup-archive client and API packages. Consult the documentation of the dependent
product to determine what you need to do to prevent data loss when you uninstall and reinstall the

products.

a) If you installed the optional API common inventory package (TIVsm-APIcit), uninstallit before
you uninstall the API package. Use the following command to uninstall the package:

rpm -e TIVsm-APIcit

b) Uninstall the API package by using the following command:

rpm -e TIVsm-APIé64

5. To remove the GSKit 64-bit package, enter the following command:

rpm -e gskcrypt6d gskssléed

Related tasks

“Installing the Linux x86_64 client” on page 29

You can install the Linux x86_64 backup-archive client from the product installation media.

Installing the Ubuntu Linux x86_64 client

You can install the Ubuntu Linux 64-bit backup-archive client from the product installation media.

Before you begin

If you plan to install the client on the same system as the IBM Storage Protect 8.1.2 or later server, ensure
that you halt the IBM Storage Protect server before you install the client. This action will prevent the client
installation process from forcing the system to reboot. After you install the client, you can restart the IBM

Storage Protect server.

About this task

The following installation options are available in uncompressed packages on the installation media.

Table 17. Package names, contents, and default directory

Package Name

Contents

Default directory

gskcrypt64_8.0-50.40.1inux.x86_6
4 .deb

gskssl64_8.0-50.40.1inux.x86_64.
deb

64-bit Global
Security Kit (GSKit)
packages

/usr/local/ibm/gsk8
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Table 17. Package names, contents, and default directory (continued)

Package Name

Contents

Default directory

tivsm-api6éd.amd64.deb

Application
programming
interface (API),
which contains the
IBM Storage Protect
API shared libraries
and samples.

/Jopt/tivoli/tsm/client/api/biné4

tivsm-ba.amd64.deb

Backup-archive
client (command-
line and GUI),
administrative client
(dsmadmc), and the
web client.

/Jopt/tivoli/tsm/client/ba/bin

This directory is considered to be the
default installation directory for many
backup-archive client files. The sample
system-options file (dsm.sys.smp) is
written to this directory. If the DSM_DIR
environment variable is not set, the dsmc
executable file, the resource files, and the
dsm. sys file are stored in this directory.

If DSM_CONFIG is not set, the client user-
options file must be in this directory.

If you do not define DSM_LOG, writes
messages to the dsmerror.log and
dsmsched.log files in the current working
directory.

tivsm-apicit.amdé64.deb

tivsm-bacit.amdé64.deb

Optional. These
files provide the
Common Inventory
Technology
components that
you can use to
obtain information
about the number
of client and
server devices that
are connected to
the system, and
the utilization of
processor value
units (PVUs) by
server devices. For
more information
about PVUs,

see Estimating
processor value
units in the

IBM Storage
Protect server
documentation.

APIcit is installed in /opt/tivoli/tsm/
client/api/biné4/cit

BAcit is installed in /opt/tivoli/tsm/
client/ba/bin/cit
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Table 17. Package names, contents, and default directory (continued)

Package Name Contents Default directory
tivsm-filepath-source.tar.gz Files neede_d l The filepath and tivsm-jbb packages

) . to support journal- [ are only required if you plan to use journal-
tivsm-jbb.amdé64.deb based backups. based backups.

The tivsm-jbb.x86_64.deb package
isinstalled in /opt/tivoli/tsm/

client/ba/bin.
tivsm-bahdw.amdé64.deb Provides support Jopt/tivoli/tsm/client/ba/bin/
for snapshot plugins

incremental backup
for NetAPP and N-
Series file servers.

This installation procedure can be used to install new distributions or updates from downloaded
installation media. The downloaded files that you use to install the client might be compressed.
Depending on the package file format, either copy or extract the files to disk and use these instructions to
install the components.

You can download the appropriate package file from one of the following websites:

« Download the client package from Passport Advantage or Fix Central.

« For the latest information, updates, and maintenance fixes, go to the IBM Support Portal.

Procedure

To install the Ubuntu Linux x86_64 backup-archive client, complete the following steps.
1. Mount the volume that you are installing from.

2. Change to the directory where the installation packages are stored.

3. Install the 64-bit GSKit packages.

sudo dpkg -i gskcrypt64_8.0-50.40.1linux.x86_64.deb
gskssl64_8.0-50.40.1inux.x86_64.deb

4. Install the IBM Storage Protect API, and optionally install the Common Inventory Technology package
that is necessary to support processor value unit (PVU) calculations.

a) Required: Install the API:
sudo dpkg -i tivsm-api64.amd64.deb

b) Optional: Install the Common Inventory Technology package that is used by the API. This package
depends on the API so it must be installed after the API package is installed.

sudo dpkg -i tivsm-apicit.amd64.deb

Tip: If you are upgrading the API and the Common Inventory Technology package was previously
installed, you must upgrade both the API and Common Inventory Technology packages. For example,
you can run the following command:

sudo dpkg -i tivsm-apié4.amdé4.deb
tivsm-apicit.amdé64.deb

If you need only the API installed, you can stop here. The rest of the steps in this procedure describe
how to install the backup-archive client components and an optional client package that is needed
only if you want the client to send PVU metrics to the server. Also described in subsequent steps are
the installation of the packages that are needed if you want to perform journal-based backups.
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5. Install the backup-archive client, and optionally install the Common Inventory Technology package
that is necessary to support processor value unit (PVU) calculations.

a) Install the backup-archive client components.
sudo dpkg -i tivsm-ba.amd64.deb

b) Optional: Install the Common Inventory Technology package that the client uses to send PVU

metrics to the server. This package depends on the client package so it must be installed after the
client package is installed.

sudo dpkg -i tivsm-bacit.amd64.deb

6. Optional: Complete this step only if you plan to use journal-based backups.

a) Extract tivsm-filepath-source.tar. gz and see the README file for compile and install
instructions.

The filepath kernel module is licensed pursuant to the terms of the GNU General Public License
("GPL").

Occasionally, build problems can occur due to the dynamic nature of the Linux kernel. If the source
does not build correctly on your Linux distribution, contact IBM Software Support to request the
latest source file. Include the version of the Linux distribution and the output of the uname -a
command along with the version of the IBM Storage Protect client that you are installing.

b) Install the journal-based backup package: dpkg -i tivsm-jbb.amdé4.deb.
7. Install the snapshot difference incremental backup support for NetApp and N-Series file servers by
entering the following command:

sudo dpkg -i tivsm-bahdw.amd64.deb

Note: The client supports NetApp Flex Group volumes for filer ONTAP 9.8 and later versions only.

Related concepts

“Configure the IBM Storage Protect client” on page 53
After installing the backup-archive client, you must configure it before performing any operations.

Uninstalling the Ubuntu Linux x86_64 client

Use the following procedure to uninstall the IBM Storage Protect Ubuntu Linux 64-bit client.

Procedure

To uninstall a previously installed IBM Storage Protect client package, enter the following commands to
remove the packages for journal-based backup, the backup-archive client, the API, and the IBM Global
Security Kit (GSKit). Instructions to uninstall the filepath component are provided with the source code for
filepath, when you obtain the software from IBM.

1. To uninstall only the journal-based backup components, remove both the tivsm-jbb and the filepath
component. The tivsm-jbb package depends on the filepath package. Uninstall the tivsm-jbb
package first.

a.sudo dpkg -r tivsm-jbb
b. sudo dpkg -r tivsm-filepath
2. Uninstall the backup-archive client packages:

a) If you installed the optional tivsm-bacit package, uninstall it before you uninstall the client:
sudo dpkg -r tivsm-bacit
b) Uninstall the backup-archive client.

sudo dpkg -r tivsm-ba
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Note: If language packages are installed in a version 7.1.2 or earlier client, you must remove them
before you remove the API package. Enter the following command, and replace xx-xx with the
language code for each additional language that you installed. For a list of language code identifiers,
see Table 18 on page 39.

dpkg -r tivsm-msg.xx-xx

Table 18. Language pack identifiers

Language Language identifier
Czech cs-cz
French fr-fr
German de-de
Hungarian hu-hu
Italian it-it
Japanese ja-jp
Korean ko-kr
Polish pl-pl
Portuguese pt-br
Russian ru-ru
Spanish es-es
Traditional Chinese (EUC) zh-cn
Traditional Chinese Big5 zh-tw

3. Uninstall any products that depend on the API, such as IBM Storage Protect Data Protection products.
Any API-dependent products must be uninstalled before you uninstall the API package. If you
uninstall an API-dependent product, you must reinstall it after you install a newer version of the
backup-archive client and API packages. Consult the documentation of the dependent product to
determine what you need to do to prevent data loss when you uninstall and reinstall the products.

a) If you installed the optional API common inventory package (tivsm-apicit), uninstall it before
you uninstall the API package. Use the following command to uninstall the package:

sudo dpkg -r tivsm-apicit
b) Uninstall the API package by using the following command:
sudo dpkg -r tivsm-api6d
4. To remove the GSKit 64-bit packages, enter the following command:

sudo dpkg -r gskcrypt6d gskssléd

Related tasks
“Installing the Ubuntu Linux x86_64 client” on page 35
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You can install the Ubuntu Linux 64-bit backup-archive client from the product installation media.

Installing the Linux on System z client

You can install the Linux on System z backup-archive client from the product installation media.

Before you begin

« You must be logged in as root to install the product.

- If you plan to install the client on the same system as the IBM Storage Protect 8.1.2 or later server,
ensure that you halt the IBM Storage Protect server before you install the client. This action will prevent
the client installation process from forcing the system to reboot. After you install the client, you can
restart the IBM Storage Protect server.

 You can use the rpm upgrade option (xpm =-U) or the rpm freshen option (xpm -F) to upgrade the
existing software to a newer version. The xpm -Ucommand can be used to install new packages or
upgrade existing packages; xrpm =-F can update only packages that are already installed.

« Stop any running client processes before you uninstall or upgrade the IBM Storage Protect API or
backup-archive client.

- If you are running a version 7.1.2 or earlier client, you must uninstall any language packages before you
proceed with the upgrade.

Restriction: FIPS installable packages are not available for the client on Linux on Power Systems (Little
Endian) client. You can install the backup-archive client in non-FIPS mode and then restart the operating
system in FIPS mode to use the backup-archive client.

About this task

The following installation options are available in uncompressed packages on the installation media.

Table 19. Package names, contents, and default directory

Package Name Contents Default directory

gskcrypt64-8.x.x.x.1inux.s 64-bit Global Security Kit (GSKit) /usr/local/ibm/gsk8

390x.xrpm packages

gskssl64-8.x.x.x.1inux.s39

OXx.rpm

TIVsm-API64.s390x.rpm Application programming interface | /opt/tivoli/tsm/
(API), which contains the IBM client/api/biné4
Storage Protect API shared libraries
and samples.
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Table 19. Package names, contents, and default directory (continued)

Package Name

Contents

Default directory

TIVsm-BA.s390x.xrpm

Backup-archive client (command-
line and GUI), administrative client
(dsmadmc), and the web client.

/Jopt/tivoli/tsm/client/ba

This directory is considered to be
the default installation directory
for many backup-archive client
files. The sample system-options
file (dsm.sys.smp) is written to
this directory. If the DSM_DIR
environment variable is not set, the
dsmc executable file, the resource
files, and the dsm. sys file are
stored in this directory.

If DSM_CONFIG is not set, the
client user-options file must be in
this directory.

If you do not define DSM_LOG,
the backup-archive client writes
messages to the dsmerror.log
and dsmsched. log files in the
current working directory.

TIVsm-APIcit.s390x.zxpm
TIVsm-BAcit.s390x.rpm

Optional. These files provide the
Common Inventory Technology
components that you can use

to obtain information about the
number of client and server
devices that are connected to
the system, and the utilization
of processor value units (PVUs)
by server devices. For more
information about PVUs, see
Estimating processor value units

in the IBM Storage Protect server
documentation.

APlIcit is installed
in /opt/tivoli/tsm/
client/api/biné4/cit

BAcit is installed
in /opt/tivoli/tsm/
client/ba/bin/cit

TIVsm-filepath-
source.tar.gz

TIVsm-JBB.s390x.rpm

Files needed to support journal-
based backups.

Filepath is installed in /opt/
filepath

JBBis installed in /opt/
tivoli/tsm/client/ba/bin

TIVsm-WEBGUI.s390x.xpm

Provides the files that are required
to perform remote client operations
by using the web user interface.

/Jopt/tivoli/tsm/tdpvmware

This installation procedure can be used to install new distributions or updates from downloaded
installation media. The downloaded files that you use to install the client might be compressed.
Depending on the package file format, either copy or extract the files to disk and use these instructions to

install the components.

You can download the appropriate package file from one of the following websites:

- Download the client package from Passport Advantage or Fix Central.

« For the latest information, updates, and maintenance fixes, go to the IBM Support Portal.
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Before installation, you must first check the GSKit signature of the rpm package as follows:

1. Download the GSKit public PGP key GSKit. pubn.pgp from the download sites that also contain the
client packages, where n represents a number. For now, the value of nis 4.

2. Import the GSKit public key by issuing the following command:
rpm --import GSKit.pub4.pgp

3. Verify the GSKit rpm file by issuing the following command:
rpm --checksig <GSKit rpm file> --verbose

where <GSKit rpm file> is the name of a GSKit rpm package that is listed in Table 1 - Package names,
contents, and default directory.

You must then check the signature of the client package as follows:

1. Download the generated gpk key PRDO001289key . pub.asc from the download sites that also
contain the client packages.

2. Import the generated gpk key by issuing the following command:
rpm --import PRD0O001289key.pub.asc
3. Verify the PGP public key by issuing the following command:

cat PRDOOO1289key.pub.asc
----- BEGIN PGP PUBLIC KEY BLOCK-----

mQINBGaO+zYBEACV8/upsLxBLwv8SkiUBj1EtKV7s1hZg2B7ubVBAeh1XNIhO6t6
rkLZSFSBLIDhKjk0GelLfi31tZZxeyydGorUORqocfB6X00NgFKIZB/XMKidI8wzZ
AHJOMgskLIjGmQwlIjWeidnXmKtrb3IktP2MqGRM6L /thoalbIDtMPto73eNL4hp
wL8VZzFVOQtgvi/cbTxQn/zmZW6yPLTHO/9xpKNXkJAVHNEXRHEtZ9HO10Cd /XUEK
KPEPpk8ROCVtpilZyqKGN12BWmy/by011IZFggwFhdZF8QPE+1fWsmpPTlvdHip
HBoRCh2KAe51nBgp0ytQVGv48CqiYY9YzqoWYM4aV9I1IMGoY /1 XWKmRb1uMN6Ad
501usqw9gACNH3K63AIF1omPYzMLt40nPZiJ+p9Hm5UpeTPpjbQcKyVenAPtH8ET
dlov8nNOjFGbxucIemdxo6ImZ71nHL/wjTVsb2s3/EDoyj8NvtfE1DAwARE6OMK6E
+LgZifv5xZunDSMbGEeKwnH70b6/xa09SDozt3DFymAisNWEGtImL8NHINhN+zXM
HFDvIryMLzqrzYm7GYedS7PnoORrUpOZuQdy6Y89PwhhpVFVW1+1IwPeP8bjQobJd
jdsbY2IHr+DFTp6RNilmI8nTUH+40RN7jPaTvB6iFgN+iHrudTRhjDWeMQARAQAB
tC5JQk0OgU3BlY3RydWOgUHIvdGVjdCBDbG11bnQgPHBZzaXJOQHVZzLm1ibS5jb20+
iQI6BBMBCAAKBQIMtPs2AhsPBQsJCAcCBhUKCQgLAgQWAgMBAh4BBQkAAAAAAAD]
EM5xG7b1gVejIxcQAKz/xjv1RZ8KBq6viHiQZDpd3529m5Em7AcubicAyHulmPhB
y+ES7dhX06YI9WGZhhYw9£578bkszZE7Yn46xMLzB8k1r1tfgQ7iCKAVgMi/jG17
wBa/4P6h6YrIGPO1Ift8HJEqQAGE6RNCSkHI7r0aDbEAeBM35r1XENXup/zgEm7c5
fYVA7WVr3C29GDhqiEuXdphEHE1ZfWz8vbvi++mOSedjOpUzLL7HZOTXncUuxedr
iiFcJzVpMDmT1lyaj2YKIRbgHTrSNA2KN8V03aU4IYeJ28tEyvz8P610V4Gqq/aulu
fIPNGqf+3+j+/DxIBeLGlFako6QI2cuyY08sqV3iu35/TThgkilLo@wpPONaoP/Ea
7qp8Se+YubKiuJ+0zeF4J5x8NzxgbKmZArr@ogiwyZIHBgclwjUrZf1V/EnzPm4
xJxrzS3FTCLmsoxKaoiDyFP9GsQxH1z+mDeih4w01uU8I5rb2eegZP9I4MQaHoAaC
ghVbODE5hVV+skr4PYEWOFXHL5v2c5IGVENY1sHYLOoMoz2dxVPIhRVQsOGzyBlx
WpdItyx415QUqIWDHifqBzb0q0iZq5iG1OERUOD59S30DmstnKeCX4msAxuuOvGX
kg04zJIz6ifkfzcGoSnWg9Pbos5QsNNDNYG7+y0QsbnX4h08vXBwCWgW4Z3q
=7qT0O

4. Verify the client package by issuing the following command:
rpm -K <client_package>.xrpm
where <client_package> is the name of an rpm package that is listed in Table 1 - Package names,

contents, and default directory.

Procedure

1. Mount the volume that you are installing from.
2. Change to the directory where the packages are stored.

3. Install the 64-bit GSKit packages. In this example, the "8.x.x.x" characters represent the GSKit
version:
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rpm -U gskcrypt64-8.x.x.x.linux.s390x.rpm gskssl64-8.x.x.x.linux.s390x.rpm

4. Install the IBM Storage Protect API, and optionally install the Common Inventory Technology package
that is needed to support processor value unit (PVU) calculations.

a) Required: Install the API:
rpm -i TIVsm-API64.s390x.xrpm

b) Optional: Install the Common Inventory Technology package that is used by the API. This package
is dependent on the API so it must be installed after the API package is installed.

rpm -i TIVsm-APIcit.s390x.xrpm

Tip: If you are upgrading the API and the Common Inventory Technology package was previously
installed, you must upgrade both the API and Common Inventory Technology packages. For example,
you can run the following command:

rpm -U TIVsm-API64.s390x.rpm TIVsm-APIcit.s390x.rpm

If you need only the API installed, you can stop here. The rest of the steps in this procedure describe
how to install the backup-archive client components and an optional client package that is needed
only if you want the client to send PVU metrics to the server. Also described in subsequent steps are
the installation of the packages that are needed if you want to perform journal-based backups.

5. Install the backup-archive client, and optionally install the Common Inventory Technology package
that is needed to support processor value unit (PVU) calculations.

a) Install the backup-archive client components.
rpm -i TIVsm-BA.s390x.xrpm

b) Optional: Install the Common Inventory Technology package the client uses to send PVU metrics to
the server. This package is dependent on the client package so it must be installed after the client
package is installed.

rpm -i TIVsm-BAcit.s390x.xrpm

6. Optional: If you want to use journal-based backups, you must compile and install the filepath
component that matches the Linux kernel on your client computer. Extract TIVsm-filepath-
source.tar.gz and see the README file for compile and install instructions. The Linux filepath kernel
module is licensed pursuant to the terms of the GNU General Public License ("GPL").

Occasionally, build problems can occur due to the dynamic nature of the Linux kernel. If the source
does not build correctly on your Linux distribution, contact IBM Software Support to request the latest
source file. Include the version of the Linux distribution and the output of the uname -a command
along with the version of the IBM Storage Protect client that you are installing.

7. Provides the files that are required to perform remote client operations by using the web user
interface.

rpm -ivh TIVsm-WEBGUI.s390x.xpm

Related concepts

“Configure the IBM Storage Protect client” on page 53
After installing the backup-archive client, you must configure it before performing any operations.

Uninstalling the Linux on System z client

You can use the following procedures to uninstall the IBM Storage Protect Linux on System z client.

Before you begin
You must be logged in as root to install the product. Uninstall the packages in the order shown.
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About this task

To uninstall a previously installed IBM Storage Protect client package, enter the following commands to
remove the packages for journal-based backup, the filepath component, the backup-archive client, the

API, and the IBM Global Security Kit (GSKit).

Tip: The version number of the packages is not needed for uninstall.

Procedure

1. To uninstall the journal-based backup components only, remove both packages (journal-based backup
and filepath). The TIVsm-JBB package is dependent on the filepath package. If you use two separate
rpm -e commands to uninstall the components one at a time, uninstall the TIVsm-JBB package first.

rpm -e TIVsm-JBB TIVsm-filepath

2. To remove the package that performs remote client operations by using the web user interface, enter

the following command:

rpm -e TIVsm-WEBGUI

3. Uninstall the backup-archive client packages:

a) If you installed the optional TIVsm-BAcit package, uninstall it before you uninstall the client:

rpm -e TIVsm-BAcit

b) Uninstall the backup-archive client.

rpm -e TIVsm-BA

Note: If language packages are installed in a version 7.1.2 or earlier client, you must remove them
before you remove the API package. Enter the following command, and replace xx_xx with the
language code for each additional language that you installed. For a list of language code identifiers,

see Table 20 on page 44.

rpm -e TIVsm-msg.XX_XX

Table 20. Language pack identifiers

Language Language identifier
Czech CS Ccz
French FR_FR
German DE_DE
Hungarian HU_HU
Italian IT_IT
Japanese JA_JP
Korean KO_KR
Polish PL_PL
Portuguese PT_BR
Russian RU_RU
Spanish ES_ES
Traditional Chinese (EUC) ZH_CN
Traditional Chinese Big5 ZH_TW
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4. Uninstall any products that are dependent on the API, such as IBM Storage Protect for Databases and
IBM Storage Protect for Mail. Any API-dependent products must be uninstalled before you uninstall
the API package. If you uninstall an API-dependent product, you must reinstall it after you install
a newer version of the backup-archive client and API packages. Consult the documentation of the
dependent product to determine what you need to do to prevent data loss when you uninstall and
reinstall the products.

a) If you installed the optional API common inventory package (TIVsm-APIcit), uninstallit before
you uninstall the API package. Use the following command to uninstall the package:

rpm -e TIVsm-APIcit
b) Uninstall the API package by using the following command:
rpm -e TIVsm-API64
5. To remove the GSKit 64-bit package, enter the following command:

rpm -e gskcrypbd gskssl6d

Related tasks

“Installing the Linux on System z client” on page 40
You can install the Linux on System z backup-archive client from the product installation media.

Installing the Mac OS X client

You can install the IBM Storage Protect Mac OS X backup-archive client from the product installation
media.

Before you begin

You must be a system administrator to install the backup-archive client.

About this task

This installation procedure can be used to install new distributions or updates from downloaded
installation media. The downloaded files that you use to install the client might be compressed.
Depending on the package file format, either copy or extract the files to disk and use these instructions to
install the components.

You can download the appropriate package file from one of the following websites:

- Download the client package from Passport Advantage or Fix Central.

- For the latest information, updates, and maintenance fixes, go to the IBM Support Portal.

For MAC OS X clients, you can use an installation wizard that prompts you for information as the product
is installed, or you can also install the client from the command line. When you install the client by using
the command-line installation procedure, the installation runs without user interaction. The command-
line procedure is useful if you want to script the installation and run it on many nodes, or if you must
install the software on a system that does not have a monitor.

Procedure

Select an installation method and install the client. Use either the installation wizard method or install the
client from the command line.

Installation Procedure

method

Installation a. Double-click the 8.2.0.0.0-TIV-TSMBAC-Mac . dmg file to mount the disk
wizard image.
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Installation Procedure

method
b. Double-click the IBM Storage Protect installation package icon and follow the
prompts to complete the installation.
Command line a. Change directories to where the IBM Storage Protect installer is located.

b. Install the custom installation package with the following command:

/usr/sbin/installer -pkg
"/Volumes/IBM Spectrum Protect/
IBM Spectrum Protect.pkg" -target /

What to do next

A sample client system options file, called dsm. sys. smp, is created in the installation directory. You can
copy this file and modify it to create the client systems options file for your node. The default name for the
client systems option file is dsm. sys.

After you install the client, you might need to set environment variables before you use it. For more
information about setting environment variables, see “Set processing environment variables” on page
64.

Uninstalling the Mac 0S X client

You can uninstall the IBM Storage Protect Mac OS X client if you no longer need it.

Before you begin

If the IBM Storage Protect scheduler is configured as a startup item, use the IBM Storage Protect Tools
for Administrators function or the StopCad. sh shell script to stop and uninstall the scheduler before you
begin this procedure.

About this task

You can use a shell script to uninstall the backup-archive client. The shell script name is
uninstall.shanditis in the default installation directory, which is /Library/Application
Support/tivoli/tsm/client/ba/bin. Use the sudo command to run the script.

Alternately, you can complete the following steps instead of using the script:

Procedure
1. Move the following folders to the trash:
« /Applications/IBM Spectrum Protect
« /Library/Application Support/tivoli
2. Remove the following symbolic links:
e /Jusr/bin/dsmc
« /usr/bin/dsmcad
« /Jusr/bin/dsmadmc
« /Jusr/bin/dsmtrace
« /Jusr/bin/dsmagent
« /Jusr/lib/libxmlutil-6.2.0.dylib
« /Jusr/lib/libtsmé620xerces-cl_6_0.dylib
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3. Optional: Remove the log files and options files if you do not want to preserve them. The uninstall
process leaves them on disk so your settings are retained in case you reinstall the product later.

The backup-archive client might have created log files in these locations:

a. /Library/Logs/tivoli

b. ~/Library/Logs/tivoli

The client option files (dsm.opt and dsm. sys) are typically saved in the following locations:

a. /Library/Preferences/Tivoli Storage Manager
b. ~/Library/Preferences/Tivoli Storage Manager

Installing the Oracle Solaris x86_64 client

You can install the IBM Storage Protect Oracle Solaris x86_64 backup-archive client from the product
installation media.

Before you begin

Starting in IBM Storage Protect 8.1.0, the Oracle Solaris backup-archive client is available only on the
Oracle Solaris x86_64 platform. The backup-archive client is no longer available on the Oracle Solaris
SPARC platform; only the IBM Storage Protect API is available on Oracle Solaris SPARC. For information
about how to install the Solaris SPARC API, see “Installing the Oracle SPARC API” on page 50.

Note: From IBM Storage Protect 8.1.23 version, the Java GUI component is not supported on Oracle
Solaris x86_64 client.

About this task

If a previous version of the backup-archive client is installed, remove it before you install a new version.
For information about removing previous Solaris client packages, see “Uninstalling the Oracle Solaris
x86_64 client” on page 49.

The IBM Storage Protect installation administration file (tsmadmin) is used in place of the default
administration file (/var/sadm/install/admin), so that you are not asked about setuid, setgid,
or superuser permission during installation. If you want to use the default administration file, remove the
-a ./tsmadmin option from the commands that are shown, and answer the questions about setuid,
setgid, or superuser permission during installation with Y.

Table 21. Installation package names and descriptions

Package Package Name Package Description
IBM Global Security Kit (GSKit) gsk8cryb4.pkg and Contains the IBM GSKit that
64 bit gsk8ssl64.pkg provides Secure Sockets Layer

(SSL) 64-bit data encryption
between the IBM Storage Protect
client and server.

IBM Storage Protect application |[TIVsmCapi.pkg Contains the IBM Storage Protect
programming interface (API) 64-bit API shared library and
samples.

Chapter 1. Installing and upgrading 47



Table 21. Installation package names and descriptions (continued)

Package Package Name Package Description
Backup-archive client TIVsmCha.pkg Contains the following 64-bit
components:

» Backup-archive client
(command-Lline and GUI)

« Administrative client
(command-line)

« Web backup-archive client
Note:

1. TCP/IP and Shared
memory are supported as
communication methods.

2. The web client is a part of the
backup-archive client package
and cannot be installed
without it.

This installation procedure can be used to install new distributions or updates from downloaded
installation media. The downloaded files that you use to install the client might be compressed.

Depending on the package file format, either copy or extract the files to disk and use these instructions to
install the components.

You can download the appropriate package file from one of the following websites:

- Download the client package from Passport Advantage or Fix Central.
« For the latest information, updates, and maintenance fixes, go to the IBM Support Portal.

Install the packages in the order shown; some packages depend on the presence of others. For example,
GSKit is a prerequisite of the API, and the API is a prerequisite of the backup-archive client package.

Procedure

1. Log in as the root user.
2. Mount the volume that you are installing from.
3. Change to the directory where the packages are stored.

4. The IBM GSKit; it is a prerequisite of the IBM Storage Protect API package. Install GSKit by using the
following commands:

pkgadd -n -a ./tsmadmin -d ./gsk8cry64.pkg gsk8cryb4d
pkgadd -n -a ./tsmadmin -d ./gsk8sslé4.pkg gsk8sslé4

Note: On Solaris 10, these commands install the 64-bit GSKit in the global zone and in all running
non-global zones. To install the client in a sparse-root, non-global zone only, GSKit must first be

installed in the global zone. On Solaris 11, the packages are only installed in the zone where these
commands are run.

5. Use the following command to install the IBM Storage Protect API:

pkgadd -n -a ./tsmadmin -d ./TIVsmCapi.pkg TIVsmCapi

Note: On Solaris 10, this command installs the IBM Storage Protect 64-bit API in the global zone and
in all running non-global zones. If you want to install it in the global zone only, use the -G parameter of
the pkgadd command. On Solaris 11, the API is only installed in the zone where this command is run.

6. Use the following command to install the backup-archive client:
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pkgadd -n -a ./tsmadmin -d ./TIVsmCba.pkg TIVsmCba

Note: On Solaris 10, this command installs the backup-archive client components in the global zone
and in all running non-global zones. If you want to install them in the global zone only, use the -G
parameter of the pkgadd command. On Solaris 11, the client components must are only installed in
the zone where this command is run.

Results

Important: For a Solaris 10 sparse root non-global zone, the /usr file system is normally mounted as
read-only (LOFS) from the global zone, and the following conditions apply:

« If the client is not installed in the global zone, a warning message appears at the end of the installation.
The message asks the global administrator to create the required links that are provided as part of the
warning messages.

- If the client is already installed in the global zone, creation of these links is not necessary. The links are
already present and they are pointing to the correct executable files and libraries.

Related concepts

“Configure the IBM Storage Protect client” on page 53
After installing the backup-archive client, you must configure it before performing any operations.

Uninstalling the Oracle Solaris x86_64 client

You can uninstall all the packages that are related to IBM Storage Protect Oracle Solaris x86_64 client,
including the command-Lline, GUI, web GUI, and administrative client components.

About this task
Important: Make sure that you uninstall the packages in the specified order.

The IBM Storage Protect installation administration file (tsmadmin) is used in place of the default
administration file (/var/sadm/install/admin), so that you are not prompted for questions

about setuid, setgid, or superuser permission during installation. If you want to use the default
administration file, remove the -a . /tsmadmin option from the following commands and answer the
questions about setuid, setgid, or superuser permission during installation with y.

Procedure

1. Enter the following command to uninstall the backup-archive client:

pkgrm -n -a ./tsmadmin TIVsmCba

This command uninstalls all of the components of the backup-archive client (command-line, GUI, web
client, and the administrative client). You cannot uninstall individual components of this package (for
example, the command-line client).

Note: If one or more language messages packages are installed in version 7.1.2 or earlier clients,
remove them before you remove the API package. Enter the following command as the root user:

pkgrm -n -a ./tsmadmin TIVsmClCs TIVsmClDe TIVsmClEs TIVsmClFr \
TIVsmClHu TIVsmClIt TIVsmClJa TIVsmClKo \
TIVsmC1P1l TIVsmClPt TIVsmClRu TIVsmClSc TIVsmClTc

2. Enter the following command to uninstall the IBM Storage Protect API:

pkgrm -n -a ./tsmadmin TIVsmCapi

The API cannot be removed if the backup-archive client is installed. The backup-archive client must be
removed first.

3. Enter the following commands to uninstall the GSKit:
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pkgrm -n -a ./tsmadmin gsk8sslé64
pkgrm -n -a ./tsmadmin gsk8cry64

Installing the Oracle SPARC API

You can install the IBM Storage Protect Oracle Solaris SPARC API from the product installation media.

About this task

If a previous version of the API installed, remove it before you install a new version. For information about
removing previous Solaris API packages, see “Uninstalling the Oracle Solaris SPARC API” on page 51.

The IBM Storage Protect installation administration file (tsmadmin) is used in place of the default
administration file (/var/sadm/install/admin), so that you are not asked about setuid, setgid,
or superuser permission during installation. If you want to use the default administration file, remove the
-a ./tsmadmin option from the commands that are shown, and answer the questions about setuid,
setgid, or superuser permission during installation with Y.

Table 22. Installation package names and descriptions

Package Package Name Package Description
IBM Global Security Kit (GSKit) gsk8cryb4.pkg and Contains the IBM GSKit that
64 bit gsk8ssl64.pkg provides Secure Sockets Layer

(SSL) 64-bit data encryption
between the IBM Storage Protect
API and server.

IBM Storage Protect application |[TIVsmCapi.pkg Contains the IBM Storage Protect
programming interface (API) 64-bit API shared library and
samples.

This installation procedure can be used to install new distributions or updates from downloaded
installation media. The downloaded files that you use to install the client might be compressed.
Depending on the package file format, either copy or extract the files to disk and use these instructions to
install the components.

You can download the appropriate package file from one of the following websites:

« Download the client package from Passport Advantage or Fix Central.

« For the latest information, updates, and maintenance fixes, go to the IBM Support Portal.

Install the packages in the order shown.

Procedure

1. Log in as the root user.

2. Mount the volume that you are installing from.

3. Change to the directory where the packages are stored.
4

. The IBM GSKit; it is a prerequisite of the IBM Storage Protect API package. Install GSKit by using the
following commands:

pkgadd -n -a ./tsmadmin -d ./gsk8cry64.pkg gsk8cry64d
pkgadd -n -a ./tsmadmin -d ./gsk8ssl6é4.pkg gsk8sslé4d

Note: On Solaris 10, these commands install the 64-bit GSKit in the global zone and in all running
non-global zones. To install the API in a sparse-root, non-global zone only, GSKit must first be installed

in the global zone. On Solaris 11, the packages are only installed in the zone where these commands
are run.

5. Use the following command to install the IBM Storage Protect API:
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pkgadd -n -a ./tsmadmin -d ./TIVsmCapi.pkg TIVsmCapi

Note: On Solaris 10, this command installs the IBM Storage Protect 64-bit API in the global zone and
in all running non-global zones. If you want to install it in the global zone only, use the -G parameter of
the pkgadd command. On Solaris 11, the API is only installed in the zone where this command is run.

Results

Important: For a Solaris 10 sparse root non-global zone, the /usx file system is normally mounted as
read-only (LOFS) from the global zone, and the following conditions apply:

« If the API is not installed in the global zone, a warning message appears at the end of the installation.
The message asks the global administrator to create the required links that are provided as part of the
warning messages.

- If the API is already installed in the global zone, creation of these links is not necessary. The links are
already present and they are pointing to the correct executable files and libraries.
Related concepts

“Configure the IBM Storage Protect client” on page 53
After installing the backup-archive client, you must configure it before performing any operations.

Uninstalling the Oracle Solaris SPARC API

You can uninstall all the packages that are related to IBM Storage Protect Oracle Solaris SPARC API.

About this task

Important: Make sure that you uninstall the packages in the specified order.

The IBM Storage Protect installation administration file (tsmadmin) is used in place of the default
administration file (/var/sadm/install/admin), so that you are not prompted for questions

about setuid, setgid, or superuser permission during installation. If you want to use the default
administration file, remove the -a . /tsmadmin option from the following commands and answer the
questions about setuid, setgid, or superuser permission during installation with y.

Procedure

1. Enter the following command to uninstall the IBM Storage Protect API:
pkgrm -n -a ./tsmadmin TIVsmCapi

2. Enter the following commands to uninstall the GSKit:
pkgrm -n -a ./tsmadmin gsk8sslé4

pkgrm -n -a ./tsmadmin gsk8cry64

Installing the client management service to collect diagnostic
information

You can install IBM Storage Protect client management services to collect diagnostic information about
the backup-archive client. The client management service makes the information available to the IBM
Storage Protect Operations Center for basic monitoring capability.

About this task

After you install the backup-archive client, install the client management service on the same computer
so that the IBM Storage Protect server administrator can view diagnostic information from the Operations
Center.
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The client management service is available for installation on Linux backup-archive client systems.

For installation instructions and more information about the client management service, see Collecting
diagnostic information with .

Installing the web user interface for remote client operations and
Operations Center client log access

Before you can use the web user interface to remotely back up, restore, archive, or retrieve data on your
client workstation, you must install the web user interface.

About this task

The web user interface is installed as part of the backup-archive client installation process. You must
install specific files that are required for remote client operations.

During the installation, the web server that hosts the web user interface on the client workstation is
installed.

Procedure

« For IBM AIX clients, select the tivoli.tsm.client.webgui fileset for installation or upgrade. For
instructions, see “Installing the AIX client” on page 11.

« For Linux clients, install or upgrade the package that contains the files for the web user interface.

« For Linux on Power Systems (little endian) clients, install or upgrade the TIVsm-
WEBGUI.ppcé64le.xrpm package. Forinstructions, see “Installing the backup-archive client on
Linux on Power Systems (little endian)” on page 16.

e For Linux x86_64 clients, install or upgrade the TIVsm-WEBGUI.x86_64.xrpm package. For
instructions, see “Installing the Linux x86_64 client” on page 29.

- For Linux on System z clients, install or upgrade the TIVsm-WEBGUI. s390x.rpm package. For
instructions, see “Installing the Linux on System z client” on page 40.

Related concepts

“Using the IBM Storage Protect web user interface for remote client operations” on page 140

The IBM Storage Protect backup-archive client provides a web user interface component that you can use
to remotely back up or archive data, and to restore or retrieve data that was saved to the IBM Storage
Protect server.

Related tasks

“Starting the client acceptor service and registering an administrator” on page 141

Before you can log in to the IBM Storage Protect web user interface to remotely manage client nodes, you
must start the client acceptor service on the workstation where the backup-archive client is installed. You
must also register an IBM Storage Protect administrator to access client data.
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Chapter 2. Configure the IBM Storage Protect client

After installing the backup-archive client, you must configure it before performing any operations.

Tip: After you install the backup-archive client, the IBM License Metric Tool counts the client only if it is
connected to the IBM Storage Protect server and is used for data operations. Subsequently, that client is
always included in license calculations. Clients that are not connected to a server and are not used for
data operations are excluded from license calculations.

If you are upgrading the backup-archive client, it is unnecessary to reconfigure the scheduler, web client,
or other configuration settings. If the dsm.opt and dsm. sys files used by the previous client installation
are available in the default installation directory or the directory or file pointed to by the DSM_CONFIG
and DSM_DIR environment variables, the client accesses these files for configuration information.

Some configuration tasks are required, while other tasks are optional. The following configuration tasks
are required:

 “Creating and modifying the client system-options file” on page 58

« “Register your workstation with a server” on page 115

The following configuration tasks are optional:

« “Creating a default client-user options file” on page 60

« “Creating a customized client user-options file” on page 62

« “Environment variables” on page 63

« “Configuring the IBM Storage Protect web user interface” on page 140

« “Configuring the scheduler” on page 66

« “Creating an include-exclude list ” on page 116

« Configuring parallel backups of VMware virtual machines. See “Backups of virtual machines” on page

221

UNIX and Linux client root and authorized user tasks

An authorized user is any non-root user who has read and write access to the stored password
(TSM. sth file), or anyone who knows the password and enters it interactively. Authorized users use
the passworddir option to define the directory where their copy of the password file is saved.

Table 23 on page 53 shows the tasks that can and cannot be performed by the root user, authorized

users, and other users.

Table 23. Tasks for root users and authorized users

Task

Root user

Authorized user

Log on to the IBM Storage Protect
server, using an LDAP server to
authenticate credentials.

Yes

Yes

Register new nodes with the
IBM Storage Protect server (if
registration is set to open on the
server).

Yes

Yes

Set or re-create the IBM Storage
Protect password for client
workstations

Yes

Yes
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Table 23. Tasks for root users and authorized users (continued)

Task Root user Authorized user
Backup Yes Yes, if you have read permission,
Note: The IBM Storage Protect regardless of ownership
administrator can specify an option
on either the Register Node
or Update Node commands
to specify who is allowed to
back up data for a node.
Setting BACKUPINITiation to
root restricts backups so that
only root or authorized users
can back up files on a node.
Setting BACKUPINITiation to
all allows any user to back up data
on a node. For information about
these commands and options, see
the IBM Storage Protect server
documentation.
Restore Yes; when restoring to a new Yes; however, the operating system
location or the same location, prevents writing to the same
file permission and ownership are  location if the file has read only
preserved permission. When restoring to the
same location, file permissions and
ownership are preserved. When
restoring to a different location,
the permissions of the restored file
are preserved but the ownership
changed to the current user.
Archive Yes Yes, if you have read permission,
regardless of ownership
Retrieve Yes. When retrieving to a new Yes. However, the operating system

location or to the same location,
file permissions and ownership are
preserved.

prevents writing to the same
location if the file has read

only permission. Ownership of all
retrieved objects is changed to the
current user.

Client scheduler Yes

Yes, if not using the client acceptor
daemon.

You must be root to manage the
client acceptor daemon. A non-

root authorized user can use the
scheduler (dsmc sched).

Grant user access to files on the Yes

IBM Storage Protect server

Yes

Yes, if the node is granted backup
or archive delete authority by

the IBM Storage Protect server
administrator

Delete IBM Storage Protect server
file spaces

Yes, if the node is granted backup
or archive delete authority by

the IBM Storage Protect server
administrator
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On Mac OS X systems, a system administrator is any user that is allowed to administer the system. You
can check your account type using the System Preferences > Accounts tool. System Administrators have
an account type of Admin.

The system administrator is responsible for configuring the backup-archive client so non-administrators
can manage their own data. Non-administrators (or non-authorized users) meet the following criteria:

« They do not have a user ID of 0. They are not the root user.
« They have a user account that has not been configured as a system administrator.

When a task requires additional authority to complete, you must use the authorization application to start
the backup-archive client. This allows the client to run with sufficient system privileges to complete the
task. The following table lists the authorization tools to use.

Table 24. Mac OS X authorization tools and associated IBM Storage Protect applications

Mac OS X authorization tool Associated IBM Storage Protect application

IBM Storage Protect For Administrators IBM Storage Protect

StartCad.sh
StopCad.sh

sudo dsmc

Enable non-root users to manage their own data

To enable non-root users to use the backup-archive client to manage their own data, the system
administrator must complete steps in addition to the normal configuration steps to setup first-time
Authorized users for non-root users.

In addition to the normal configuration steps, the system administrator must complete the following steps
to setup Authorized users for non-root users:

1. Add a stanza in the client system-options file, dsm. sys, for the non-root user.

2. In this stanza, use the passworddixr option to point to a directory that is owned by the non-root user.
The non-root user can then create a file in this passworddir directory.

3. Assign the non-root user with a unique TSM node name.

4. Ensure that an earlier TSM. PWD file that is not owned by the non-root user, does not exist in the
passworddir directory. If such a file exists, change ownership of this file to the non-root user or
remove the file.

5. Ensure that TSM.KDB, TSM.IDX or TSM. sth files that are not owned by the non-root user, do not exist
in the passworddir directory. If such files exist, remove them.

On completion of the steps by the system administrator, the non-root user must complete the following
steps:

1. Create a client system-options file, dsm. opt, and use the servername option to specify the stanza
name.

2. Ensure that the dsm. opt file can be read by default by the DSM_CONFIG environment variable. Issue
the expoxrt DSM_CONFIG=<dsm.opt> command from a shell command window to check.

3. Runthe dsmc q £ command to use password files that are pointed to by the passworddir option. If
no password files exist, the user is prompted.
Enabling encryption for backup-archive client users

If you configure the backup-archive client to encrypt data during backup and archive operations, and
if you specify the option to store the encryption key password (encxyptkey save), by default, only
root and IBM Storage Protect authorized users can use the stored password to encrypt or decrypt files.
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Authorized users include any non-root users who have read and write access to the stored password
(TSM. sth file), or users who know the password and enter it interactively.

Enable non-root users to manage shared data

In some cases, it is necessary to have a group of non-root users who can back up data to and restore data
from a shared node. To accomplish this task, create a stanza in the dsm. sys file by specifying a unique
node name and password directory. The users who are allowed to use this node are controlled by adding
the users to a shared UNIX group, and granting permission to the saved password files for this group.

Example dsm.sys file stanza

In the following example stanza, a node name is specified that is shared among the group of non-root
users. This node name is different from other node names that can also be used on the system by
different users. For example, there might be a different stanza that the root user uses. Also, the directory
that is specified by the passworddir option must be different from the password directory that is used
by other stanzas in the dsm. sys file that are intended for different users.

Different stanzas can reference different IBM Storage Protect servers. If the same group of non-root users
requires access to all of these servers, each stanza can reference the same password directory.

As the root user, create a stanza like the following example:

servername spserver_dbgrp
tcps tapsrvid
tcpp 1500
nodename serverl_dbgrp
passworddir /etc/spdbgrp
passworda generate

For AIX, use the following passworddir option:

passworddir /etc/security/spdbgrp

After the stanza is created, as the root user, run the quexry session command to create the new
password directory and initial stored passwords. For example, if the server name is tapsrv14, you would
issue the following command:

dsmc query session -server=tapsrvi4_dbgrp

Assign group permissions to the newly created password directory

To allow a group of users to share the common password files, create a group. The users are assigned

to this new group as a secondary group, and the permissions of the stored passwords are modified. This
modification allows the new group to read and modify the stored password without allowing users outside
the group to have access. Review the example for your operating system:

AIX example

In this example, the group dbadm represents an existing database group that is the primary group.
A secondary group that is named spdbgzrp is created for control access to the IBM Storage Protect
password files.

mkgroup spdbgrp
usermod -g dbadm -G spdbgrp userl
usermod -g dbadm -G spdbgrp user2

To grant group permission to the password files, you would run the following commands:

chmod 770 /etc/security/spdbgrp
chmod -R 660 /etc/security/spdbgrp/*
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chmod 770 /etc/security/spdbgrp/Nodes
chgrp -R spdbhgrp /etc/security/spdbgrp

Linux example

In this example, the group dbadm represents an existing database group that is the primary group.
A secondary group that is named spdbgxp is created for control access to the IBM Storage Protect
password files.

mkgroup spdbgrp
usermod userl -g dbadm -G spdbgrp
usermod user2 -g dbadm -G spdbgrp

To grant group permission to the password files, you would run the following commands:

chmod 770 /etc/spdbgrp

chmod -R 660 /etc/spdbgrp/*
chmod 770 /etc/spdbgrp/Nodes
chgrp -R spdbgrp /etc/spdbgrp

Client options file overview

You set (specify) client options and values in a client options file. Client options can also be set on the
server in a client option set. Client options that are set on the server in a client option set override client
options that are set in the client options file.

On AIX, Linux, Mac, and Solaris systems, the default client options file is named dsm. opt. For these
operating systems, two files contain backup-archive client options:

« The client-user options file. The default name for this file is dsm. opt. For brevity, this file is often called
the client options file.

« The client-system options file. The default name for this file is dsm. sys. The client-system options file is
an editable file that identifies the server and communication method, and provides the configuration for
backup, archiving, hierarchical storage management, and scheduling. For brevity, this file is often called
the system options file.

You can create multiple client options files. If your client options file is not named dsm. opt, or if
dsm.opt is not in the default directory, use the OPTFILE client option to tell the backup-archive client
which file to read the options and parameters from when the backup-archive client is started.

You cannot change the name of the client-system option file. It must be named dsm. sys.

You can use a text editor application to directly edit the client options file. You can also set options by
using the backup-archive client GUI. In the GUI, select Edit > Preferences and use the Preferences Editor
to set client options. Options that you set in the Preferences Editor are stored in the client options file. Not
all client options can be set by using the Preferences Editor.

Restriction: For Mac OS X, the client-user options file and client-system options file must be plain text
files, encoded as Unicode (UTF-8). By default, TextEdit does not save files as plain text. Select Format >
Make Plain Text to save the files as plain text files. Select Unicode (UTF-8) in the Plain Text Encoding
drop down list. Do not add the . txt extension when you save the file.

You can use the quexry options command to display all or part of your options and their current
settings. This command accepts an argument to specify a subset of options. The default is to display all
options.

Some options consist of only the option name, such as verbose and quiet. You can enter the entire
option name, or its abbreviation. For example, you can specify the verbose option in either of the
following ways:

verbose
ve

Follow these rules when you add options to your options files:
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« You can annotate option settings by adding comments to the options file. Begin each comment with an
asterisk (*) as the first character on the line.

« Do not specify options on a line that contains a comment.

« You can optionally indent options with spaces or tabs, to make it easier to view the options and values
that you specify in the file.

« Enter each option on a separate line and enter all parameters for an option on the same line, as shown
in the following examples:

domain /home /mfg /planning /mrkting /mgmt
domain / /Volumes/fs2 /Volumes/fs2 /Volumes/fs3 /Volumes/fs4

- To set an option in this file, enter the option name and one or more blank spaces, followed by the option
value.

« Enter one or more blank spaces between parameters.
« The lengths of file and path names in the client options files cannot exceed the following limits:

— On AIX, Mac OS, and Solaris, the maximum length for a file name is 255 bytes. The maximum
combined length of the file name and path name is 1024 characters. The Unicode representation of
a character can occupy several bytes, so the maximum number of characters that a file name might
contain can vary.

— On Linux, the maximum length for a file name is 255 bytes. The maximum combined length of the file
name and path name is 4096 bytes. This matches the PATH_MAX that is supported by the operating
system. The Unicode representation of a character can occupy several bytes, so the maximum
number of characters that comprises a path and file name can vary. The limitation is the number of
bytes in the path and file components, which might or might not correspond to an equal number of
characters.

— For archive or retrieve operations, the maximum length that you can specify for a path and file name,
combined, is 1024 bytes.

If you update the client-user options file while a session is active, you must restart the session to pick up
the changes.

Related reference

“Optfile” on page 469

The optfile option specifies the client options file to use when you start a backup-archive client
session.

“Query Options” on page 683
Use the quexry options command to display all or part of your options and their current settings that
are relevant to the command-line client.

Creating and modifying the client system-options file

The client system-options file is an editable file that identifies the server and communication method, and
provides the configuration for backup, archiving, hierarchical storage management, and scheduling.

About this task

Creating and modifying the client system-options file (dsm. sys) is a required task.

The backup-archive client GUI provides a Configuration Wizard that can be used to create basic
configuration files and test the connection to the IBM Storage Protect server. The Configuration Wizard
starts automatically if the configuration files are not found when the GUI starts. If you want to modify the
configuration files after they are created, click on Setup Wizard from the Tools menu of the GUL.

If you do not use the Configuration Wizard, you can create and modify the client options file manually.

For Mac OS X, copy the dsm. sys. smp file to dsm. sys in one of the following locations. The default
locations are listed in the order that they are searched.
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1. A location identified by the DSM_DIR environment variable
2. /Library/Application Support/tivoli/tsm/client/ba/bin/
3. /Library/Preferences/Tivoli Storage Manager/

The client uses the first options file that is found. You must use the name dsm. sys for this file. The
dsm. sys file is controlled by the system administrator.

For Oracle Solaris systems, copying dsm. sys.smp to dsm. sys is not required. The client options files
(dsm.opt and dsm. sys) are automatically created in /usx/bin, if they do not already exist, and they are
linked to the client installation directory when you install the client. Note that the files are not removed if
you uninstall the client, so you can reuse your settings if you upgrade or reinstall the client.

For the other platforms, as the root user, copy the dsm. sys.smp file to dsm. sys and then edit that
file to configure your settings. The client looks for dsm. sys in the directory specified by the DSM_DIR
environment variable (if it is set and exported), and then in the installation directory.

Important: If you are reinstalling and you want to keep your existing dsm. sys file intact, do not copy the
dsm.sys.smp file to dsm. sys.

Use the dsm. sys file to specify one or more servers to contact for services, and communications options
for each server. This file can also include authorization options, backup and archive processing options,
and scheduling options.

Edit dsm. sys to include the server or servers to which you want to connect. The following is an example
of a client system-options file stanza which contains the required options for a server you want users to
contact. You can specify options for more than one server:

Servername server_a

COMMMethod TCPip

TCPPort 1500

TCPServeraddress node.domain.company.com

Important: If you want to use the web client, you must also specify the passwordaccess=generate
option, and log in with the client to save the password.

As the default, your client node contacts the first server identified in the dsm. sys file. You can specify
a different server to contact by entering the servername option in your own client user-options file
(dsm.opt), or by entering that option with a command.

You can also specify a default server and a migration server (if you have the HSM client installed on your
workstation) in your dsm. sys file.

The dsm. sys file can also contain the following option categories:
« Communication options

« Backup and archive processing options

« Restore and retrieve processing options

« Scheduling options

 Authorization options

« Error processing options

- Transaction processing option

« Web client options

You can modify your dsm. sys file using one of the following methods:

« From the client Java GUI main window, select Edit > Client Preferences.
« Use your favorite text editor.

Important: For Mac OS X, the system-options file must be a plain text file, encoded as Unicode (UTF-8).
By default, TextEdit does not save files as plain text. Select Format > Make PlainText to save the
user-options file as a plain text file. Set the Plain Text Encoding: to Unicode (UTF-8). Do not add
the . txt extension.
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If you update the dsm. sys file while the client is running, you must restart the process to pick up the
changes.

Related concepts

“Client options file overview” on page 57

You set (specify) client options and values in a client options file. Client options can also be set on the
server in a client option set. Client options that are set on the server in a client option set override client
options that are set in the client options file.

“Processing options” on page 297

You can use defaults for processing client options or you can tailor the processing options to meet your
specific needs. Read about an overview of processing options and explore the options reference that
provides detailed information about each option.

Related reference

“Defaultserver” on page 359

Use the defaultserver option to specify the name of the IBM Storage Protect server to contact for
backup-archive services if more than one server is defined in the dsm.sys file.

“Passwordaccess” on page 471
The passwordaccess option specifies whether you want to generate your password automatically or set
as a user prompt.

Creating a default client-user options file

A client-user options file stores the backup-archive client processing options. The backup-archive
installation program places a sample client-user options file on disk when you install the backup-archive
client. A system administrator or root can edit this file to create a default client options file, and makes the
file accessible to workstation users who use the backup-archive client. Individual users can create and
use their own client options file.

Before you begin

You must be root or a system administrator to complete this procedure.

About this task

Creating a default client-user options file is an optional task.

By default, the client-user options file is named dsm. opt, and the file contains the following types of
client options:

- Backup and archive processing options
« Restore and retrieve processing options
« Scheduling options

« Format options

« Command processing options

« Authorization options

- Error processing options

 Transaction processing option

« Web client options
For Mac clients, the client installation program places a sample client-user options file named
dsm.opt.smpin /Libraries/Preferences/Tivoli Storage Manager/. This directory is the

same directory that the installation program places a sample client-system option file (dsm. sys. smp)
in.
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For AIX and Linux clients, the client installation program places a sample client-user options file named
dsm.opt.smpin the default client installation directory. This directory is the same directory that the
installation program places a sample client-system option file (dsm.sys.smp) in.

For Oracle Solaris clients, the installation program places an initial client-user options file named
dsm.optinthe /usr/bin directory. This directory is the same directory that the installation program
places a sample client-system option (dsm. sys) file in.

For all client operating systems, the following procedure instructs you to edit the sample client-user
options file and save it with the default name, dsm. opt. You can save the file with a different name or
path, if you want to, but if you change the file name or if you move the file from the default installation
directory, you must use either of the following methods to specify the path and name of the client-user
options file:

« Set the DSM_CONFIG environment variable to indicate the path and file name of the client-user option
file (dsm.opt). Set the DSM_DIR environment variable to indicate the path and file name of the
client-system option file (dsm. sys). For more information about the environment variables, see “Set
processing environment variables” on page 64.

- Specify the backup-archive client optfile option to specify the path and file name of the client-user
options file.

Note: All node users must have read access to the disk location where you store the client-user options
file.

Procedure

1. Change to the directory that contains the sample client-user options file.
2. Copy the file to dsm. opt.
3. Add options for your node to the dsm. opt file.

Use either of the following methods to set the client-user options:

« Edit dsm.opt with a text editor to add the options that are needed in the node.

Note: On Mac OS X, the dsm. opt file must be saved as a plain text file and use Unicode (UTF-8)
as the encoding scheme. By default, TextEdit does not save files as plain text. To save dsm. opt,
in TextEdit, select Format > Make Plain Text. In the Plain Text Encoding drop-down list, select
Unicode (UTF-8). Do not add the . txt extension to the file name.

- Set client options by using the preferences editior. In the backup-archive client GUI, select Edit
> Client Preferences and select the options that you want to configure. The preferences editor
updates the client configuration files, dsm. opt, and dsm. sys if you add, change, or remove options.
If you update the dsm. opt file while the backup-archive client is running, you must restart the
backup-archive client so the updates are recognized.

The preferences editor uses the DSM_DIR environment variable to locate the client-system options
file (dsm. sys) and the DSM_CONFIG environment variable to locate the client user-options file
(dsm.opt). If you want dsm. opt to be in a non-default location, set DSM_CONFIG before you start
backup-archive client and then use the preferences editor to set the options. The preferences editor
queries the server for options on the server, but cannot change the server options file.

Related concepts

“Processing options” on page 297

You can use defaults for processing client options or you can tailor the processing options to meet your
specific needs. Read about an overview of processing options and explore the options reference that
provides detailed information about each option.

“Set processing environment variables” on page 64
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Some circumstances require you to set environment variables to ensure that IBM Storage Protect
applications can locate the files that are needed to perform client operations, and that applications can
create log files that record events and errors that occur during client operations.

Related tasks

“Creating and modifying the client system-options file” on page 58
The client system-options file is an editable file that identifies the server and communication method, and
provides the configuration for backup, archiving, hierarchical storage management, and scheduling.

Creating a customized client user-options file

If you want to use different options than those specified in the default client user-options file (dsm. opt),
you can create your own client user-options file.

About this task

You can set all of the options that can be set in the default user options file. Creating a customized client
user-options file (dsm.opt) is an optional task. To create or modify a client user-options file, use the
following method:

Procedure

1. Contact the IBM Storage Protect administrator on your workstation to determine the location of the
sample client user-options file dsm.opt.smp, and to get the TCP/IP address of the backup server you
are connecting to and the port it listens on.

2. Copy dsm.opt.smp to your home directory as dsm. opt, or a new file name of your choice. Store your
client user-options file in any directory to which you have write access.

3. Set the DSM_CONFIG environment variable to point to your new client user-options file.

4. Edit your dsm. opt file as appropriate for your system or use the Preferences Editor by selecting Edit >
Client Preferences from the backup-archive client GUI.

Results

Once you have created an options file, you can use the following steps to edit your options file from the
GUL.

1. Open the Edit menu and select Client Preferences.
2. Make any necessary changes, then click OK to save those changes.

Important: For Mac OS X, the system-options file must be a plain text file, encoded as Unicode (UTF-8).
By default, TextEdit does not save files as plain text. Select Format > Make PlainText to save the
user-options file as a plain text file. Set the Plain Text Encoding drop-down list selection to Unicode
(UTF-8). Do not add the . txt extension.

Related concepts

“Environment variables” on page 63
Generally, setting the environment variables is an optional task. Setting these variables makes it more
convenient for you to use the command line.

“Client options file overview” on page 57

62 IBM Storage Protect UNIX and Linux Backup-Archive Clients: Installation and User's Guide



You set (specify) client options and values in a client options file. Client options can also be set on the
server in a client option set. Client options that are set on the server in a client option set override client
options that are set in the client options file.

Environment variables

Generally, setting the environment variables is an optional task. Setting these variables makes it more
convenient for you to use the command line.

Set language environment variables

The backup-archive client automatically detects the language of the system locale and displays in that
language.

For example, a French operating system displays the backup-archive client in French by default. If the
backup-archive client cannot load the French message catalog, it defaults to the English (United States)
language. For example, if the client is running in an unsupported language and locale combination, such
as French/Canada or Spanish/Mexico, the client defaults to English (United States).

You can use the LANG environment variable to specify the language for the UNIX and Linux clients.

Note: The operating system locale, the terminal character set, and the file name character set encoding
must match in order for files names to be displayed or entered correctly.

To set the LANG environment variable to French, type the following statement:

export LANG=fr_FR

Note:

» This task does not apply to Mac OS X.

« To display the IBM Storage Protect help browser menus in the language of your current locale, ensure
that the NLSPATH environment variable in the /etc/profile file contains the following path:

NLSPATH=/usr/dt/1ib/nls/msg/%L/%N.cat:$NLSPATH
export NLSPATH

If the locale of the backup-archive client is the same as the character encoding of the file names, all of
those files are backed up or restored correctly. If you are running in any single-byte character set (SBCS),
then all file names are valid and are backed up or restored by the backup-archive client.

If you are running in a DBCS or UTF-8 locale, file names that are composed of characters that are not
valid in the DBCS or UTF-8 locale cannot be entered on the backup-archive client command line. The files
might be skipped when you run a backup where a wildcard ("*") specification is used. If files are skipped,
here is an example of the error message that is issued:

ANS4042E Object name '/testData/en_US_files/file3?'
contains one or more unrecognized characters and is not valid.

If all directories and files are not created with the same locale, then run your scheduled backups by using
a single-byte character set locale. This action ensures that files are not skipped because the file names
contain characters that are not defined in the current locale. When you restore files, run in the same
locale that matches the locale encoding of the file name.

For example, file names that consist of Japanese characters might contain invalid multibyte characters if
they are displayed in a Chinese locale. These files are not backed up and are not shown by the graphical
user interface. If such files are found during backup, the dsmexrrozr. log file lists the skipped files.

Tip: When you use the backup-archive client scheduling mode to back up a whole system, set the LANG
environment variable to en_US (or some other SBCS language) to avoid skipped files.
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Set processing environment variables

Some circumstances require you to set environment variables to ensure that IBM Storage Protect
applications can locate the files that are needed to perform client operations, and that applications can
create log files that record events and errors that occur during client operations.

You must set the environment variables in any of the following circumstances:

« You want to invoke the backup-archive client from a directory other than the directory where the
backup-archive client is installed

« You want to specify a different options file for the backup-archive client, the administrative client, or
both.

 You do not want log files to be written to the default installation directory.

Tip: You can also specify an alternate client options file for the command-line client (not the
administrative client) using the optfile option.

There are four environment variables you can set which affect backup-archive client processing:

PATH

Includes the directory where the executable file for the client executables (dsmc, dsmadmc, dsmj)
resides.

DSM_DIR
Specifies the directory where the executable file for the client executables (dsmc, dsmadmc, dsmj)
the resource files, and the dsm.sys file reside. You cannot specify the root (/) directory for DSM_DIR.

Refer to the installation section for your operating system to find the default installation directory
information.

When you request an image backup, image restore, snapshot-based file backup, NAS backup, or NAS
restore, the client uses the DSM_DIR environment variable to locate the corresponding plug-in library.
If DSM_DIR is not set, the client looks for the plug-in library in the following directories:

AIX
Jusr/tivoli/tsm/client/ba/bin/plugins

Oracle Solaris and all Linux clients
/opt/tivoli/tsm/client/ba/bin/plugins

DSM_CONFIG
Specifies the fully-qualified path and file name of the client user options file for users who create their
own personalized options file. If DSM_CONFIG is not set, or the client optfile option is not used, the
client user options file is expected to satisfy these requirements:

1. The options file must be named dsm. opt.

2. For UNIX clients other than Mac OS X, if DSM_DIR is not set, then the file must reside in the default
installation directory. If DSM_DIR is set, then the file must reside in the directory specified by
DSM_DIR.

3. For Mac OS X, the file can reside in any of the following locations. These directories are searched
in order, and the first option file found is used. ~/Library Preferences/Tivoli Storage
Manager, /Library Preferences/Tivoli Storage Manager,or /Library/Application
Support/tivoli/tsm/client/ba/bin.

Refer to the installation section for your operating system to find the default installation directory
information.

DSM_LOG
Points to the directory where you want the IBM Storage Protect log files to reside. You cannot specify
the root (/) directory for DSM_LOG. The log files contain information about errors and events that
occur during processing. The client creates the logs to help the technical support team diagnose
severe errors.
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Refer to the installation section for your operating system to find the default installation directory
information.

Important: Set the DSM_LOG environment variable to name a directory where read-write permissions
allow the required write access for the user to create and write to the log file. This prevents log write
failures and process termination. Use the chmod or setacl commands to give the files permissions
that allow all client user IDs to read and write them. If the log names are the default names, just

set the DSM_LOG environment variable to point to the directory where they reside. When the client
cannot write to the log file, an error message is written to stderror and to the syslog daemon. The
syslog daemon must be running and configured to process messages with a priority of LOG_ERR for
the error message to appear in the system log. Starting and configuring the syslog daemon is system
specific. Use man syslogd command for information about starting the syslog daemon. Use man
syslog.conf for information about configuring the syslog daemon.

Note:

1. The errorlogname and schedlogname options override DSM_LOG. If you specify the
errorlogname client option, the file is stored in the directory specified by the errorlogname option
and not in the location specified by DSM_LOG. If you specify the schedlogname client option, it is
written to the directory specified by the schedlogname option and not in the location specified by
DSM_LOG.

2. The log files cannot be symbolic links. The client detects any such links, delete the links, then exits
the operation. This action prevents the client from overwriting protected data. The affected logs
are created as files in a subsequent operation.

To use the backup-archive client Java GUI program, you must export the directory where you installed the
java binary file. For example, enter the following command:

export PATH=java_bin_dir:$PATH

where: java_bin_dir is the path to the runnable Java binary file in your file system.

Related reference

“Optfile” on page 469

The optfile option specifies the client options file to use when you start a backup-archive client
session.

Set Bourne and Korn shell variables

Enter the environment variables in the . profile file (Korn shell) or .bash_profile file (Bourne shell)
in your $HOME directory.

The following is an example, where /home/davehil/dsm.opt is the path and file name for your client
user-options file, and the /home /davehil directory is where you want to store the dsmerroxr. log file,
executable file, resource files, and dsm.sys file.

DSM_DIR=/home/davehil
DSM_CONFIG=/home/davehil/dsm.opt
DSM_L0OG=/home/davehil
export DSM_DIR DSM_CONFIG DSM_LOG
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Set C shell variables

For the C shell, add the DSM_CONFIG, DSM_LOG and DSM_DIR variables to the . cshxc file in your $HOME
directory.

The following is an example, where /home/davehil/dsm.opt is the path and file name for your client
user-options file, and the /home/davehil directory is where you want to store the dsmerrozr. log file,
executable file, resource files, and dsm.sys file.

setenv DSM_DIR /home/davehil
setenv DSM_CONFIG /home/davehil/dsm.opt
setenv DSM_LOG /home/davehil

Set API environment variables
If you installed the IBM Storage Protect API, set the following environment variables.

DSMI_DIR
Points to your installation directory. The file dsm. sys must reside in the directory pointed to by
DSMI_DIR. This environment variable must be present.

DSMI_CONFIG

Full path name of your own client user-options file (dsm. opt).
DSMI_LOG

Path for dsierrox.log (this path cannot be a symbolic link).

Note: End users of applications that are developed with the API can consult the installation directions for
that application for special path names or guidelines for options.

For more information about the IBM Storage Protect API, see Developing solutions with the application
programming interface.

Configuring the scheduler

Your IBM Storage Protect administrator can schedule the client to perform tasks automatically. For
scheduled events to occur on the client, you must configure the client scheduler to communicate with the
IBM Storage Protect server.

About this task

For example, you can automatically back up files at the end of each day or archive some of your files every
Friday. This procedure, which is known as central scheduling, is a cooperative effort between the server
and your client node. Your administrator associates clients with one or more schedules that are part of the
policy domain that is maintained in the server database. The IBM Storage Protect administrator defines
central scheduling on the server and you start the client scheduler on your workstation. After you start the
client scheduler, no further intervention is required.

With client scheduling, you can perform the following tasks:

« Display information about available schedules.

« Display information about work that the schedule completed.
« Modify scheduling options in the dsm. sys file.

The most effective way to manage the client scheduler is to use the client acceptor service. You can

read about a comparison between using the client acceptor and traditional scheduler services to manage
the scheduler. You can also learn how to configure the client to use the client acceptor to manage the
scheduler.
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Comparison between client acceptor-managed services and traditional
scheduler services

You can use either the client acceptor service or the traditional scheduler service to manage the IBM
Storage Protect scheduler. A comparison of these methods is provided.

The following table shows the differences between the client acceptor-managed services and the default
traditional scheduler services methods.

Table 25. Client acceptor-managed services versus traditional scheduler services

IBM Storage Protect traditional scheduler

Client acceptor-managed services services

Defined by using the managedservices Started with command dsmec sched command.
schedule option and started with client acceptor

services.

The client acceptor daemon is started with the
dsmcad command

The client acceptor service starts and stops the Remains active, even after scheduled backup is
scheduler process as needed for each scheduled complete.

action.

Requires fewer system resources when idle. Requires higher use of system resources when idle.
Client options and IBM Storage Protect server Client options and IBM Storage Protect server
override options are refreshed each time the client |override options are only processed after dsmc
acceptor services start a scheduled backup. sched is started.

Cannot be used with You must restart the scheduler process for
SESSIONINITiation=SERVERONly backups. updated client options to take effect.

Important: If you run the client scheduler on the
command line, the scheduler does not run as a
background service.

Tip: Restart the traditional scheduler periodically
to free system resources previously used by
system calls.

Configuring the client to use the client acceptor service to manage the
scheduler

One of the most effective ways of managing the client scheduler is to use the client acceptor. You must
configure the client to use the client acceptor to manage the scheduler.

Before you begin

- If you include files for encryption, ensure that the encxyptkey option is set to save in the options file.
This option is set by selecting Save Encryption Key Password Locally on the Authorization tab in the
preference editor. Setting this option enables unattended scheduled services. If the encryption key was
not previously saved, you must run an attended backup of at least one file so that you get the encryption
prompt to save the key.

« You cannot use the client acceptor for scheduling when the sessioninitiation option is set to
serveronly.
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About this task

The client acceptor serves as an external timer for the scheduler. When the scheduler is started, it queries
the server for the next scheduled event. The event is either run immediately or the scheduler exits. The
client acceptor restarts the scheduler when it is time to run the scheduled event. This action reduces the
number of background processes on your workstation and resolves memory retention problems that can
occur when the scheduler is run without client acceptor management.

The client acceptor service is also known as the client acceptor daemon.

Procedure

« Complete the following steps to use the client acceptor to manage the client scheduler:
a) From the backup-archive client GUI, select Edit > Preferences.
b) Click the Web Client tab.

¢) In the Managed Services Options field, click Schedule. If you also want the client acceptor to
manage the web client, click Both option.

d) Start the client acceptor daemon by running the following command on the command line:

dsmcad
Tip:
— You can also use the managedsexvices option in the client system-options file (dsm. sys) to
specify whether the client acceptor manages the scheduler.

— If you need the client acceptor to manage the scheduler in polling mode without opening a listening
port, use the cadlistenonpoxt option in the dsm. sys file.

Related concepts

“Enable or disable scheduled commands” on page 282
You can use the schedcmddisabled option to disable the scheduling of commands by the server.

“Scheduling options” on page 312
This topic discusses the options that you can use to regulate central scheduling. The backup-archive
client uses scheduling options only when the Scheduler is running.

Related tasks

“Setting the client scheduler process to run as a background task and start automatically at startup” on
page 278

You can configure the IBM Storage Protect client scheduler to run as a background system task that starts
automatically when your system is started.

Related reference

“Cadlistenonport” on page 339
The cadlistenonpoxt option specifies whether to open a listening port for the client acceptor.

“Managedservices” on page 451
The managedservices option specifies whether the IBM Storage Protect client acceptor service
manages the scheduler, the web client, or both.

“Sessioninitiation” on page 515
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Use the sessioninitiation option to control whether the server or client initiates sessions through
a firewall. The default is that the client initiates sessions. You can use this option with the schedule
command.

Scheduling events using the command-line client

This task guides you through the steps to schedule events using the command-Lline client.

About this task

You must be a system administrator to configure the backup-archive client to use the command-line
client interface to handle scheduled events. The command-line tools must be installed to enable this
function.

Note: If you run the client scheduler on the command line, the scheduler does not run as a background
service.

Before starting the client scheduler using the client acceptor daemon, you must complete the following
steps:

Procedure

1. Ensure that the managedsexrvices option includes schedule in the client systems options (dsm.sys)
file.
2. Set the passwordaccess option to generate in the client systems options (dsm.sys) file.

Results

If you include files for encryption processing, ensure that you select the Save Encryption Key Password
Locally option in the Authorization Preferences window so that the client scheduler can perform
unattended scheduled services without prompting the user for the encryption key. If the encryption key
has not been previously saved, you must perform an attended backup of at least one file so that the
encryption prompt is given and the key is saved.

To start the client scheduler on your client node and connect to the server schedule:

1. Change to the backup-archvie client installation directory and enter the following command:

dsmc schedule

When you start the client scheduler, it runs continuously until you close the window, end the process,
or log off your system.

2. If the client executable directory is not in your PATH environment variable, change to the installation
directory and enter the following command:

./dsmc schedule

3. Torun the schedule command in the background and to keep the client scheduler running, even if
you log off your system, enter the following:

nohup dsmc schedule 2> /dev/null &
If the IBM Storage Protect password is required for your workstation and you want to run the schedule
command in the background, enter the password with the command.

Root User: To start the client scheduler automatically, ensure that the passwordaccess option is set to
generate in dsm.sys, then follow the procedure for your operating system:

To start each client scheduler automatically, add an entry to the /etc/inittab file. Typically, the run level to
useis 2, 3,4, 5, or 6, depending on the operating system and its configuration. Consult documentation for
your operating system for details on run levels.
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Verify the correct syntax for the entry by consulting documentation for your operating system.
Here are some examples:

For AIX, add the following entry to the /etc/inittab file:
itsm:2:once:/usr/bin/dsmc sched > /dev/null 2>&1 # TSM scheduler

In this example, the run level is set to 2.

For Solaris, add the following entry to the /etc/inittab file:
itsm:23:once:/usr/bin/dsmc sched > /dev/null 2>&1 # TSM scheduler

In this example, the run level is set to 2 and 3.
Note: You must include the redirection to /dev/null in the command.
For Mac OS X:

The system administrator must generate a password so that the client can store the password in the
password (TSM. sth) file. This can be done either with IBM Storage Protect Tools for Administrators or
with the command line.

A system administrator must use either of the following methods to enable the client acceptor daemon to
launch the command-Lline client in schedule mode to handle scheduled events when you start the system.

Method 1 (preferred)

- Use IBM Storage Protect Tools for Administrators and Start the Client Acceptor Daemon
applications. This installs the client acceptor daemon as a system startup item so the client
acceptor daemon starts after system restarts. The client acceptor daemon is also started
immediately, so you do not need to restart the system to handle scheduled events.

Method 2

« Use the shell scriptin "/Library/Application Support/tivoli/tsm/client/ba/bin" to
install the client acceptor daemon as a startup item. The script name is StartCad. sh.

Complete the following steps to start the client acceptor daemon manually, and to check that it is running.

1. To check whether the client acceptor daemon is running, enter the following command:

sudo ps -x | grep dsmcad

If the client acceptor daemon is running, one of the processes listed has the path /usx/bin/dsmcad.
2. To start the client acceptor daemon manually, enter the following command in a terminal window:

sudo /shin/SystemStarter start dsmcad

The client scheduler can fail to properly initialize at system startup because TCP/IP is not fully initialized.
You might need to delay the scheduler service start up to allow time for TCP/IP to initialize.

The client does not recognize changes made to the dsm.opt or the dsm.sys file while the client scheduler
is running. If you make changes to these files while the client scheduler is running, and you want to

use the new values immediately, stop the client scheduler and restart it. For example, if you change the
inclexcl option in your dsm.sys file to point to a different include-exclude options file, you must stop
the client scheduler and restart it before the client uses the new file.

To manually stop the client scheduler, use the kill command if the client scheduler is running in the
background, or press q or Ctrl+C if it is running in the foreground. To restart the client scheduler, enter the
schedule command again.

Tape prompting does not occur during a scheduled event regardless of the tapeprompt option setting in
your options file.
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Related tasks

“Configuring the scheduler” on page 66

Your IBM Storage Protect administrator can schedule the client to perform tasks automatically. For
scheduled events to occur on the client, you must configure the client scheduler to communicate with the
IBM Storage Protect server.

Related reference

“Managedservices” on page 451
The managedservices option specifies whether the IBM Storage Protect client acceptor service
manages the scheduler, the web client, or both.

“Passwordaccess” on page 471
The passwordaccess option specifies whether you want to generate your password automatically or set
as a user prompt.

Configuring IBM Storage Protect client/server communication
across a firewall

In most cases, the IBM Storage Protect server and clients can work across a firewall.

About this task

Every firewall is different, so the firewall administrator might need to consult the instructions for the
firewall software or hardware in use.

There are two methods for enabling client and server operations through a firewall:

Method 1:
To allow clients to communicate with a server across a firewall, the following ports must be opened in
the firewall by the firewall administrator:

TCP/IP port
To enable the backup-archive client, command-line admin client, and the scheduler to run outside
a firewall, the port specified by the server option tcpport (default 1500) must be opened by the
firewall administrator. This port is set on the client and the server using the tcpport option. The
setting must be the same on the client and server. This allows IBM Storage Protect scheduler
communications in both polling and prompted mode, client acceptor-managed schedulers, and
regular backup-archive client operations.

Note: The client cannot use the port specified by the tcpadminport option (on the server) for a
client session. That port can be used for administrative sessions only.

HTTP port
To allow the backup-archive client GUI to communicate with remote workstations across a
firewall, the HTTP port for the remote workstation must be opened. Use the httpport option in
the remote workstation client options file to specify this port. The default HTTP port is 1581.

TCP/IP ports for the remote workstation
The two TCP/IP ports for the remote workstation client must be opened. Use the webports option
in the remote workstation client options file to specify these ports. If you do not specify the values
for the webports option, the default zero (0) causes TCP/IP to randomly assign two free port
numbers.

TCP/IP port for administrative sessions
Specifies a separate TCP/IP port number on which the server is waiting for requests for
administrative client sessions, allowing secure administrative sessions within a private network.

Method 2:
For the client scheduler in prompted mode, it is unnecessary to open any ports on the firewall. If
you set the sessioninitiation option to serveronly, the client will not attempt to contact the server.
All sessions are initiated by server prompted scheduling on the port defined on the client with the
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tcpclientport option. The sessioninitiation option only affects the behavior of the client scheduler
running in the prompted mode.

The IBM Storage Protect server must set the SESSIONINITiation parameter on the register node and
update node commands for each node. If the server specifies SESSIONINITiation=clientorserver,
the default, the client can decide which method to use. If the server specifies
SESSIONINITiation=serveronly, all sessions are initiated by the server.

For a client scheduler setup to operate using this method, the following parameters must be set as
SESSIONINITiation=serveronly AND SESSIONSECURITY=transitional.

Note:

1. If sessioninitiation is set to serveronly, the value for the tecpclientaddress client option must be the
same as the value for the HLAddress option of the update node or register node server command.
The value for the tcpclientport client option must be the same as the value for the LLAddress
option of the update node or register node server command.

2. If you set the sessioninitiation option to serveronly, with the exception of client acceptor-
managed schedulers, the command-Lline client, and the backup-archive client GUI still attempt
to initiate sessions, but are blocked by the IBM Storage Protect server for nodes that have the
sessioninitiation option set to serveronly.

3. When configuring the scheduler on a client workstation for the first time, the scheduler service
might be unable to authenticate to the server when the server contacts the client scheduler to run
a schedule. This can happen when the passwordaccess is set to generate and the IBM Storage
Protect server is behind a firewall and the encrypted password cannot be locally stored before the
scheduler is started. To correct this problem, you need to run the scheduler from the command
line (dsmc schedule), wait until a scheduled operation starts, and enter the password for your node
when prompted.

4. The client cannot prompt for the encryption key password in scheduler mode. If you are using
IBM Storage Protect data encryption, you must run an initial interactive backup once to set up
the encryption key by opening the TCP/IP connection from the client workstation to the server
workstation. See Method 1 for more information about setting up this communication. After the
encryption key is set, you can use server-initiated sessions to back up the files using encryption.

If you set the sessioninitiation option to client, the client initiates sessions with the server (Method
1) by communicating on the TCP/IP port defined with the server option tcpport. This is the default.
Server prompted scheduling can be used to prompt the client to connect to the server.

When using the backup-archive client across a firewall in prompted mode, the IBM Storage Protect server
needs to contact the client. In order to complete this action, some software might need to be installed

on the IBM Storage Protect server to route the request through the firewall. This software routes the
server request through a socks port on the firewall. This method is typically called socksifying a system.
Proxies are not supported, because they only route a few types of communication protocols (HTTP, FTP,
GOPHER). IBM Storage Protect communications are not routed by proxies. It is important to note that the
client creates a new connection to the IBM Storage Protect server when prompted. This means that the
firewall configuration discussed above must be in place.

Related tasks

“Configuring the scheduler” on page 66

Your IBM Storage Protect administrator can schedule the client to perform tasks automatically. For
scheduled events to occur on the client, you must configure the client scheduler to communicate with the
IBM Storage Protect server.

Related reference

“Sessioninitiation” on page 515

Use the sessioninitiation option to control whether the server or client initiates sessions through
a firewall. The default is that the client initiates sessions. You can use this option with the schedule
command.

“Tcpadminport” on page 547
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Use the tcpadminport option to specify a separate TCP/IP port number on which the server waits
for requests for administrative client sessions, allowing secure administrative sessions within a private
network.

“Tcpport” on page 551
The tcppoxrt option specifies a TCP/IP port address for the IBM Storage Protect server. You can obtain
this address from your administrator.

“Webports” on page 609
The webpoxts option enables the use of the web client outside a firewall.

Configuring IBM Storage Protect client/server communication with
Secure Sockets Layer

Secure Sockets Layer (SSL) allows industry standard SSL-based secure communications between the IBM
Storage Protect client and server.

About this task
The following client components support SSL:

« Command-line client

= Administrative command-Lline client
« Client GUI

e Client API

Only outgoing client/server connections support SSL. A version 8.1.2 client communicating with a down-
level servers supports SSL. A version 8.1.2 client communicating with a version 8.1.2 server must use
SSL. Incoming connections (for example, client acceptor, server-initiated schedule connections) do not
support SSL. Client-to-client communications do support SSL. Web GUI does not support SSL. The Web
GUI is no longer supported when communicating with a version 8.1.2 server.

Each IBM Storage Protect server that is enabled for SSL must have a unique certificate. The certificate can
be one of the following types:

« A certificate that is self-signed by IBM Storage Protect.

« A certificate that is issued by a certificate authority (CA). The CA can be from a company such as
VeriSign or Thawte, or an internal CA, maintained within your company.

Follow these steps to enable SSL communication with a self-signed certificate:

1. Obtain the IBM Storage Protect server self-signed certificate (cert256.arm) Use the cert.arm
certificate file when the server is not setup to use Transport Layer Security (TLS) 1.2 or above;
otherwise, use the cert256.arm file. The client certificate file must be the same as the certificate file
that the server uses.

2. Configure the clients. To use SSL, each client must import the self-signed server certificate.

Use the dsmcert utility to import the certificate.

3. For a disaster recovery of the IBM Storage Protect server, if the certificate has been lost, a new one is
automatically generated by the server. Each client must obtain and import the new certificate.

For fast path details for communication between a version 8.1.2 client and a 8.1.2 server, you can use the
SSLACCEPTCERTFROMSERV option to automatically accept a self-signed certificate. See “Configuring by
using the default security settings (fast path)” on page 129 for details.

Follow these steps to enable SSL communication with a CA-signed certificate:

1. Obtain the CA root certificate.
2. Configure the clients. To use SSL, each client must import the self-signed server certificate.
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Use the dsmcert utility to import the certificate.

Tip: After you complete this step, if the server gets a new certificate that is signed by the same CA, the
client does not need to import the root certificate again.

3. If you are recovering the backup-archive client as part of disaster recovery, you must install the SSL
certificate on the server again. If the certificate was lost, you must get a new one. You do not need to
reconfigure the client if the new certificate has been signed by a CA.

Next, you must import the server certificate, or the CA root certificate.

If you use a self-signed certificate
Each IBM Storage Protect server generates its own certificate. The certificate has a fixed file name
of either cert.armor cext256.axrm. The certificate file is stored on the server workstation in
the server instance directory, for example, /opt/tivoli/tsm/server/bin/cexrt256.azxm. If the
certificate file does not exist and you specify the SSLTCPPORT or SSLTCPADMINPORT server option,
the certificate file is created when you restart the server with these options set. IBM Storage Protect
version 6.3 servers (and newer versions) generate files named cert256.armand cert.axrm. IBM
Storage Protect servers older than version 6.3 generate only certificate files named cert.axrm. You
must choose the certificate that is set as the default on the server.

Follow these steps to set up the SSL connection to a server:

1. Obtain the certificate from the server administrator.
2. Import the certificate into the client key database by using the following command:

dsmcert -add -server <servername> -file <path_to_cert256.arm>

If you use a certificate from a certificate authority
If the certificate was issued by a certificate authority (CA) such as VeriSign or Thawte, the client is
ready for SSL and you can skip the following steps.

For the list of preinstalled root certificates from external certificate authorities, see “Certificate
Authorities root certificates” on page 77.

If the certificate was not issued by one of the well-known certificate authorities, follow these steps:

1. Obtain the root certificate of the signing CA.
2. Import the certificate into the client key database by using the following command:

dsmcert -add -server <servername> -file <path_to_cert256.arm>

Important:

1. A pseudo random password is used to encrypt the key database. The password is automatically stored
encrypted in the stash file (dsmcext. sth). The stash file is used by the backup-archive client to
retrieve the key database password.

2. More than one server certificate can be added to the client key database file so that the client can
connect to different servers. Also, more than one CA root certificate can be added to the client key
database.

3. If you do not run the preceding commands from the backup-archive client directory, you must copy
dsmcert.kdb and dsmcert. sth into that directory.

4. By default, local key database files have root ownership and permissions and cannot be read by other
users. If you plan to run the client as a non-root user, you must update the permissions. For example,
to grant read access to all users and groups, run the following command:

# chmod go+r dsmcert.x

5. For performance reasons, use SSL only for sessions where it is needed. A version 8.1.2 client
communicating with a version 8.1.2 server must use SSL. SSL No (the default value) indicates that
encryption is not used when data is transferred between the client and a server earlier than version
8.1.2. When the client connects to a version 8.1.2 or later server, the default value No indicates that
object data is not encrypted. All other information is encrypted, when the client communicates with
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the server. When the client connects to a version 8.1.2 or later server, the value Yes indicates that SSL
is used to encrypt all information, including object data, when the client communicates with the server.
Consider adding more processor resources on the IBM Storage Protect server system to manage the
increased requirements.

6. In order for a client to connect to a server that is using Transport Layer Security (TLS) version 1.2 or
above, the certificate's signature algorithm must be SHA-1 or stronger. If you are using a self-signed
certificate, you must use the cert256.arm certificate. Your IBM Storage Protect administrator might
need to change the default certificate on the IBM Storage Protect server. See the SSLTLS12 server
option topic for details.

Additional details for a version 8.1.2 client communicating with a server version 8.1.1 and earlier
version 8 levels, and version 7.1.7 and earlier levels.
After the server certificate is added to the client key database, add the SSL Yes option to the client
options file, and update the value of the TCPPORT option. It is important to understand that the server
is normally set up for SSL connections on a different port. In other words, two ports are opened on the
server:

1. One port accepts regular non-SSL client connections
2. Another port accepts SSL connections only

You cannot connect to a non-SSL port with an SSL-enabled client, and vice versa.

If the value of teppoxt is incorrect, the client cannot connect to the server. Specify the correct port
number on the tcpport option.

To disable security protocols that are less secure than TLS 1.2 or above, add the
SSLDISABLELEGACYtls yes option to the client options file, or within the Java GUI select the
Require TLS 1.2 or above checkbox on the Communication tab of the Preferences editor. Requiring
TLS 1.2 or above helps prevent attacks by malicious programs.

Related reference

“Ssl” on page 534

Use the ss1 option to enable Secure Sockets Layer (SSL) to provide secure client and server
communications. When the backup-archive client communicates with an IBM Storage Protect server
8.1.1 and earlier version 8 levels, and version 7.1.7 and earlier levels, it determines whether SSL is
enabled. When the backup-archive client communicates with an IBM Storage Protect server 8.1.2 and
later version levels, and version 7.1.8 and later version 7 levels, SSL is always used and this option
controls whether object data is encrypted or not. For performance reasons, it might be desirable to not
encrypt the object data.

“Sslfipsmode” on page 537

The sslfipsmode option specifies whether the client uses SSL Federal Information Processing
Standards (FIPS) mode for Secure Sockets Layer (SSL) communications with the server. The default is
no.

Creating a symbolic link to access the latest GSKit library

You can create a symbolic link to point the directory where the older version of GSKit is installed to the
location of the latest GSKit libraries on the system.

Before you begin

« An IBM Storage Protect client, version 8.1.2 and later levels, and version 7.1.8 and later version 7 levels
requires GSKit version 8.0.50.78.

- An IBM Storage Protect client, version 8.1.1 and earlier version 8 levels, and version 7.1.7 and earlier
levels requires a version of GSKit earlier than version 8.0.50.78.
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About this task

When you install Db2 for Linux, UNIX, and Windows, on UNIX and Linux, local GSKit libraries

are also installed. Those libraries are stored in <db2_install_path>/1ib64/gskit_db2 or
<db2_install_path>/1ib32/gskit_db2. On Windows, the default location is C: \Program
Files\ibm\gska8.

During the installation of other IBM products, such as IBM Storage Protect, another copy of the GSKit
libraries might be installed. Depending on the product, these libraries might be either local GSKit libraries
or global GSKit libraries. When Db2 for Linux, UNIX, and Windows and another IBM product that includes
GSKit libraries are both installed on the same system, some interoperability issues might arise. These
interoperability issues might occur because GSKit allows only libraries from a single GSKit source to exist
in any single process. The interoperability issues might lead to unpredictable behavior and runtime errors.

To ensure that a single source of GSKit libraries is used, the symbolic link approach can be

used. During an initial Db2 for Linux, UNIX, and Windows installation, the installer creates a

symbolic link <db2_install_path>/1ib64/gskit or <db2_install_path>/1ib32/gskit to
<db2_install_path>/1ib64/gskit_db2 or <db2_install_path>/1ib32/gskit_db2. These
symbolic links are the default locations from where GSKit libraries are loaded. Products that bundle

Db2 for Linux, UNIX, and Windows, and change the symbolic link from the default directory to the library
directory of another copy of GSKit must ensure that the newly installed GSKit is at the same or a newer
level. This restriction applies whether the libraries are global or local. During an upgrade or update of
Db2 for Linux, UNIX, and Windows, the symbolic link is preserved. If the newly installed copy has a
symbolic link to the default location, the symbolic link that is associated with the older installation copy is
preserved. If the newly installed copy does not have a symbolic link to the default location, the symbolic
link that is associated with the newer installation copy is preserved.

Some limitations exist since the symbolic link <db2_install_path>/1ib64/gskit or
<db2_install_path>/1ib32/gskit is in the path of the Db2 for Linux, UNIX, and Windows
installation copy. For example, if two or more instances are created for any Db2 copy, the symbolic link
changes affect all the instances.

You can also modify a Domino Server GSKit in a similar manner. A Domino server does not have a GSKit
folder, but it has folders C and N, and a library 1ibgsk8iccs_64. so. You can first create soft links for
these folders, and files to point to the corresponding folders on the GSKit package, where the IBM Storage
Protect 8.1.2 backup-archive client is installed, as follows:

e1ln -s /usr/local/ibm/gsk8_64/1ib64/C /opt/ibm/lotus/notes/90010/z1inux
e 1ln -s /usr/local/ibm/gsk8_64/1ib64/N /opt/ibm/lotus/notes/90010/z1inux

«1ln -s /usr/local/ibm/gsk8_64/1ib64/1ibgsk8iccs_64.so /opt/ibm/lotus/notes/
90010/z1linux

Next, change the DPD node's password to domdsmc CHANGEADSMPwd tvt1054_domnote2
tvt1054_domnote2 tvt1054_domnote?2. Finally, run domdsmc query adsm.

When other applications deliver a GSKit version that is newer than the version delivered with IBM Storage
Protect API, then it is better to either perform the upgrade of the Client or to perform the following
procedure.

Procedure

1. Create a symbolic link on Windows, if you have administrator privileges. Rename the Db2 GSKit copy
of the 1ib64 directory that is located in the default location, C: \Program Files\ibm\gsk8. Start a
DOS shell, navigate to the Db2 GSKit location, and rename the directory as follows:

cd "c:\Program Files\Common Files\Tivoli\TSM\api64\gsk8"

rename lib64 libé64-api
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2. Create a symbolic link in the location of the Db2 GSKit copy and point to the location of the TSM GSKit
copy by running the following commands in the DOS shell. Navigate to the location of the Db2 GSkit
copy and then create the symbolic link as follows:

cd "c:\Program Files\Common Files\Tivoli\TSM\api64\gsk8"

mklink /d 1ib64 "C:\Program Files\ibm\gsk8\1lib64"

3. Restart Db2 for changes to take effect. On startup, Db2 loads GSKit from the new location, which
points to the IBM Storage Protect copy of GSKit. In the Db2 command prompt, enter these commands
as follows:

db2stop

db2start

Certificate Authorities root certificates

The backup-archive client includes a list of root certificates for a number of common Certificate
Authorities.

The following is a list of root certificates for a number of common Certificate Authorities that are delivered
with the client:

« Entrust.net Global Secure Server Certification Authority

« Entrust.net Global Client Certification Authority

« Entrust.net Client Certification Authority

« Entrust.net Certification Authority (2048)

« Entrust.net Secure Server Certification Authority

- VeriSign Class 3 Public Primary Certification Authority

« VeriSign Class 2 Public Primary Certification Authority

« VeriSign Class 1 Public Primary Certification Authority

- VeriSign Class 4 Public Primary Certification Authority - G2
« VeriSign Class 3 Public Primary Certification Authority - G2
« VeriSign Class 2 Public Primary Certification Authority - G2
« VeriSign Class 1 Public Primary Certification Authority - G2
« VeriSign Class 4 Public Primary Certification Authority - G3
« VeriSign Class 3 Public Primary Certification Authority - G3
- VeriSign Class 2 Public Primary Certification Authority - G3
« VeriSign Class 1 Public Primary Certification Authority - G3
« Thawte Personal Premium CA

« Thawte Personal Freemail CA

- Thawte Personal Basic CA

« Thawte Premium Server CA

« Thawte Server CA

« RSA Secure Server Certification Authority

To use certificates issued by any other Certificate Authority you must install the root certificate of the
Certificate Authority on all clients as part of the client configuration.
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Configure your system for journal-based backup

You must install and configure the journal daemon (Linux) or journal engine service (Windows) before you
can perform journal-based backups.

Journal daemon configuration
Journal-based backup is enabled by installing and configuring the IBM Storage Protect journal daemon.

Configure the journal daemon by editing the journal daemon configuration sample file,
tsmjbbd.ini.smp, and saving it as tsmjbbd.ini. Both files should be in the default installation
directory.

After you configured the tsmjbbd. ini file, start the journal daemon by starting the tsmjbbd executable
file.

To start the journal daemon after you restart your system on AIX, run the jbbinittab script file to add
an entry to the /etc/inittab file. The tsmjbbd executable file and the jbbinittab script file should
be in the default installation directory.

To stop the journal daemon on AIX, issue the kill nnnn command, where nnnn is the process ID
of tsmjbbd. Before the journal daemon process (tsmjbbd) shuts down, it notifies the filepath kernel
extension to stop buffering file changes.

Important: Do not use the kill -9 nnnncommand, because the kill -9 command immediately
ends the process without notifying filepath to stop buffering file changes.

On Linux, the installer creates the tsmjbbd service in /etc/init.d. To control the service, run the
following command as root to stop, start, or restart the service, or to check its status:

»— service tsmjbbd start
stop
restart

status
If the Linux operating system runs the systemd initialization service, complete the following steps to start
the journal daemon:

1. Copy the provided systemd unit file /opt/tivoli/tsm/client/ba/bin/tsmjbbd.serviceto
the /etc/systemd/system/ directory.

2. Run the following command to refresh the systemd unit list:
systemctl daemon-reload

3. Run the following command to start the journal daemon at system boot time:
systemctl enable tsmjbbd.service

4. Run the following command to start the journal daemon:
systemctl start tsmjbbd.service

Note:

1. Network and removable file systems are not supported.

2. Periodic full incremental backups should be performed to complement daily journal-based backups.
Full progressive incremental backups can take longer to run than a journal-based backup. Take this
information into account when you schedule them, perhaps scheduling the incremental backups
during off-peak times. Balance these two backup techniques according to your business needs. For
example, you might decide to schedule nightly journal-based backups and also schedule a weekly full
progressive incremental backup.
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3. Journal-based backup uses the filepath kernel extension to monitor file system changes. To improve
the performance of journal-based backups, directories that do not contain user files are not monitored
for changes and are not included in journal-based backups. The following lists the directories that are
not included in journal-based backups on AIX and Linux systems. Changes to these directories are
processed if you perform periodic full incremental backups by using the incxemental command with

the -nojournal option.

Inux
AIX Li
/bin /bin
/dev /boot
R o
i etc
/usr/bin /1lib
Jusr/lib /proc
/usr/share /sbin
/sys
/usr/bin
/usxr/lib
/usr/share
/var

The journal daemon configuration file is periodically checked for updates to the list of journaled file
systems. You can add or remove file systems from the list of monitored file systems without stopping the
journal daemon.

A Attention: If you bring a file system that is being monitored by the journal daemon
offline, the journal database for that file system is deleted. To preserve the database, set
PreserveDbOnExit=1 in the journaled file systems settings stanza. This setting preserves the
journal database when it is taken offline and ensures that the journal database is valid when the
file system comes back online. For more information, see “JournaledFileSystemSettings stanza”
on page 81.

The syntax for stanza and stanza settings is as follows:

Syntax for stanzas:
[StanzaName]

Syntax for stanza settings:
stanzaSetting=value

Note:
1. You can specify comments in the file by beginning the line with a semicolon.
2. Stanza and value names are not case-sensitive.

3. Numeric values can be specified in hexadecimal by preceding the value with 0x; otherwise, they are
interpreted as decimal.

4. These journaled file system settings do not correlate to any settings in the client options file. The
journal daemon is an independent process; it does not process any options in the client options file.

JournalSettings stanza
Settings under this stanza are global and apply to the entire journal daemon.
The following is the syntax for the JournalSettings stanza:

Syntax for JournalSettings stanza:
[JournalSettings]

Syntax for stanza settings:
JournalSettings=value

You can specify the following JournalSettings values:
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ErrorLog
Specifies the log file where detailed error messages generated by the journal daemon are written. The
default value is jbberroxr.log in the directory of the daemon executable. For example:

ErrorLog=/logs/jbberror.log

JournalDir
Directory where journal database files are stored and written.

If the path given is an absolute (for example, it begins with a dir delimiter) pathname, this is the
directory used. If the path given is a relative directory name, then this path is appended to each file
system name and the resulting path name is used.

The default is a directory named .tSm_JoUxrNaL (used within each file system being journaled).

The advantage of having the journal database on the file system being monitored is that the database
stays with the file system. The disadvantage is that the updates to the database must be processed
and discarded.

Important: Directing the database to a non-journaled file system, unless this file system is shared in a
cluster environment.

This setting applies to all journaled file systems but can be overridden with an override stanza for each
journal file system.

JournalExcludelList stanza
This list of exclude statements filters changes from being recorded in the journal database.

Changes to objects which match statements in this stanza are ignored and are not recorded in the journal
database.

Note:

1. Excluding files from the journal has no bearing on those files being excluded by the backup client,
other than preventing the file names from being sent to the backup client to be processed during
journal-based backup. A file that is not excluded from the journal should still be excluded by the
backup-archive client, if there is a matching exclude statement in the client options file.

2. The journal daemon only provides a subset of the INCLUDE/EXCLUDE function provided by the
backup-archive client. The journal daemon does not support INCLUDE statements and it does not
support the exclude.dir option.

There is no correlation between the journal exclude list and the backup-archive client exclude list.
The following pattern matching meta characters are supported:

%
Matches exactly one character.

Matches zero or more characters.

%EnvVar%
Expands environment variable.

The following is an exclude statement syntax example:

[JournalExcludelList]
*.jbb.jbbdb
*.jbbInc.jbbdb
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JournaledFileSystemSettings stanza

Settings under this stanza apply to each specified journaled file system unless they are overridden for
individual file systems in an override stanza.

File systems that you specify in the JournalFileSystems.Extended stanza override any file
systems specified in the list of journaled file systems that you might have previously specified
in the JournaledFileSystemSettings stanza. Any other options that you have specified in the
JournaledFileSystemsSettings stanza are preserved.

The syntax for the JournaledFileSystemSettings stanza is as follows:

Syntax for JournaledFileSystemSettings stanza:
[JournaledFileSystemSettings]

Syntax for stanza settings:
JournaledFileSystemSetting=value

You can specify the following JournaledFileSystemSettings values:

JournaledFileSystems
Specifies a space delimited list of file systems to journal. Full file system specifications and Windows
junctions are supported. There is no default value. You must specify at least one journaled file system
for the journal daemon to run. Journaled file systems can be added or removed online without having
to restart the daemon. For example:

JournaledFileSystems=/home /other

Important: The journal selects object names based strictly on a string match. The implication for the
user is that care must be taken when selecting file systems to journal. For example, suppose you
have a file system /jbb and another file system called /jbb/mnt1. If you ask the journal to monitor
just /jbb, then all the changes for /jbb/mnt1 also match this string and are entered in the database.
When, however, you do a back up on the client, it parses the name based on file systems, realizes
the journal is not monitoring this file system and then tells the journal to remove the /jbb/mnt1
files from the database. The solution is to either monitor both or use the JournalExcludelList. The
same is true for the virtual mount point options. You must be consistent with this list. For example,

if you specify /home/studentl as a virtual mount point in your dsm.sys option file and you want to
journal /home, then you must specify JournaledFileSystems=/home /home/studentl.In this
case, two separate databases are created.

JournalDbSize
Specifies the maximum size the journal database can grow. The journal database size is expressed in
bytes. A value of zero (0) indicates that the database size is limited only by the capacity of the file
system containing the journal database. The default is © (unlimited). For example:

JournalDBSize=0x10000000

NotifyBufferSize, DirNotifyBufferSize
Specify change notification buffer sizes for a journaled file system. A large amount of change activity
on a journaled file system might require this to be increased. The default is 9x00020000 (128 k) for
files and Ox00010000 ( 64 k) for directories.

NotifyBufferSize=0x00200000

PreserveDbOnEXxit setting
This setting allows a journal to remain valid when a journaled file system goes offline and comes back
online. This is useful for preserving the journal during system reboots, and resource movement.

This setting allows a journal-based backup to continue processing when the daemon is restarted (or
the file system comes back online) without performing a full incremental backup.

Note: Any change activity which occurs while the journal daemon is not running (or the file system is
offline) is not recorded in the journal.
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A value of 1 specifies that the journaled file system journal database is not deleted when the journal
file system goes offline. The database is also valid when the journal file system comes back online.
This value should be used with caution because any file system change activity which occurs while the
journaled file system is offline is not reflected in the journal database. The default setting of O deletes
the journaled file system journal database.

Note: The journal is only preserved when a journaled file system comes offline normally or is brought
offline when the resource is no longer available and you specify the deferFsMonStart setting. If a

file system comes offline due to an error such as a notification buffer overrun, the journal is not
preserved.

Note: Set PreserveDBonExit only when you can ensure that there is a controlled shutdown of the
journal service. The scope of "controlled shutdown" includes stopping the journal service in order to
reboot the system, failing over a cluster resource, or moving a cluster resource. The journal database
can become corrupted if the shutdown is not controlled. Therefore, perform the following steps if the
journal service was not shut down in a controlled manner or if the journal database was otherwise
taken offline in an uncontrolled manner.

1. Stop the journal service (if it is running)
2. Delete the corrupted journal databases
3. Restart the journal service

4. Perform an incremental backup

An example for not deleting the journal database upon exit is:

preserveDBOnExit=1

deferFSMonStart setting
This setting defers an attempt to begin monitoring a file system in the following cases:

« When the specified journaled file system is not valid or available
« The journal directory for the specified journaled file system cannot be accessed or created

Resources are checked at the interval you specify using the deferRetrylInterval setting.

A value of 1 indicates that the setting is on. A value of 0 indicates that the setting is off. The default
value is off (set to 0) .

deferRetrylnterval setting
This setting specifies the value in seconds that deferred file systems with the deferRetryInterval
setting enabled are checked for availability and brought online. The default value is 5 seconds.

logFSErrors setting
A value of 1 indicates that all errors encountered accessing a journaled file system or journal directory
should be logged. A value of zero indicates that logging of errors encountered while checking deferred
file systems and journal directories is suppressed. This is usually used in conjunction with the
deferFSMonStart setting to eliminate excessive File System Unavailable messages from being
written to the logs when bringing a journaled file system online is deferred. The default value is 1 (log
all errors).

Related concepts

“Overriding stanzas” on page 83
Any setting in the JournaledFileSystemSettings stanza, except for the buffer sizes, can be
overridden for a particular journaled file system by creating an override stanza.

“JournaledFileSystems.Extended stanza” on page 83
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The JournaledFileSystems.Extended stanza overrides any file systems that are included in the
JournaledFileSystems stanza. It also removes the 1023 character limitation imposed by the
JournaledFileSystem stanza.

JournaledFileSystems.Extended stanza

The JournaledFileSystems.Extended stanza overrides any file systems that are included in the
JournaledFileSystems stanza. It also removes the 1023 character limitation imposed by the
JournaledFileSystem stanza.

If you include file systems in the JournaledFileSystems stanza, the total number of characters allowed

in that stanza is 1023 characters. For large configurations with many file systems, the 1023 character
limit is too small to specify all file systems. If you must use more that 1023 characters to include

all file systems that you want included in journal-based backups, specify the file systems in the
JournaledFileSystems.Extended stanza. This extended stanza does not impose the 1023 character
limitation. Values in JournaledFileSystems.Extended override any value specified in the other stanza. If a
file system is specified in both the JournaledFileSystems stanza and the JournaledFileSystems.Extended
stanza, the file system specified in the JournaledFileSystems stanza is ignored.

The syntax for JournaledFileSystems.Extended has a simple list form. The file systems that you want to
be included in journal-based backups by editing the journal daemon configuration file (the default name is
tmsjbbd.ini).

Syntax for JournaledFileSystems.Extended stanza:
[JournaledFileSystems.Extended]

Syntax for stanza settings:

/filesystem_1
/filesystem_2

/filesystem_n

List each file system that you want included in journal-based backups.

Overriding stanzas

Any setting in the JournaledFileSystemSettings stanza, except for the buffer sizes, can be
overridden for a particular journaled file system by creating an override stanza.

HookFileName
In order for the journal to begin monitoring a file system, it must know the name of an existing
file in that file system. This setting specifies an existing file. Access to this file is then used as a
test of whether or not this file system is online. (The system definition of mounted cannot be used
because we allow the use of virtual mount points in the backup-archive client. This means that the
backup-archive client system can treat a directory as a (virtual) file system).

Therefore, if this file system can be mounted and unmounted, a HookFileName needs to be provided.

If a HookFileName is not entered, the journal daemon attempts to create a temporary file in the
highest directory, use it to begin monitoring, and then delete it.

The following is the syntax for the JournaledFileSystemSettings stanza:

Syntax for JournaledFileSystemSettings stanza:
[JournaledFileSystemSettings.fs]

Syntax for stanza settings:
JournaledFileSystemSetting=override value

For example, the override stanza name for /home would be:

JournaledFileSystemSettings./home
HookFileName=/home/doNotDeleteThisFile
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Client-side data deduplication

Data deduplication is a method of reducing storage needs by eliminating redundant data.

Overview

Two types of data deduplication are available: client-side data deduplication and server-side data
deduplication.

Client-side data deduplication is a data deduplication technique that is used on the backup-archive client
to remove redundant data during backup and archive processing before the data is transferred to the IBM
Storage Protect server. Using client-side data deduplication can reduce the amount of data that is sent
over a local area network.

Server-side data deduplication is a data deduplication technique that is done by the server. The IBM
Storage Protect administrator can specify the data deduplication location (client or server) to use with the
DEDUP parameter on the REGISTER NODE or UPDATE NODE server command.

Enhancements
With client-side data deduplication, you can:

« Exclude specific files on a client from data deduplication.

« Enable a data deduplication cache that reduces network traffic between the client and the server. The
cache contains extents that were sent to the server in previous incremental backup operations. Instead
of querying the server for the existence of an extent, the client queries its cache.

Specify a size and location for a client cache. If an inconsistency between the server and the local cache
is detected, the local cache is removed and repopulated.

Note: For applications that use the IBM Storage Protect API, the data deduplication cache must not

be used because of the potential for backup failures caused by the cache being out of sync with the
IBM Storage Protect server. If multiple, concurrent backup-archive client sessions are configured, there
must be a separate cache configured for each session.

« Enable both client-side data deduplication and compression to reduce the amount of data that is stored
by the server. Each extent is compressed before it is sent to the server. The tradeoff is between storage
savings and the processing power that is required to compress client data. In general, if you compress
and deduplicate data on the client system, you are using approximately twice as much processing
power as data deduplication alone.

The server can work with deduplicated, compressed data. In addition, backup-archive clients earlier
than V6.2 can restore deduplicated, compressed data.

Client-side data deduplication uses the following process:

« The client creates extents. Extents are parts of files that are compared with other file extents to identify
duplicates.

- The client and server work together to identify duplicate extents. The client sends non-duplicate
extents to the server.

« Subsequent client data-deduplication operations create new extents. Some or all of those extents might
match the extents that were created in previous data-deduplication operations and sent to the server.
Matching extents are not sent to the server again.

Benefits

Client-side data deduplication provides several advantages:

« It can reduce the amount of data that is sent over the local area network (LAN).
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- The processing power that is required to identify duplicate data is offloaded from the server to client
nodes. Server-side data deduplication is always enabled for deduplication-enabled storage pools.
However, files that are in the deduplication-enabled storage pools and that were deduplicated by the
client, do not require additional processing.

« The processing power that is required to remove duplicate data on the server is eliminated, allowing
space savings on the server to occur immediately.

Client-side data deduplication has a possible disadvantage. The server does not have whole copies of
client files until you back up the primary storage pools that contain client extents to a non-deduplicated
copy storage pool. (Extents are parts of a file that are created during the data-deduplication process.)
During storage pool backup to a non-deduplicated storage pool, client extents are reassembled into
contiguous files.

By default, primary sequential-access storage pools that are set up for data deduplication must be backed
up to non-deduplicated copy storage pools before they can be reclaimed and before duplicate data can be
removed. The default ensures that the server always has copies of whole files, in either a primary storage
pool or a copy storage pool.

Important: For further data reduction, you can enable client-side data deduplication and compression
together. Each extent is compressed before it is sent to the server. Compression saves space, but it
increases the processing time on the client workstation.

In a data deduplication-enabled storage pool (file pool) only one instance of a data extent is retained.
Other instances of the same data extent are replaced with a pointer to the retained instance.

When client-side data deduplication is enabled, and the server has run out of storage in the destination
pool, but there is a next pool defined, the server will stop the transaction. The backup-archive client
retries the transaction without client-side data deduplication. To recover, the IBM Storage Protect
administrator must add more scratch volumes to the original file pool, or retry the operation with
deduplication disabled.

For client-side data deduplication, the IBM Storage Protect server must be version 6.2 or higher.

Prerequisites
When configuring client-side data deduplication, the following requirements must be met:

« The client and server must be at version 6.2.0 or later. The latest maintenance version should always be
used.

« When a client backs up or archives a file, the data is written to the primary storage pool that is specified
by the copy group of the management class that is bound to the data. To deduplicate the client data,
the primary storage pool must be a sequential-access disk (FILE) storage pool or container storage pool
that is enabled for data deduplication.

« The value of the DEDUPLICATION option on the client must be set to YES. You can set the
DEDUPLICATION option in the client options file, in the preference editor of the backup-archive client
GUI, or in the client option set on the IBM Storage Protect server. Use the DEFINE CLIENTOPT
command to set the DEDUPLICATION option in a client option set. To prevent the client from overriding
the value in the client option set, specify FORCE=YES.

« Client-side data deduplication must be enabled on the server. To enable client-side data deduplication,
use the DEDUPLICATION parameter on the REGISTER NODE or UPDATE NODE server command. Set
the value of the parameter to CLIENTORSERVER.

« Ensure that files on the client are not excluded from client-side data deduplication processing.
By default, all files are included. You can optionally exclude specific files from client-side data
deduplication with the exclude.dedup client option.

« Files on the client must not be encrypted. Encrypted files and files from encrypted file systems cannot
be deduplicated.
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- Files must be larger than 2 KB and transactions must be below the value that is specified by the
CLIENTDEDUPTXNLIMIT option. Files that are 2 KB or smaller are not deduplicated.

The server can limit the maximum transaction size for data deduplication by setting the
CLIENTDEDUPTXNLIMIT option on the server. For more information about this option, see the IBM
Storage Protect server documentation.

The following operations take precedence over client-side data deduplication:
- LAN-free data movement

« Simultaneous-write operations

 Data encryption

Important: Do not schedule or enable any of those operations during client-side data deduplication.
If any of those operations occur during client-side data deduplication, client-side data deduplication is
turned off, and a message is written to the error log.

The setting on the server ultimately determines whether client-side data deduplication is enabled. See
Table 26 on page 86.

Table 26. Data deduplication settings: Client and server

Value of the client Data deduplication
DEDUPLICATION option Setting on the server location

Yes On either the server or the client Client

Yes On the server only Server

No On either the server or the client Server

No On the server only Server
Encrypted files

The IBM Storage Protect server and the backup-archive client cannot deduplicate encrypted files. If an
encrypted file is encountered during data deduplication processing, the file is not deduplicated, and a
message is logged.

Tip: You do not have to process encrypted files separately from files that are eligible for client-side data
deduplication. Both types of files can be processed in the same operation. However, they are sent to the
server in different transactions.

As a security precaution, you can take one or more of the following steps:

« Enable storage-device encryption together with client-side data deduplication.
« Use client-side data deduplication only for nodes that are secure.
« If you are uncertain about network security, enable Secure Sockets Layer (SSL).

- If you do not want certain objects (for example, image objects) to be processed by client-side data
deduplication, you can exclude them on the client. If an object is excluded from client-side data
deduplication and it is sent to a storage pool that is set up for data deduplication, the object is
deduplicated on server.

« Use the SET DEDUPVERIFICATIONLEVEL command to detect possible security attacks on the server
during client-side data deduplication. Using this command, you can specify a percentage of client
extents for the server to verify. If the server detects a possible security attack, a message is displayed.

Related tasks

“Configuring the client for data deduplication” on page 87
Configure the client so that you can use data deduplication to back up or archive your files.

Related reference
“Deduplication” on page 358
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Use the deduplication option to specify whether to enable redundant client-side data elimination
when data is transferred to the IBM Storage Protect server during backup and archive processing.

“Exclude options” on page 395
Use the exclude options to exclude objects from backup, image, or archive services.

“Dedupcachepath” on page 356
Use the dedupcachepath option to specify the location where the client-side data deduplication cache
database is created.

“Dedupcachesize” on page 357

Use the dedupcachesize option to determine the maximum size of the data deduplication cache file.
When the cache file reaches its maximum size, the contents of the cache are deleted and new entries are
added.

“Enablededupcache” on page 385

Use the enablededupcache option to specify whether you want to use a cache during client-side data
deduplication. Using a local cache can reduce network traffic between the IBM Storage Protect server and
the client.

“Ieobjtype” on page 419
Use the ieobjtype option to specify an object type for a client-side data deduplication operation within
include-exclude statements.

Configuring the client for data deduplication

Configure the client so that you can use data deduplication to back up or archive your files.

Before you begin

Before you configure your client to use data deduplication, ensure that the requirements listed in “Client-
side data deduplication” on page 84 are met:

- The server must enable the client for client-side data deduplication with the DEDUP=CLIENTORSERVER
parameter on either the REGISTER NODE or UPDATE NODE command.

- The storage pool destination for the data must be a data deduplication-enabled storage pool.

« Ensure that your files are bound to the correct management class.
« Files must be larger than 2 KB.

A file can be excluded from client-side data deduplication processing. By default, all files are included.
Refer to the exclude.dedup option for details.

The server can limit the maximum transaction size for data deduplication by setting the
CLIENTDEDUPTXNLIMIT option on the server.

Procedure

Use one of the following methods to enable data deduplication on the client:
Option Description

Edit the client options file |. Add the deduplication yes option tothe dsm. sys file.

Preferences editor a. From the IBM Storage Protect window, click Edit > Client Preferences.
b. Click Deduplication.

c. Select the Enable Deduplication check box.

d. Click OK to save your selections and close the Preferences Editor.
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Results

After you have configured the client for data deduplication, start a backup or archive operation. When the
operation completes, the backup or archive report shows the amount of data that was deduplicated in this
operation, and how many files were processed by client-side data deduplication.

If you do not have enough disk space for the backup or archive operation, you can enable client-side data
deduplication without local data deduplication cache on the client by using these steps:

1. Add the deduplication yes option to the client options file.

« Add the deduplication yes optiontothe dsm.sys file. You can also set this option in the GUI.
2. Turn off the local data deduplication cache by completing one of the following steps:

- Add the ENABLEDEDUPCACHE NO option to the dsm. sys file.

You can also set this option in the backup-archive client preferences editor by clearing the Enable
Deduplication Cache check box.

Example

The following example uses the query session command to show the type of data that was processed for
data deduplication:

Protect> q sess
IBM Spectrum Protect Server Connection Information

Server Name.............: SERVER1

Server Type.............: Windows

Archive Retain Protect..: "No"

Server Version..........: Ver. 6, Rel. 2, Lev. 0.0
Last Access Date........: 08/25/2009 13:38:18
Delete Backup Files.....: "No"

Delete Archive Files....: "Yes"
Deduplication...........: "Client Or Server"

Node Name...............: AVI

User Name...............:

The following example uses the query management class command to show the type of data that was
processed for data deduplication:

Protect> q mgmt -det

Domain Name : DEDUP

Activated Policy Set Name : DEDUP
Activation date/time : 08/24/2009 07:26:09
Default Mgmt Class Name : DEDUP

Grace Period Backup Retn. : 30 day(s)
Grace Period Archive Retn.: 365 day(s)

MgmtClass Name : DEDUP

Description : dedup - values like standard
Space Management Technique : None

Auto Migrate on Non-Usage : 0

Backup Required Before Migration: YES
Destination for Migrated Files : SPACEMGPOOL

Copy Group

Copy Group Name........: STANDARD
Copy Type..............: Backup

Copy Frequency.........: 0 day(s)
Versions Data Exists...: 2 version(s)
Versions Data Deleted..: 1 version(s)
Retain Extra Versions..: 30 day(s)
Retain Only Version....: 60 day(s)
Copy Serialization.....: Shared Static
Copy Mode..............: Modified
Copy Destination.......: AVIFILEPOOL
Lan Free Destination...: NO
Deduplicate Data.......: YES

Copy Group Name........: STANDARD
Copy Typ€..............: Archive
Copy Frequency.........: Cmd
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Retain Version......... : 365 day(s)

Copy Serialization.....: Shared Static
Copy Mode..............: Absolute
Retain Initiation...... : Create

Retain Minimum.........: 65534 day(s)
Copy Destination.......: FILEPOOL

Lan Free Destination...: NO
Deduplicate Data....... : YES

ANS1900I Return code is 0.

Related concepts

“Client-side data deduplication” on page 84
Data deduplication is a method of reducing storage needs by eliminating redundant data.

Related reference

“Deduplication” on page 358

Use the deduplication option to specify whether to enable redundant client-side data elimination
when data is transferred to the IBM Storage Protect server during backup and archive processing.

“Enablededupcache” on page 385

Use the enablededupcache option to specify whether you want to use a cache during client-side data
deduplication. Using a local cache can reduce network traffic between the IBM Storage Protect server and
the client.

“Exclude options” on page 395
Use the exclude options to exclude objects from backup, image, or archive services.

Related information
CLIENTDEDUPTXNLIMIT option
REGISTER NODE command

UPDATE NODE (Update node attributes)

Excluding files from data deduplication

You can exclude a file from data deduplication during backup or archive processing.

About this task

You can exclude only files for archive data deduplication. You can exclude files and images (where
applicable) for backup data deduplication.

Procedure
If you do not want certain files to be processed by client-side data deduplication, you can exclude files
from data deduplication processing using the GUI:
1. Click Edit > Client Preferences.
2. Click the Include-Exclude tab.
3. Click Add to open the Define Include-Exclude Options window.
4. Select a category for processing.
- To exclude a file from data deduplication during archive processing, select Archive in the Category
list.

« To exclude a file from data deduplication during backup processing, select Backup in the Category
list.

. Select Exclude.Dedup in the Type list.
. Select an item from the Object Type list.

o Ol

« For archive processing, only the File object type is available.
« For backup processing, select one of the following object types:

— File
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- Image

7. Specify a file or pattern in the File or Pattern field. You can use wildcard characters. If you do not want
to type a file or pattern, click Browse to open a selection window and select a file. For mounted file
spaces, you can choose the directory mount point from the selection window.

8. Click OK to close the Define Include-Exclude Options window. The exclude options that you defined
are in an exclude statement at the bottom of the Statements list box in the Include-Exclude
Preferences tab.

9. Click OK to save your selections and close the Preferences Editor.

What to do next
You can also exclude files from data deduplication processing by editing the dsm. sys file:

1. Add the deduplication yes option.

2. Exclude the files in a directory from data deduplication. For example, to exclude the files in the /Users/
Administrator/Documents/Taxes/ directory, add the following statement: EXCLUDE . dedup /Usezrs/
Administrator/Documents/Taxes/.../*

3. Exclude client-side data deduplication for image backup of a file system. For example, to exclude the /
home file system, add the following statement: EXCLUDE . DEDUP /home/*/+* IEOBJTYPE=Image.

Important: If an object is sent to a data deduplication pool, data deduplication occurs on the server, even
if the object is excluded from client-side data deduplication.

Related concepts

“Client-side data deduplication” on page 84
Data deduplication is a method of reducing storage needs by eliminating redundant data.

Related reference

“Deduplication” on page 358

Use the deduplication option to specify whether to enable redundant client-side data elimination
when data is transferred to the IBM Storage Protect server during backup and archive processing.

“Enablededupcache” on page 385

Use the enablededupcache option to specify whether you want to use a cache during client-side data
deduplication. Using a local cache can reduce network traffic between the IBM Storage Protect server and
the client.

“Exclude options” on page 395
Use the exclude options to exclude objects from backup, image, or archive services.

Automated client failover configuration and use

The backup-archive client can be automatically redirected to a failover server for data recovery when the
IBM Storage Protect server is unavailable. You can configure the client for automated failover or prevent
the client from failing over. You can also determine the replication status of your data on the failover
server before you restore or retrieve the replicated data.

Related tasks

Restoring or retrieving data during a failover

When the client is redirected to a failover server, you can restore or retrieve replicated data from the
server.

Automated client failover overview

When there is an outage on the IBM Storage Protect server, the backup-archive client can be
automatically redirected to a failover server for data recovery.

The IBM Storage Protect server that the client connects to during normal production processes is called
the primary server. When the primary server and client nodes are set up for node replication, that server is
also known as the source replication server.

90 IBM Storage Protect UNIX and Linux Backup-Archive Clients: Installation and User's Guide



The client data on the source replication server can be replicated to one or more IBM Storage Protect
server, which are known as target replication server. These servers are also known as failover server,
which are the servers that clients are redirected to if a primary server fails.

For the client to be directed to a failover server, the connection information for this server must be
made available to the client. During normal operations, the connection information for a failover server
is automatically sent to the client from the primary server during the logon process. The failover server
information is automatically saved to the client options file. No manual intervention is required by you to
add the information for this server.

Each time the client logs on to the server, the client attempts to contact the primary server. If the primary
server is unavailable, the client automatically fails over to a failover server, according to the failover server
information in the client options file.

In this failover mode, you can restore or retrieve any replicated client data. When the primary server is
online again, the client automatically fails back to the primary server the next time the client is started.

For example, the following sample text is the connection information that failover server is sent to the
client and saved to the client system options file (dsm. sys):

*%% These options should not be changed manually

REPLSERVERNAME TARGET
REPLTCPSERVERADDRESS 192.0.2.9
REPLTCPPORT 1501
REPLSSLPORT 1502
REPLSERVERGUID 60.4a.c3.el1.85.ba.11.e2.af.ce.00.0c.29.2£.07.d3

MYREPLICATIONServer TARGET
*%%x end of automatically updated options

Requirements for automated client failover

Before you configure or use the client for automated client failover, the backup-archive client and IBM
Storage Protect server must meet several requirements.

Ensure that the client meets the following requirements for automated client failover:

« The primary server, failover server, and backup-archive client must be running IBM Storage Protect 7.1,
or a later version.

« The primary and failover servers must be set up for node replication.

- The client node must be configured for node replication on the source replication server by using the
REGISTER NODE REPLSTATE=ENABLED or UPDATE NODE REPLSTATE=ENABLED server commands.

« By default, the client is enabled for automated client failover. However, if the
usereplicationfailover no option is specified in the client options file, either change the value to
yes, or remove the option.

- Valid connection information for a failover server must exist in the client options file. During normal
operations, this information is automatically sent to the client from the primary server.

« To save the failover server connection information that is sent from the primary server, the client must
have write access to the dsm. opt file on Windows clients, and the dsm. sys file on AIX, Linux, Mac OS
X, and Oracle Solaris clients. If the client does not have write access to these files, the failover server
information is not saved to the client options file, and an error is added to the error log.

« Non-root users cannot use the default location for the node replication table. You must specify a
different location by adding the nxtablepath option to the dsm. sys file. For more information, see
“Nrtablepath” on page 466.

« The following processes must occur before the connection information for a failover server is sent to the
options file:

— The client must be backed up to the source replication server at least one time.
— The client node must be replicated to a target replication server at least one time.

« Failover occurs for client nodes that are backed up with client-node proxy support when both the target
and agent nodes are configured for replication to a target replication server. When the target node is
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explicitly replicated, the agent node is implicitly replicated to the target replication server as well, along
with the proxy relationship.

For example, Node_B is granted authority to perform client operations on behalf of Node_A with the
following server command:

grant proxynode target=Node_A agent=Node_B

If both nodes are configured for replication with the replstate=enabled option in the node
definition, when Node_A is replicated, Node_B and the proxy relationship are replicated as well.

Restrictions for automated client failover

Review the following information to better understand the process and the restrictions that apply to
automated client failover.

The following restrictions apply for automated client failover:

« When the client is in failover mode, you cannot use any functions that require data to be stored on the
failover server, such as backup or archive operations. You can use only data recovery functions, such
as restore, retrieve, or query operations. You can also edit client options and change the IBM Storage
Protect client password.

« Schedules are not replicated to a failover server. Therefore, schedules are not run while the primary
server server is unavailable.

« After the client connects to a failover server in failover mode, the client does not attempt to connect to
the primary server until the next initial logon to the server. The client attempts to fail over to a failover
server only when the initial connection to the primary server fails. The initial connection is the first
connection that the client makes with the server.

If the primary server becomes unavailable during a client operation, the client does not fail over to a
failover server, and the operation fails. You must restart the client so that it can fail over to a failover
server, and then run the client operation again.

Restore operations that are interrupted when the primary server goes down cannot be restarted after
the client fails over. You must run the whole restore operation again after the client fails over to a
failover server.

- If the IBM Storage Protect password is changed before the client node is replicated, the password will
not be synchronized between the primary server and failover servers. If a failover occurs during this
time, you must manually reset the password on the failover server and the client. When the primary
server is online again, the password must be reset for the client to connect to the primary server.

If the password is reset while the client is connected to the failover server, the password must be reset
on the primary server before the client can log on to the primary server. This restriction is true if the
passwoxrdaccess option is set to generate or if the password is manually reset.

« If you backed up or archived client data, but the primary server goes down before it replicates the client
node, the most recent backup or archive data is not replicated to a failover server. The replication status
of the file space is not current. If you attempt to restore or retrieve the data in failover mode and the
replication status is not current, a message is displayed that indicates that the data you are about to
recover is out-of-date. You can decide whether to proceed with the recovery or wait until the primary
server comes back online.

- If an administrative user ID with client owner authority exists on the source replication server, and the
user ID has the same name as the client node, the administrative user ID is replicated during the node
replication process on the server. If such a user ID does not exist on the source replication server, the
replication process does not create this administrator definition on the target replication server.

If other administrative user IDs are assigned to the node, the IBM Storage Protect administrator
must manually configure the administrative user IDs on the target replication server. Otherwise, the
administrative user cannot connect to the target replication server (failover server) with the web client.

- If you restore a file from the IBM Storage Protect, and the file system is managed by IBM Storage
Protect for Space Management, you must not restore the file as a stub file. You must restore the
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complete file. Use the restoremigstate=no option to restore the complete file. If you restore the file
as a stub from the target server, the following consequences can occur:

— You cannot recall the file from the IBM Storage Protect source server by using the IBM Storage
Protect for Space Management client.

— The IBM Storage Protect for Space Management reconciliation process that runs against the IBM
Storage Protect source server expires the file. If the file is expired by a reconciliation process, you can
restore the complete file with the backup-archive client and the restoremigstate=no option.

Failover capabilities of IBM Storage Protect components

IBM Storage Protect components and products rely on the backup-archive client or API to back up data
to the primary IBM Storage Protect server. When the primary server becomes unavailable, some of these
products and components can fail over to one or more failover servers, while others are not capable of
failover.

To learn more about the failover capabilities of IBM Storage Protect components and products, see
technote 1649484.

Related tasks

Determining the status of replicated client data

You can verify whether the most recent backup of the client was replicated to a failover server before you
restore or retrieve client data from the server.

Configuring the client for automated failover

You can manually configure the client to be automatically redirected to a failover server.

Before you begin
Before you begin the configuration:
« Ensure that the client node participates in node replication on the primary server.

Note: If the replication server is V8.1.1 or earlier, and SSL is enabled, you must manually install

the SSL certificate on the client with the following command: gsk8capicmd_64 -cexrt -add

-db dsmcert.kdb -stashed -label "TSM sexrver STSMO1 self-signed key" -file
<certificate_file> -format ascii Where <certificate_file> is the path to the corresponding
certificate.

« Ensure that the client meets the requirements for automated client failover.

« Use this procedure only if the connection information for a failover server is not current or if the
connection information is not in the client options file.

About this task
You might manually configure the client for automated failover in the following situations:

 The failover server configuration was changed and the primary server is down before the client logs on
to the server. When you manually add the connection information, the client is enabled for failover.

« You accidentally erased some or all of the failover server connection information in the client options
file.

Tip: Instead of manually configuring the client options file, you can run the dsmc ¢ session
command, which prompts you to log on to the primary server. The connection information for the
failover server is sent automatically to the client options file.

Procedure

To manually configure the client for automated failover, complete the following steps:
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1. Ensure that the client is enabled for automated client failover by verifying that the
usereplicationfailover option is either not in the client options file or is set to yes. By default,
the client is enabled for automated client failover so the usereplicationfailover is not required
in the client options file.

2. Obtain the connection information about a failover server from the IBM Storage Protect server
administrator and add the information to the beginning of the client options file. Group the statements
into a stanza under the replsexrvername statement.

For example, add the following statements to the dsm. sys file:

REPLSERVERNAME TARGET

REPLTCPSERVERADDRESS 192.0.2.9

REPLTCPPORT 1501

REPLSSLPORT 1502

REPLSERVERGUID 60.4a.c3.el.85.ba.11.e2.af.ce.00.0c.29.2f.07.d3
SExrvername server_a

COMMMethod TCPip

TCPPort 1500

TCPServeraddress server_hostnamel.example.com

PASSWORDAccess prompt

MYREPLICATIONServer TARGET

3. Non-root users must specify a location for the node replication table by adding the nxtablepath
option to the dsm. sys file. The backup-archive client uses this table to store information about each
backup or archive operation to the IBM Storage Protect server.

You must specify a location that your user ID has write access to. For example:

nrtablepath /Volumes/nrtbl

Restriction: Do not specify the root directory (/) for the location of the node replication table.
4. Save and close the client options file.

5. Restart the backup-archive client GUI or log on to the IBM Storage Protect server from the command-
line interface.

The client is connected to the failover server.

Example

After you configured the client for automated client failover, and the client attempts to log on to the
server, the following sample command output is displayed:

IBM Spectrum Protect
Command Line Backup-Archive Client Interface
Client Version 8, Release 1, Level 0.0
Client date/time: 12/16/2016 12:05:35
(c) Copyright by IBM Corporation and other(s) 1990, 2016. All Rights Reserved.

Node Name: MY_NODE_NAME
ANS2106I Connection to primary IBM Spectrum Protect server 192.0.2.1 failed

ANS2107I Attempting to connect to failover server TARGET at 192.0.2.9 : 1501
Node Name: MY_NODE_NAME
Session established with server TARGET: Windows

Server Version 8, Release 1, Level 0.0

Server date/time: 12/16/2016 12:05:35 Last access: 12/15/2016 09:55:56

Session established in failover mode to failover server
ANS2108I Connected to failover server TARGET.

What to do next
You can restore or retrieve any replicated data in failover mode.

Related concepts
Automated client failover overview
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When there is an outage on the IBM Storage Protect server, the backup-archive client can be
automatically redirected to a failover server for data recovery.

Related tasks

Restoring or retrieving data during a failover
When the client is redirected to a failover server, you can restore or retrieve replicated data from the
server.

Related reference

Forcefailover
The forcefailover option enables the client to be directed immediately to a failover server.

Myreplicationserver
Themyreplicationserver option specifies which failover server stanza that the client uses during a
failover. Multiple failover server stanzas can be specified.

Nrtablepath

The nrtablepath option specifies the location of the node replication table on the client. The backup-
archive client uses this table to store information about each backup or archive operation to the IBM
Storage Protect server.

Replserverguid
The replserverguid option specifies the globally unique identifier (GUID) that is used when the client

connects to a failover server. The GUID is used to validate the failover server to ensure that it is the
expected server.

Replservername
The replservername option specifies the name of a failover server that the client connects to during a
failover.

Replsslport

The replsslport option specifies the TCP/IP port on the failover server that is SSL-enabled. The
replsslport optionis used when the client connects to a failover server. This option is deprecated if
you are connecting to an IBM Storage Protect server 8.1.2 and later levels, and version 7.1.8 and later
version 7 levels.

Repltcpport
The repltcppoxrt option specifies the TCP/IP port on the failover server to be used when the client is
redirected to a failover server.

Repltcpserveraddress
The repltcpserveraddress option specifies the TCP/IP address of a failover server to be used when
the client is redirected to a failover server.

Usereplicationfailover
The usereplicationfailover option specifies whether automated client failover occurs on a client
node.

Determining the status of replicated client data

You can verify whether the most recent backup of the client was replicated to a failover server before you
restore or retrieve client data from the server.

About this task

You can obtain the status of replicated client data to determine whether the most recent client backup
was replicated to a failover server.

If the time stamp of the most recent backup operation on the client matches the time stamp of the
backup on the failover server, the replication status is current.

If the time stamp of the most recent backup operation is different from the time stamp of the backup
on the failover server, the replication status is not current. This situation can occur if you backed up the
client, but before the client node can be replicated, the primary server goes down.
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Procedure
dsmc query filespace -detail

The following sample output shows that the time stamps on the server and the client match, therefore the
replication status is current:

i Last Incr Date Type fsID Unicode Replication File Space Name
1 00/00/6000 00:00:00 HFS 9 Yes  Current /A
Last Store Date Server Local
" Backup Data :  ©4/22/2013 19:39:17  04/22/2013 19:39:17
Archive Data : No Date Available No Date Available

The following sample output shows that time stamps on the server and the client do not match, therefore
the replication status is not current:

3 Last Incr Date Type fsID Unicode Replication File Space Name
1 00/00/0000 00:00:00 HFS 9 Yes Not Current /
Last Store Date Server Local
---é;;&&é-ﬁééé-: éi}éé}2013 19:39:17 éi}éi/2013 19:35:41
Archive Data : No Date Available No Date Available

What to do next

If you attempt to restore the data in failover mode and the replication status is not current, a message is
displayed that indicates that the data you are about to restore is old. You can decide whether to proceed
with the restore or wait until the primary server is online.

Related tasks

Restoring or retrieving data during a failover
When the client is redirected to a failover server, you can restore or retrieve replicated data from the
server.

Related reference
Nrtablepath

The nrtablepath option specifies the location of the node replication table on the client. The backup-
archive client uses this table to store information about each backup or archive operation to the IBM
Storage Protect server.

Preventing automated client failover

You can configure the client to prevent automated client failover.

About this task

You might want to prevent automated client failover, for example, if you know that the data on the client
node was not replicated to a failover server before the primary server went offline. In this case, you do not
want to recover any replicated data that is no longer current from the.

Procedure

To prevent the client node from failing over to a failover server, add the following statement to the client
options file:

usereplicationfailover no
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This setting overrides the configuration that is provided by the IBM Storage Protect server administrator
on the primary server.

Results

The client node is not automatically redirected to a failover server the next time it tries to connect to the
offline primary server.

Related tasks

Determining the status of replicated client data
You can verify whether the most recent backup of the client was replicated to a failover server before you
restore or retrieve client data from the server.

Related reference

Usereplicationfailover
The usereplicationfailover option specifies whether automated client failover occurs on a client
node.

Forcing the client to fail over

The client can immediately be redirected to a failover server even if the primary server is operational. For
example, you can use this technique to verify that the client is redirected to the expected failover server.

Procedure

To force the client to immediately directed to a failover server, complete the following steps:
1. Add the foxcefailover yes option in the client-system options file (dsm. sys).

2. Connect to the failover server by restarting the backup-archive client GUI or by starting a command
session with the dsme command.

3. Optional: Instead of updating the options file, you can establish a connection with the failover server
by specifying the -forcefailover=yes option with a command. For example:

dsmc g sess -forcefailover=yes

What to do next
You can verify that the client is connected to a failover server with one of the following methods:

« Check the Failover Server Information field in the Connection Information window in the backup-
archive client GUI.

« Check the command output when you start a command session. The status of the failover server is
displayed in the output.

Related reference

“Forcefailover” on page 413
The forcefailover option enables the client to be directed immediately to a failover server.

Configuring the client to back up and archive Tivoli Storage
Manager FastBack data

Before you can back up or archive Tivoli Storage Manager FastBack client data, you must complete
configuration tasks.

First ensure that you have configured the backup-archive client and that you installed the Tivoli Storage
Manager FastBack client.

Install the FastBack client by using the information at IBM Tivoli Storage Manager FastBack
documentation.

After you install the FastBack client, complete the following tasks:
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1. Register a node for each FastBack client where data is backed up or archived. The node name must be
the short host name of the FastBack client.

This is a one-time configuration performed once for each FastBack client whose volumes need to be
backed up or archived.

This registration step must be performed manually only when the backup-archive client is used as a
stand-alone application.

The Administration Center does this node registration automatically when the user creates schedules
for archiving or backing up FastBack data using the Administration Center. Starting with version 7.1,
the Administration Center component is no longer included in Tivoli Storage Manager or IBM Storage
Protect distributions.

FastBack users who have an Administration Center from a previous server release can continue to
use it to create and modify FastBack schedules. If you do not already have an Administration Center
installed, you can download the previously-released version from ftp://public.dhe.ibm.com/storage/
tivoli-storage-management/maintenance/admincenter/v6r3/. If you do not have an Administration
Center installed, you must create and modify FastBack schedules on the IBM Storage Protect
server. For information about creating schedules on the server, see the IBM Storage Protect server
documentation.

2. Use the server GRANT PROXY command to grant proxy authority to your current backup-archive client
node on each node representing the FastBack client created in step 1. The FastBack node should be
the target, and the current client node should be the proxy.

This is a one-time configuration, and is performed by the Administration Center if the backup or
archive is initiated by the Administration Center.

3. Runthe set passwoxrd command to store the credentials of the FastBack repositories where the
backup-archive client connects. Run the set password -type=fastback command once for each
repository where the backup-archive client is expected to connect.

The credentials that are stored depends on these configurations:

« Backup-archive client on the FastBack server

« Backup-archive client on the FastBack Disaster Recovery Hub

« Backup-archive client on a dedicated proxy workstation
Related concepts

“Installation requirements for backing up and archiving Tivoli Storage Manager FastBack client data” on

page 10
Before you can back up or archive your FastBack client data, you must install the required software.

Related reference

“Set Password” on page 735
The set passwoxrd command changes the IBM Storage Protect password for your workstation, or sets
the credentials that are used to access another server.

Cluster environment configuration and use

The term cluster has different meanings in different environments. It can mean highly available, high
performance, load balancing, grid computing, or some combination of all of these terms.

There are currently several clustering products available for UNIX and Linux, and this section defines
those aspects of a clustering environment that need to exist in order for this backup methodology to
work correctly. A basic understanding of how your cluster software functions is needed. Cluster software
related activities such as the development of application start and stop scripts are not described in this
section.

A cluster environment refers to a UNIX or a Linux environment which exhibits the following
characteristics:
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- Disks are shared between physical workstations, either in an exclusive fashion (only one host has
access to the logical disk at any one time) or in a concurrent fashion.

- Disks appear as local disks to the host and not as network resources.

Important: Mount the file systems locally to the system, not through a LAN-based file share protocol
such as network file system (NFS).

« Mount points of local disks are identical on each physical host in the environment (if file system /
groupl_diskl fails from NodeA to NodeB, itis mounted on NodeB as /groupl_diskl).

Overview of cluster environments

Cluster environments can be set up in many different configurations. This section describes the most
popular cluster configurations.

Active/Active: Pool cluster resources

In an active/active configuration, each node is actively managing at least one resource and is configured
as a backup for one or more resources in the cluster. Active/active is the most common form of a cluster
environment.

Active/Passive: Fault tolerant
In an active/passive configuration, one node actively manages the resource.

The other node is only used if the primary node experiences a fault and the resource needs to failover. An
active/passive cluster is a subtype of an active/active cluster.

Concurrent access

In a concurrent configuration, more than one node manages a resource. When a fault occurs, the resource
continues to be managed by the other nodes.

Configuring the backup-archive client in a cluster environment

The backup-archive client is designed to manage the backup of cluster drives by placing the backup-
archive client within the context of the cluster's resource groups.

About this task

This gives the advantage of backing up data from local resources (as opposed to accessing the data
across the network) to maximize the performance of the backup operation and to manage the backup
data relative to the resource group. Therefore, the backup-archive client can always back up data on
cluster resources as if the data were local data and maximize backup performance. This ensures that
critical data is getting backed up across system failures.

For example, an active/active cluster environment has three physical hosts in the cluster named NodeA,
NodeB, and NodeC.

The nodes have the following qualities:

« NodeA owns the cluster resource with file systems /Al and /A2
- NodeB owns the cluster resources with file systems /B1 and /B2
« NodeC owns the cluster resources with file systems /C1 and /C2

Note: NodeA might also have two non-clustered volumes, /fs1 and /fs2, that must be backed up.

For best backup performance, you might want all nodes in the cluster to perform the backups of the
shared file systems that they own. When a node failover occurs, the backup tasks of the failed node shift
to the node to which the failover occurred. For example, when NodeA fails over to NodeB, the backup

of /A1 and /A2 moves to NodeB.

Chapter 2. Configure the IBM Storage Protect client 99



The following are prerequisites before configuring the backup-archive client to back up cluster and
non-cluster volumes:

- A separate backup-archive client scheduler process must be run for each resource group being
protected. In normal conditions, each node would have two scheduler processes: one for the cluster
resources, and one for the local file systems. After a failure, additional scheduler processes are started
on a node in order to protect the resources that have moved over from another node.

- The backup-archive client password files must be stored on cluster disks so that after a failure, the
generated backup-archive client password is available to the takeover node.

 The file systems to be protected as part of a resource group are defined using the backup-archive client
domain option. The domain option is specified in the dsm. sys file, which should also be stored on a
cluster disk so that it can be accessed by the takeover node.

Follow the steps below to configure the backup-archive client in a cluster environment.

Procedure

1. Register backup-archive client node definitions on the IBM Storage Protect server. All nodes in the
cluster must be defined on the IBM Storage Protect server. If you are defining multiple cluster
resources in a cluster environment to failover independently, then unique node names must be
defined per resource group. For the above sample three-way active/active cluster configuration,
define three nodes (one per resource), as follows: (1) Protect: IBM>register node
nodeA nodeApw domain=standard, (2) Protect: IBM>register node nodeB nodeBpw
domain=standard, (3) Protect: IBM>register node nodeC nodeCpw domain=standard.

2. Configure the backup-archive client system-options file. Each node in the cluster must have separate
server stanzas for each cluster resource group in order to be backed up in each respective dsm. sys
file. You must ensure that the server stanzas are identical in the system option files on each node.
Alternatively, you can place the dsm. sys file on a shared cluster location. The server stanzas defined
to back up clustered volumes must have the following special characteristics:

- The nodename option must refer to the client node name registered on the IBM Storage Protect
server. If the client node name is not defined, the node name defaults to the host name of the node,
which might conflict with other node names used for the same client system.

Important: Use the nodename option to explicitly define the client node.
» The tcpclientaddress option must refer to the service IP address of the cluster node.

« The passworddir option must refer to a directory on the shared volumes that are part of the
cluster resource group.

- The errorlogname and schedlogname options must refer to files on the shared volumes that are
part of the cluster resource group to maintain a single continuous log file.

« Allinclude exclude statements must refer to files on the shared volumes that are part of the cluster
resource group.

- If you use the inclexcl option, it must refer to a file path on the shared volumes that are part of
the cluster group.

« The stanza names identified with the servername option must be identical on all systems.

3. Other backup-archive client options can be set as needed. In the following example, all three nodes,
NodeA, NodeB, and NodeC, must have the following three server stanzas in their dsm. sys file:

Servername serverl_nodeA
nodename NodeA
commmethod tepip

tcpport 1500

tcpserveraddress serverl.example.com
tcpclientaddres nodeA.example.com

passwordaccess generate

passworddir /A1l/tsm/pwd
managedservices schedule
schedlogname /ALl/tsm/dsmsched.log
errorlogname /Al/tsm/errorlog.log
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Servername

serverl_nodeB

nodename NodeB

commmethod tepip

tcpport 1500
tcpserveraddress serverl.example.com
tcpclientaddres nodeB.example.com
passwordaccess generate

passworddir /B1/tsm/pwd
managedservices schedule
schedlogname /B1l/tsm/dsmsched.log
errorlogname /Bl/tsm/errorlog.log
Servername serverl_nodeC
nodename NodeC

commmethod tepip

tcpport 1500
tcpserveraddress serverl.example.com
tcpclientaddres nodeC.example.com
passwordaccess generate

passworddir /C1/tsm/pwd
managedservices schedule
schedlogname /C1/tsm/dsmsched.log
errorlogname /C1l/tsm/errorlog.log

4. Configure the backup-archive client user-options file. The options file (dsm. opt) must reside on the
shared volumes in the cluster resource group. Define the DSM_CONFIG environment variable to refer
to this file. Ensure that the dsm. opt file contains the following settings:

« The value of the servername option must be the server stanza in the dsm. sys file which defines
parameters for backing up clustered volumes.

« Define the clustered file systems to be backed up with the domain option.

Note: Ensure that you define the domain option in the dsm. opt file or specify the option in the
schedule or on the backup-archive client command line. This is to restrict clustered operations to
cluster resources and non-clustered operations to non-clustered resources.

In the example, nodes NodeA, NodeB, and NodeC set up their corresponding dsm. opt file and
DSM_CONFIG environment variable as follows:

NodeA:

1) Set up the /Al/tsm/dsm.opt file:

servername serverl_nodeA
domain /A1l /A2

2) Issue the following command or include it in your user profile:
export DSM_CONFIG=/A1/tsm/dsm.opt

NodeB:

1) Set up the /B1/tsm/dsm.opt file:

servername serverl_nodeB
domain /Bl /B2

2) Issue the following command or include it in your user profile:
export DSM_CONFIG=/B1/tsm/dsm.opt

NodeC:

1) Set up the /Cl/tsm/dsm.opt file:

servername serverl_nodeC
domain /C1 /C2

2) Issue the following command or include it in your user profile:

export DSM_CONFIG=/C1/tsm/dsm.opt

5. Set up the schedule definitions for each cluster resource group. After the basic setup is completed,

define the automated schedules to back up cluster resources to meet the backup requirements. The
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procedure illustrates the schedule setup by using the built-in IBM Storage Protect scheduler. If you
are using a vendor-acquired scheduler, refer to the documentation provided by the scheduler vendor.

» Define a schedule in the policy domain where cluster nodes are defined. Ensure that the schedule's
startup window is large enough to restart the schedule on the failover node in case of a failure and
fallback event. This means that the schedule's duration must be set to longer than the time it takes
to complete the backup of the cluster data for that node, under normal conditions.

If the reconnection occurs within the start window for that event, the scheduled command is
restarted. This scheduled incremental backup reexamines files sent to the server before the
failover. The backup then "catches up" to where it stopped before the failover situation.

In the following example, the clus_backup schedule is defined in the standard domain to start the
backup at 12:30 A.M. every day with the duration set to two hours (which is the normal backup time
for each node's data).

Protect: IBM>define schedule standard clus_backup action=incr
starttime=00:30 startdate=TODAY Duration=2

» Associate the schedule with the all of the backup-archive client nodes defined to backup cluster
resources, as follows: (1) Protect: IBM>define association standard clus_backup
nodeA, (2) Protect: IBM>define association standard clus_backup nodeB, (3)
Protect: IBM>define association standard clus_backup nodeC.

6. Set up the scheduler service for backup. On each client node, a scheduler service must be configured
for each resource that the node is responsible for backing up, under normal conditions. The
DSM_CONFIG environment variable for each resource scheduler service must be set to refer to
the corresponding dsm. opt file for that resource. For the sample configuration, the following shell
scripts must be created to allow dsmcad processes to be started, as needed, from any node in the
cluster.

NodeA: /Al/tsm/startsched
#!/bin/ksh

export DSM_CONFIG=/A1/tsm/dsm.opt
dsmcad

NodeB: /B1/tsm/startsched
#!/bin/ksh

export DSM_CONFIG=/B1/tsm/dsm.opt
dsmcad

NodeC: /C1/tsm/startsched

#! /bin/ksh

export DSM_CONFIG=/C1/tsm/dsm.opt
dsmcad

7. Define the backup-archive client to the cluster application. To continue the backup of the failed
resource after a failover condition, the IBM Storage Protect scheduler service (for each cluster client
node) must be defined as a resource to the cluster application in order to participate in the failover
processing. This is required in order to continue the backup of the failed resources from the node
that takes over the resource. Failure to do so would result in the incomplete backup of the failed
resource. The sample scripts in step 5 can be associated with the cluster resources to ensure that
they are started on nodes in the cluster while the disk resources being protected move from one node
to another. The actual steps required to set up the scheduler service as a cluster resource are specific
to the cluster software. Refer to your cluster application documentation for additional information.

8. Ensure that the password for each node is generated and cached correctly in the location specified
using the passworddizr option. This can be validated by performing the following steps:

a) Validate that each node can connect to the IBM Storage Protect server without the password
prompt. You can do this by running the backup-archive client command line interface and issuing
the following command on each node:

#dsmc query session

If you are prompted to submit your password, enter the password to run the command
successfully and rerun the command. The second time, the command should run without the
prompt for the password. If you get prompted for the password, check your configuration.
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b) Validate that the other nodes in the cluster can start sessions to the IBM Storage Protect server
for the failed-over node. This can be done by running the same commands, as described in
the step above, on the backup nodes. For example, to validate if NodeB and NodeC can start a
session as NodeA in the failover event without prompting for the password, perform the following
commands on NodeB and NodeC

#fexport DSM_CONFIG=/Al/tsm/dsm.opt
J#dsmc query session

The prompt for the password might appear at this time, but this is unlikely. If you are prompted,
the password was not stored in the shared location correctly. Check the passworddixr option
setting used for NodeA and follow the configuration steps again.

¢) Ensure that the schedules are run correctly by each node. You can trigger a schedule by setting
the schedule's start time to now. Remember to reset the start time after testing is complete.

Protect: IBM>update sched standard clus_backup starttime=now

d) Failover and fallback between nodeA and nodeB, while nodeA is in the middle of the backup and
the schedule's start window, is still valid. Verify that the incremental backup continues to run and
finish successfully after failover and fallback.

e) Issue the command below to cause a node's (nodeA) password to expire. Ensure that backup
continues normally under normal cluster operations, as well as failover and fallback:

Protect: IBM>update node nodeA forcep=yes

9. Configure the backup-archive client to back up local resources.

a) Define client nodes on the IBM Storage Protect server. Local resources should never be backed
up or archived using node names defined to back up cluster data. If local volumes that are not
defined as cluster resources are backed up, separate node names (and separate client instances)
must be used for both non-clustered and clustered volumes.

In the following example, assume that only NodeA has local file systems /fs1 and /£s2 to

be backed up. In order to manage the local resources, register a node NodeA_local on the

IBM Storage Protect server: Protect: IBM>register node nodeA_local nodeA_localpw
domain=standard.

b) Add a separate stanza in each node's system options file dsm. sys that must back up local
resources with the following special characteristics:

« The value of the tcpclientaddress option must be the local host name or IP address. This is
the IP address used for primary traffic to and from the node.

« If the client backs up and restores non-clustered volumes without being connected to the
cluster, the value of the tcpclientaddress option must be the boot IP address. This is the IP
address used to start the system (node) before it rejoins the cluster:

Example stanza for NodeA_local:

Servername serverl_nodeA_local
nodename nodeA_local
commmethod tcpip

tcpport 1500

tcpserveraddress serverl.example.com
tcpclientaddres nodeA_host.example.com
passwordaccess generate
managedservices schedule

c) Define the user options file dsm. opt in a path that is on a non-clustered resource.

» The value of the servername option must be the server stanza in the dsm.sys file which defines
parameters for backing up non-clustered volumes.

« Use the domain option to define the non-clustered file systems to be backed up.
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Note: Ensure that you define the domain option in the dsm. opt file or specify the option in the
schedule or on the backup-archive client command line, in order to restrict the backup-archive
operations to non-clustered volumes.

In the following example, nodeA uses the following /home/admin/dsm. opt file and sets up the
DSM_CONFIG environment to refer to /home/admin/Al.dsm.opt.

Contents of /home/admin/Al.dsm.opt

servername ibm_nodeA_local
domain /fs1l /fs2

export DSM_CONFIG=/home/admin/Al.dsm.opt
d) Define and set up a schedule to perform the incremental backup for non-clustered file systems.

Protect: IBM>define schedule standard local_backup action=incr
starttime=00:30 startdate=TODAY Duration=2

Associate the schedule with all of the backup-archive client nodes that are defined to backup
non-clustered resources.

Protect: IBM>define association standard nodeA_local

10. Restore cluster file system data. All volumes in a cluster resource are backed up under the target
node defined for that cluster resource. If you need to restore the data that resides on a cluster
volume, it can be restored from the client node that owns the cluster resource at the time of the
restore. The backup-archive client must use the same user options file (dsm. opt) that was used
during the backup to restore the data. There are no additional setup requirements necessary to
restore data on cluster volumes.

11. Restore local file system data. The non-clustered volumes are backed up under the separate node
name setup for non-clustered operations. In order to restore this data, the backup-archive client
must use the same user options file dsm. opt that was used during the backup. In the example, set
environment variable DSM_CONFIG to referto /home/admin/Al.dsm.opt prior to performing a
client restore for the local node nodeA_local.

Related concepts

“Restoring your data” on page 233
Use IBM Storage Protect to restore backup versions of specific files, a group of files with similar names, or
entire directories.

Migrating legacy AIXIBM PowerHA SystemMirror setups

If you are currently using the backup-archive client in an IBM PowerHA SystemMirror environment using
the clustexrnode option, you must update your current configurations. The clusternode option is no
longer supported.

About this task

Perform the following steps to update your current configurations:

Procedure

1. Update the backup-archive client system-options file. As with the clusternode option, each node
in the cluster must continue to have separate server stanzas for each cluster resource group to be
backed up in each respective dsm. sys file. The existing dsm. sys file for NodeA might appear as
follows:
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Servername serverl_nodeA
commmethod tcpip

tcpp 1500

tcps serverl.example.com
tcpclientaddres nodeA.example.com
passwordaccess generate
passworddir /A1

clusternode yes
managedservices schedule
schedlogn /A1l/dsmsched.log
errorlogname /Al/errorlog.log

2. Notice that no nodename option is used in this sample. Make the following changes to the existing
dsm. sys file for NodeA.

« Remove the clusternode option.

» Specify a nodename option if you do not have one already specified.
3. The new dsm. sys file for NodeA should appear as follows:

Servername serverl_nodeA
commmethod tepip

nodename myclus (myclus is the existing cluster name )
tcpp 1500

tcps serverl.example.com
tcpclientaddres nodeA.example.com
passwordaccess generate
passworddir /A1

managedservices schedule

schedlogn /Al/dsmsched.log
errorlogname /Al/errorlog.log

4. Register backup-archive client nodes on the IBM Storage Protect server. If new backup-archive client
nodes are added in the first step to replace the current default value of the cluster node name, register
those nodes on the IBM Storage Protect server.

5. Update schedule definitions. If new backup-archive client nodes are added in the previous step,
ensure that the backup schedule definitions used earlier to back up this node's data are now
associated with the new client node names.

6. Validate the setup. For more information, see “Configuring the backup-archive client in a cluster
environment” on page 99.

AIX configuration considerations prior to performing snapshot-

based file backups and archives

If you are configuring your IBM Storage Protect AIX client to perform snapshot-based file backups and
archives, there are some items that you need to consider.

Ensure that the volume group containing the file system to be snapshot has sufficient disk space to
allow JFS2 external snapshots to be created for the file system.

The client uses a default size of 100 percent of the file system size for the snapshot size. This value
was found to be most appropriate for file systems with even moderate file system activity. If you
need to lower this value based on your experience with your own file system activity, you can use the
snapshotcachesize option to fine-tune this value.

Do not enable internal snapshots when creating new JFS2 file systems on AIX 6.1 or later for all file
systems managed by IBM Storage Protect. The client uses external snapshots and JFS2 does not allow
the creation of external and internal snapshots concurrently for the same file system.

Related reference
“Snapshotcachesize” on page 527
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Use the snapshotcachesize option to specify an appropriate size to create the snapshot.

Configuring NetApp and IBM Storage Protect for snapshot
difference incremental backups

You must configure the NetApp file server connection information to run the snapshot difference
incremental backup command on the backup-archive client. Also use the set passwoxrd command
to specify the file server hostname, and the password and username that is used to access the file server.

Before you begin
Note: The client supports NetApp Flex Group volumes for filer ONTAP 9.8 and later versions only.

Procedure

1. Establish a console session on the NetApp cluster and define a new user and group on the cluster by
using the following steps:

a) Create a user and assign a role based on the following snapdiff version you want to use.

Snapdiff version Example

Snapdiff v1 (depreciated in security login role create -role snapdiff_role -cmddirname
later release) DEFAULT -access readonly.

security login role create -role snapdiff_role -cmddirname
"vserver" -access readonly.

security login role create -role snapdiff_role -cmddirname
"volume snapshot" -access all.

security login create -vserver <vserver>-user-or-group-name
snapdiff_user -application ontapi -authentication-method
password - role snapdiff_role -comment "SnapDiff User".

Snapdiff v3 security login role create -vserver <vserver> -role snapdiff_role
-cmddirname "snapdiff" -access all.

security login role create -vserver <vserver> -role snapdiff_role
-cmddirname "license" -access all.

security login create -vserver <vserver> -user-or-group-name
snapdiff_user -application http -authentication-method password
-role snapdiff_role -comment "SnapDiff User".

b) From the NetApp cluster, enter the following command to list the user and role to verify the settings
and check that the output is similar:
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c) If the Require Initial Passwoxrd Update on First Login option for the role is set,
ensure to set an initial complex password and disable the Require Initial Password Update
on First Login. Otherwise, add the application SSH for the user to login.

=1 se ity iiff role -fields req e-

2. You need to turn on the snapdiff RPC server access by using the filer command. To enable or view the
status of snapdiff RPC server access, refer to the following commands:

- set advance

To enable the snapdiff RPC server, login to the server and issue the set advance command. When
you issue the command, a warning message is displayed, enter y to enable or n to cancel.

- vsexrver snapdiff-rpc-server show

The vsexrver snapdiff-rpc-sexrver showcommand displays the status of the snapdiff RPC
server. The command output depends on the specified parameters. If the command is issued
without parameters, the command displays the following details:

— The name of the Vserver.
— Whether the snapdiff RPC server access is enabled.

For information, see the vserver snapdiff-rpc-server show command.

« To enable the RPC server on a specified storage virtual machine, issue the following command:

set advanced
vserver snapdiff-rpc-server on -vserver svmname

Where svmname is the name of the storage virtual machine.

Note: For each SVM you want to use SnapDiff v3, ensure that at least one logical interface uses a
service-policy that contains the data-nfs service. The NFS Service does not need to be enabled. The
Snapdiff v3 uses two communication channels:

« REST for communication with the cluster.
« RPC protocol for data retrieval.

Important: To use Snapdiff v3, you must ensure that HTTP/HTTPS is configured and enabled by
default in ONTAP with self-signed certificates. You must also verify that client-side setting is also
completed.

3. Export the NetApp volumes and consider the following settings:

Tip: See the NetApp documentation for details on exporting the NetApp volumes for use with Linux
hosts.

« Map the NetApp volumes by using an NFS mount.
« Ensure the NetApp volumes have the UNIX security setting

4. Set the user ID, and password on the backup-archive client for the user ID that you created in step “1”
on page 106 using the following steps:
a) Log in as the root user ID.

b) From the backup-archive client command line, enter the following command:
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dsmc set password -type=filer my_file_server snapdiff_user newPassword

Substitute the following values:

my_file_server
This value is the fully qualified host name of your NetApp file server.

snapdiff_user
This value is the user ID that you created in step “1” on page 106.

newPassword
This value is the password for the user ID that you created in step “1” on page 106.

Related tasks

“Protecting clustered-data ONTAP NetApp file server volumes” on page 109

You can create a snapshot differential incremental backup of a volume on a NetApp file server that is part
of a clustered-data ONTAP configuration (c-mode file server).

Related reference

“Snapdiff” on page 519

Using the snapdiff (snapshot difference) option with the incxemental command streamlines the
incremental backup process. The command runs an incremental backup of the files that were reported as
changed by NetApp instead of scanning all of the volume for changed files.

“Snapdiffhttps” on page 526
Specify the snapdiffhttps option to use a secure HTTPS connection for communicating with a NetApp
filer during a snapshot differential backup.

“Createnewbase” on page 348
The createnewbase option creates a base snapshot and uses it as a source to run a full incremental
backup.

Enabling snapdiff RPC server
You need to turn on the snapdiff RPC server access by using the filer command.
To enable or view the status of snapdiff RPC server access, refer to the following commands:
- set advance

To enable the snapdiff RPC server, login to the server and issue the set advance command. When you
issue the command, a warning message is displayed, enter y to enable or n to cancel.

« vserver snapdiff-rpc-sexrver show

The vsexrver snapdiff-rpc-sexrver showcommand displays the status of the snapdiff RPC
server. The command output depends on the specified parameters. If the command is issued without
parameters, the command displays the following details:

— The name of the Vserver.
— Whether the snapdiff RPC server access is enabled.
For information, see the vserver snapdiff-rpc-server show command.
- To enable the RPC server on a specified storage virtual machine, issue the following command:

set advanced
vserver snapdiff-rpc-server on -vserver svmname

Where svymname is the name of the storage virtual machine.
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Protecting clustered-data ONTAP NetApp file server volumes

You can create a snapshot differential incremental backup of a volume on a NetApp file server that is part
of a clustered-data ONTAP configuration (c-mode file server).
Before you begin

« Complete the procedure in “Configuring NetApp and IBM Storage Protect for snapshot difference
incremental backups” on page 106.

 Ensure that the clustered-data ONTAP environment is correctly set up by the NetApp storage virtual
machine administrator.

Note: The client supports NetApp Flex Group volumes for filer ONTAP 9.8 and later versions only.
For the IBM Storage Protect supported levels of NetApp Data ONTAP, see technote 154613.

About this task

In a clustered-data ONTAP environment, storage virtual machines (also referred to as data vServers)
contain data volumes that can be protected by the backup-archive client.

A storage virtual machine consists of a single infinite volume or one or more flex volumes. Volumes
are accessed remotely using file sharing (CIFS on Windows operating systems, NFS on Linux operating
systems).

The storage virtual machines are managed by the cluster management filer, which is the physical filer (the
c-mode filer) on which the storage virtual machines reside. The backup client is installed on the remote
machine that accesses the volumes.

The backup-archive client must be configured with credentials for the NetApp c-mode filers that are being
accessed for backup operations.

Requirements:

« The following information is required for this procedure:

The host name or IP address of the cluster management filer.

The host name or IP address of the storage virtual machine.

The storage virtual machine name.

The cluster management filer credentials (user name and password).
- The cluster management filer user that is configured by the client must be assigned the ontapapi
capability with the role of admin.

The ontapapi capability does not allow interactive access to the filer with methods such as telnet,
ssh, or http/https. No other user capabilities are required to run snapshot differential incremental
backups.

Procedure

Complete the following steps on the remote machine where the backup-archive client is installed:

1. Configure the backup-archive client with the cluster management filer credentials. Use the dsmc set
passwoxrd command to store the credentials of the management filer that is associated with the
storage virtual machine.

For example, enter the following command:

dsmc set password -type=filer management_filer_hostname
management_filer_username management_filer_password

Where:

management_filer_hostname
The host name or IP address of the cluster management filer.
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management_filer_username
The user name of the cluster management filer.

management_filer_password

The password for user of the management filer.
Tip: The cluster management filer password is encrypted when it is stored by the backup-archive
client.

2. Associate each storage virtual machine with the management filer with the dsmc set netappsvm
command.
For example, enter the following command:

dsmc set netappsvm storage_virtual_machine_hostname
management_filer_hostname storage_virtual_machine_name

Where:

storage_virtual_machine_hostname
The host name or IP address of the storage virtual machine that is used to mount volumes to back
up.

management_filer_hostname
The host name or IP address of the cluster management filer.

storage_virtual_machine_name
The name of the storage virtual machine.

Note: The host name or IP address of the storage virtual machine that is used to mount volumes must
be consistent with what is specified in the dsmc set commands. For example, if the volumes are
mounted with a storage virtual machine IP address, the IP address (not the host name) must be used
inthe dsmc set commands. Otherwise, client authentication with the cluster management filer fails.

You need only to specify the dsmc set netappsvm command once for each storage virtual machine.
If the storage virtual machine is moved to a different cluster management filer, you must use the
command to update the associated cluster management filer host name.

3. Mount the remote storage virtual machine to a local file system.
For example, enter the following command for each storage virtual machine:

mount storage_virtual_machine_hostname /tmp/fsl

Where:

storage_virtual_machine_hostname
The host name or IP address of the storage virtual machine.

[tmp/£fsl
An example of a file system to mount the storage virtual machine volume to.

4. Start a full progressive incremental backup of a flex or infinite volume.

By default, HTTP access to the NetApp file server is not enabled. If you did not configure your file
server to allow access by using HTTP, use the backup-archive client snapdiffhttps option to enable
access to the cluster management server with the HTTPS protocol.

For example, on Linux clients, enter the following command:

dsmc incr /tmp/fsl -snapdiff -snapdiffhttps

Tip: You need only to run the full progressive incremental backup once. After this backup is
successfully completed, run differential backups in future backup operations.

5. Start a snapshot differential backup of the flex or infinite volume.

For example, on Linux clients, enter the following command:

dsmc incr /tmp/fsl -snapdiff -snapdiffhttps
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Example

A backup-archive client user wants to complete a snapshot differential incremental backup of the
volumes on a c-mode file server. The user is using a Windows backup-archive client to complete the
backup and the volumes are mounted as CIFS shares. The c-mode filer configuration is as follows:

ONTAP 8.31 management filer

Hostname: netapplmgmt.example.com
User: netapplmgmt_user

Password: pass4netapplmgmt

CIFS Domain Controller: WINDC
Domain User: domainuser

Flex volume storage virtual machine

Hostname: netappl-vl.example.com

Storage virtual machine name: netappl-clientl
CIFS share: demovol

Volume name: demovol

Infinite volume storage virtual machine

Hostname: netappl-v4.example.com
Storage virtual machine name: netappl-infiniteVolumel
CIFS Share: InfiniteVol

The user completes the following steps on the backup-archive client:
1. Configure the client with the management filer credentials by issuing the following command:

dsmc set password -type=filer netapplmgmt.example.com netapplmgmt_user
passdnetapplmgmt

2. Define storage virtual machine associations for each storage virtual machine with the following
commands:

dsmc set netappsvm netappl-vl.example.com netapplmgmt.example.com netappl-
clientl

dsmc set netappsvm netappl-v4.example.com netapplmgmt.example.com netappl-
infiniteVolumel

3. Map remote volumes to drive letters for each storage virtual machine:

net use y: \\netappl-vl.example.com\demovol WINDC\domainuser

net use z: \\netappl-v4.example.com\InfiniteVol WINDC\domainuser

4. Run a full progressive incremental backup of the flex volume and infinite volume:
dsmc incr y: -snapdiff -snapdiffhttps
dsmc incr z: -snapdiff -snapdiffhttps

You need only to run the full progressive incremental backup once. After this backup is successfully
completed, run differential backups in future backup operations.

5. Run a snapshot differential backup of the flex volume and infinite volume:

dsmc incr y: -snapdiff -snapdiffhttps

dsmc incr z: -snapdiff -snapdiffhttps
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SnapMirror support for NetApp snapshot-assisted progressive incremental
backup (snapdiff)

You can use NetApp's SnapDiff backup processing in conjunction with NetApp's SnapMirror replication to
back up NetApp source or destination filer volumes.

In a NetApp SnapMirror environment, data that is on volumes attached to the primary data center are
mirrored to volumes attached to a remote server at a disaster recovery site. The NetApp filer in the
primary data center is called the source filer; the NetApp filer at the disaster recovery site is called the
destination filer. You can use the backup-archive client to create snapshot differential backups of the
source or destination filer volumes.

Note: The client supports NetApp Flex Group volumes for filer ONTAP 9.8 and later versions only.

Scenario: Back up data on a source filer volume

You can configure the backup archive client to back up data from the source filer volumes. This scenario
requires you to configure a backup-archive client node such that it has access to the NetApp source filer
volumes by using NFS-exported shares to mount the filer volumes.

For example, assume a configuration where the source filer is named ProdFiler. Assume that a volume
named UserDataVol exists on ProdFiler filer and that the volume is accessible by using NFS from a
backup-archive client node. Assume that the share is mounted as UserDataVol_Share.

When you initiate a snapshot differential backup, the NetApp filer creates a new differential snapshot

on the volume that is being backed up. That differential snapshot is compared with the base (previous)
snapshot. The base snapshot name was registered on the IBM Storage Protect server when the previous
backup was completed. The contents of that base snapshot are compared to the differential snapshot
that is created on the source filer volume. Differences between the two snapshots are backed up to the
server.

The following command is used to initiate the snapshot differential backup. The command is entered on
the console of a client node that is configured to access and protect the source filer volumes. Because
this command is issued to back up volumes on a source filer, a new snapshot (the differential snapshot)
is created and the snapshot registered on the IBM Storage Protect server is used as the base snapshot.
Creating both the differential and base snapshots is the default behavior; the -diffsnapshot=create
option is a default value, and it does not need to be explicitly specified on this command.

dsmc incr \\ProdFiler\UserDataVol_Share -snapdiff -diffsnapshot=create

Back up data on a destination filer

A more typical configuration is to offload the backups from the source filer by creating backups of the
source volumes by using the replicated volume snapshots stored on the destination filer. Ordinarily,
backing up a destination filer presents a problem because creating a snapshot differential backup
requires that a new snapshot must be created on the volume that you are backing up. The destination filer
volumes that mirror the contents of the source volumes are read only volumes, so snapshots cannot be
created on them.

To overcome this read-only restriction, client configuration options are provided to allow you to use the
existing base and differential snapshots on the read-only destination volume to back up changes to the
IBM Storage Protect server.

Like in the source filer scenario, the destination filer volumes are accessed by using NFS-exported shares.

Snapshot differential options summary

The useexistingbase option causes the most recent snapshot on the volume to be used as the base
snapshot, when a base snapshot must be established. A new base snapshot is established when any of
the following conditions are true:
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« When this backup is the initial backup.
« When createnewbase=yes is specified.

« When the base snapshot that was registered by a previous differential snapshot no longer exists, and an
existing snapshot that is older than the missing base snapshot does not exist.

If this option is not specified, a new snapshot is created on the volume that is being backed up.

Because destination filer volumes are read-only volumes, useexistingbase must be specified when
creating snapshot differential backups of destination filer volumes. If useexistingbase is not specified,
snapshot differential backups of a destination filer volume fail because the new snapshot cannot be
created on the read-only volume.

When backing up destination filer volumes, use both the useexistinghbase option and the
diffsnapshot=1atest option to ensure that the most recent base and most recent differential
snapshots are used during the volume backup.

You use the basesnapshotname option to specify which snapshot, on the destination filer volume, to use
as the base snapshot. If you do not specify this option, the most recent snapshot on the destination filer
volume is used as the base snapshot. You can use wildcards to specify the name of the base snapshot.

You use the diffsnapshotname option to specify which differential snapshot, on the destination filer
volume, to use during a snapshot differential backup. This option is only specified if you also specify
diffsnapshot=1atest. You can use wildcards to specify the name of the differential snapshot.

The diffsnapshot=1atest option specifies that you want to use the latest snapshot that is found on
the file server as the source snapshot.

Additional information about each of these options is provided in the Client options reference topics.

Snapshot differential backup command examples

In the examples that follow, assume that volumes on a source filer are replicated, by using NetApp’s
SnapMirror technology, to a disaster recovery filer (host name is DRFiler). Because the DRFiler volumes
are read only, you use the options to specify which of the replicated snapshots that you want to use as the
base snapshot, and which of the snapshots you want to use as the differential snapshot. By specifying the
snapshots to use when creating a snapshot differential backup of a destination filer, no attempt is made to
create a snapshot on the read-only volumes.

The following commands are used to initiate snapshot differential backups. Most of these commands
create snapshot differential backups by using snapshots stored on the destination filer volumes. When
backing up from a destination filer volume, be sure to include the -useexistingbase option, because
that option prevents attempts to create a new snapshot on the read-only destination filer volumes.

Example 1: Back up a destination filer by using default nightly backups that were created by the
NetApp snapshot scheduler

dsmc incr \\DRFiler\UserDataVol_Share -snapdiff -useexistingbase
-diffsnappshot=1latest -basesnapshotname="nightly.?"

You can use a question mark (?) to match a single character. In this example,
-basesnapshotname=nightly. ? uses the latest base snapshot that is named "nightly.", followed
by a single character (for example: nightly.0, nightly.1, and so on).

Example 2. Back up a destination filer volume by using snapshots created manually (not created by
the NetApp snapshot scheduler)

dsmc incr \\DRFiler\UserDataVol_Share -snapdiff -useexistingbase
—-diffsnapshot=latest -basesnapshotname="share_vol_base?"”
-diffsnapshotname="share_vol_diff?"

This example also uses the question mark (?) wildcard to illustrate the syntax if the base and
differential snapshot names have different numbers as part of the name.
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Example 3. Back up a destination filer volume, and specify which snapshots to use for the base and
differential snapshots

dsmc incr \\DRFiler\UserDataVol_Share -snapdiff -useexistingbase
-diffsnapshot=1latest -basesnapshotname="share_vol_base”
—-diffsnapshotname="share_vol_diff_snap”

Example 4: Back up script-generated snapshots that use a naming convention
In this example, a script that is running on the NetApp filer adds a date and time stamp to the
snapshot names. For example, a snapshot created on November 3, 2012 at 11:36:33 PM is named
UserDataVol_20121103233633_snapshot. You can use wildcards with the options to select the
most recent base and differential snapshots. For example:

dsmc incr \\DRFiler\UserDataVol_Share -snapdiff -useexistingbase
-basesnapshotname="UserDataVol_Share_x_snapshot” -diffsnapshot=latest
-diffnsnapshotname="UserDataVol_Share_xsnapshot

-useexistingbase selects the most recent base snapshot. Adding an asterisk (*) wildcard

to -basesnapshotname selects the most recent base snapshot that follows the script-naming
convention. The -diffsnapshot=1atest option suppresses the creating of a new differential
snapshot and -diffsnapshotname= selects the most recent existing differential snapshot that
follows the script-naming convention. (The asterisks wildcards match any string).

Example 5: Perform a snapshot differential backup by using an existing differential snapshot that
exists on the source filer
To use an existing differential snapshot that exists on the source filer, use the
-diffsnapshot=1latest to prevent the creation of a new differential snapshot. Also use the
-diffsnapshotname option to specify which existing differential snapshot to use. The snapshot
you specify is compared to the base snapshot, which was registered in the IBM Storage Protect server
database when the last backup was created. For example:

dsmc incr \\ProdFiler\UserDataVol_Share -snapdiff -diffsnapshot=1latest
-diffsnapshotname="share_vol_diff_snap”

Support for NetApp Flex Group volumes by snapshot differential backup
(snapdiff)

As of client version 8.1.20, NetApp Flex Group volumes are supported by the Snapshot Differential
Backup (snapdiff) function.

Note: The client supports NetApp Flex Group volumes for filer ONTAP 9.8 and later versions only.

SSL certificate options for obtaining and storing a NetApp filer SSL certificate

You can use the SSL certificate options for obtaining and storing a NetApp filer SSL certificate that is
validated by REST APIs issued by the snapshot differential backup function for filer ONTAP 9.8 and later
versions.

You can use the following SSL certificate options:

« VerifyNetAppFilerCertificate=<value>
Where the value is one of the following options:
— AcceptNewServerOnly (default value)

A trust on first use approach, which accepts and stores the filer certificate if a certificate for that filer
does not currently exist. If a certificate for the file exists, it is not replaced. This is the default value.

— AlwaysAccept

Always accept and replace the filer certificate.
— UselocalCert

Used along with the NetAppFilerCertificatePath option to specify a local certificate.
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- SKIP

Disables SSL certificate validation. Using the SKIP option can present a security vulnerability. The
option should be used when advised to do so by IBM Support.

« NetAppFilerCertificatePath=<certificate path>

Where the certificate pathis the fully qualified certificate file to use along with the
UselLocalCert value of the VerifyNetAppFilerCexrtificate option.

Register your workstation with a server

Before you can use IBM Storage Protect, you must set up a node name and password and your node must
be registered with the server.

The process of setting up a node name and password is called registration. Two types of registration are
available, open and closed.

Your IBM Storage Protect server administrator chooses the type of registration for your site.

Restriction: Beginning with the IBM Storage Protect 8.1.2 server, open registration is no longer available.
You must use closed registration. Open registration is available only for the IBM Storage Protect 8.1.1,
8.1.0, version 7.1.7 or earlier server.

You must be a root user or authorized user to perform this required task.

If you plan to use the web client, you must have an administrative user ID with system privilege, policy
privilege, client access authority, or client owner authority. When a new node is registered, the server
administrator must create an administrative user ID that matches the node name. By default, this node
has client owner authority.

The IBM Storage Protect server administrator must specify the userid parameter with the REGISTER
NODE server command:

REGISTER NODE node_name password userid=user_id
where the node name and the administrative user ID must be the same. For example:

REGISTER NODE node_a mypasswOrd userid=node_a

Closed registration

With closed registration, the IBM Storage Protect administrator must register your workstation as a client
node with the server. If your enterprise uses closed registration, you must provide some information to
your IBM Storage Protect administrator.

About this task
You must provide the following items to your IBM Storage Protect administrator:

« Your node name (the value returned by the hostname command, the name of your workstation, or
the node name you specified with the nodename option). If you do not specify a node name with the
nodename option, the default login ID is the name that the hostname command returns.

« The initial password you want to use, if required.
« Contact information, such as your name, user ID, and phone number.
Your IBM Storage Protect administrator defines the following for you:

« The policy domain to which your client node belongs. A policy domain contains policy sets and
management classes that control how IBM Storage Protect manages the files you back up and archive.

« Whether you can compress files before sending them to the server.
« Whether you can delete backup and archive data from server storage.
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Open registration

With open registration, a system administrator can register your workstation as a client node with the IBM
Storage Protect version 8.1.1, version 8.1.0, version 7.1.7 or earlier server.

About this task

The first time you start a session, you are prompted for information necessary to register your workstation
with the IBM Storage Protect server that is identified in your client options file. You need to supply your
node name, a password, and contact information.

When you use open registration:

« Your client node is assigned to a policy domain named standard.
 You can delete archived copies of files from server storage, but not backup versions of files.

If necessary, your IBM Storage Protect administrator can change these defaults later.

Creating an include-exclude list

If you do not create an include-exclude list, the backup-archive client considers all files for backup
services and uses the default management class for backup and archive services.

About this task
This is an optional task, but an important one.

You can create an include-exclude list to exclude a specific file or groups of files from backup services,
and to assign specific management classes to files. The client backs up any file that is not explicitly
excluded. You should exclude IBM Storage Protect client directories from backup services. You can use
the query inclexcl command to display a list of include and exclude statements in the order they are
examined when determining whether an object is to be included.

Specify the include-exclude list in your dsm.sys file. If you define more than one server in your dsm.sys
file, each server must have its own include-exclude list. This list can also contain include-exclude
statements obtained from the include-exclude files you specify with the inclexcl option.

When the client processes include-exclude statements, the include-exclude statements within the
include-exclude file are placed at the position occupied by the inclexcl option in dsm.sys, in the same
order, and processed accordingly.

Procedure

You can use the following methods to create an include-exclude list or specify an include-exclude file:

« You can add include-exclude statements in the backup-archive client GUI or web client directory tree.
The online help provides detailed instructions.

a) Open the Edit menu and select Client Preferences. In the Preferences dialog, select the Include/
Exclude tab. You can specify an INCLEXCL file using the Preferences editor. However, you cannot
create the INCLEXCL file using the Preferences editor.

b) Create the include-exclude list manually, following the steps listed.
« You can create an include-exclude list manually by performing the following steps:
a) Determine your include and exclude requirements.

b) Locate the server stanza in your dsm.sys file. Each server stanza must have its own include-exclude
list.

¢) Enter your include and exclude statements. The client evaluates all exclude. fs and
exclude.dir statements first (regardless of their position within the include-exclude list), and
removes the excluded file spaces, directories, and files from the list of objects available for
processing. All other include-exclude statements are processed from the bottom of the list up.

116 IBM Storage Protect UNIX and Linux Backup-Archive Clients: Installation and User's Guide



Therefore, it is important to enter all your include-exclude statements in the proper order. For
example, in the following include-exclude list the includefile. cpp file is not backed up:

include /Users/user0l/Documents/includefile.cpp
exclude /Users/user@1/Documents/.../*

However, in the following include-exclude list the includefile. cpp file is backed up:

exclude /Users/user@1/Documents/.../*
include /Users/user0l/Documents/includefile.cpp

d) Save the file and close it.

For Mac OS X, ensure that you save the file as plain text encoded as Unicode (UTF-8 or UTF-16). Do
not add the . txt extension.

e) Restart the client to enable your include-exclude list.

Related concepts

“Considerations for Unicode-enabled clients” on page 424
An include-exclude file can be in Unicode or non-Unicode format.

“System files to exclude” on page 119
There are some system files that should be placed in the client options file so that they are excluded.

“Storage management policies” on page 287
Storage management policies are rules your administrator defines in order to manage your backups and
archives on the server.

Related reference

“Inclexcl” on page 423
The inclexcl option specifies the path and file name of an include-exclude options file.

Include-exclude options

This topic provides brief descriptions of the include and exclude options that you can specify in

your client options file, a minimum include-exclude list that excludes system files, a list of supported
wildcard characters, and examples of how you might use wildcard characters with include and exclude
patterns.

Exclude file spaces and directories

Use exclude.dir statements to exclude all files and subdirectories in the specified directory from
processing.

The backup-archive client evaluates all exclude.dir statements first (regardless of their position within
the include-exclude list), and removes the excluded directories and files from the list of objects available
for processing. The exclude.dixr statements override all include statements that match the pattern.

You can use the following options to exclude file spaces and directories from processing:

exclude.fs
Excludes file spaces matching the pattern. The client does not consider the specified file space for
processing and the usual deleted-file expiration process cannot occur. If you exclude a file space
that was previously included, existing backup versions remain on the server subject to retention rules
specified in the associated management class definition.

exclude.dir
Excludes a directory, its files, and all its subdirectories and their files from backup processing.
For example, the statement exclude.dir /test/dan/datal excludesthe /test/dan/datal
directory, its files, and all its subdirectories and their files. Using the exclude.dir option is
preferable over the standard exclude option to exclude large directories containing many files
that you do not want to back up. You cannot use include options to override an exclude.dir
statement. Only use exclude.dixr when excluding an entire directory branch.
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« Use the following statements to exclude volumes /Volumes/disk2 altogether from backup
processing. Note that the volume (/Volumes/disk?2) is backed up, but all other directories on /
Volumes/disk2 is excluded.

exclude /Volumes/disk2/x
exclude.dir /Volumes/disk2/x

« An alternative method for excluding an entire volume from domain incremental backup is to use a
domain statement to exclude the volume. For example:

domain "-/Volumes/disk2"

This alternative still permits selective backup processing of files on /Volumes/disk2.

Related reference

“Exclude options” on page 395
Use the exclude options to exclude objects from backup, image, or archive services.

Exclude files and directories from a journal-based backup
There are two methods of excluding files and directories from a journal-based backup.

« On AIX and Linux, one method is to add exclude statements to the client options file to prevent the files
or directories from being backed up during backup processing.

« On AIX and Linux the other method is to add exclude statements to the journal configuration file
tsmjbbd.ini, to prevent journal entries from being added for the files or directories, which prevents
them from being processed during a journal-based backup.

If you are running AIX 6.1 or later, add an exclude .snapshot statement to the tsmjbbd.ini file to
prevent JFS2 internal snapshot directories from being monitored by the journal-based backup daemon.

Note: There is no correlation between the two exclude statements. The preferred place for exclude
statements in tsmjbbd. ini to prevent them from entering the journal database and being processed
during a journal-based backup.

Control processing with exclude statements

After the client evaluates all exclude statements, the following options are evaluated against the
remaining list of objects available for processing.

Table 27 on page 118 lists the options that you can use to control processing with include and exclude
statements.

Table 27. Options for controlling processing using include and exclude statements

Option Description Page

Back up processing

exclude These options are equivalent. Use these options to exclude a file Exclude

1ude . back or group of files from backup services and space management options”

giglzdg fiieUp services (if the HSM client is installed). The exclude.backup on page

exclude ) file.backup option only excludes files from normal backup, but not from 395
) ) HSM.

Use these options to include files or assigh management classes  “Include

include for back : tions”
include. backup or backup processing. %
include.file @
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Table 27. Options for controlling processing using include and exclude statements (continued)

Option Description Page
include.fs Controls how the client processes your file space for “Include
incremental backups. options”
on page
424
Archive processing
Excludes a file or group of files from archive services. “Exclude
exclude.archive options”
on page
395
include These options are equivalent. Use these options to include files “Include
include.archive or assign management classes for archive processing. options”
on page
424
Image processing
exclude.fs.nas Excludes file systems on the NAS file server from an image “Exclude
backup when used with the backup nas command. If you options”
do not specify a NAS node name, the file system identified on page
applies to all NAS file servers. The backup nas command 395
ignores all other exclude statements including exclude . fs and
exclude.dir statements. This option is for AIX and Solaris
clients only.
exclude.image Excludes mounted file systems and raw logical volumes that “Exclude
match the specified pattern from full image backup operations. options”
Incremental image backup operations are unaffected by on page
exclude.image. This option is valid for AIX, Solaris, and all 395
Linux clients.
include.fs.nas Use the include. fs. nas option to bind a management class “Include
to Network Attached Storage (NAS) file systems. To specify options”
whether the client saves Table of Contents (TOC) information on page
during a NAS file system image backup, use the toc option 424
with the include. fs.nas option in your dsm.sys file. For more
information, see “Toc” on page 556. This option is valid only for
AIX and Solaris clients.
include.image Includes a file space or logical volume, assigns a management “Include
class, or allows you to assign one of several image backup options”
processing options to a specific logical volume when used with on page
the backup image command. The backup image command 424

ignores all other include options. This option is valid for AIX,
Solaris, Linux x86_64, and Linux on POWER?® only.

System files to exclude

There are some system files that should be placed in the client options file so that they are excluded.

Attention: These system files are either locked by the operating system or they can cause
problems during restore. These are system files that cannot be recovered without the possibility of

corrupting the operating system, or temporary files with data that you can easily recreate.

Note: This section applies to Mac OS X only.
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The implicitly generated statements can be seen in the lines of output of the quexry inclexcl command
with the source "operating system".

The backup-archive client adds the following exclude statements to the include-exclude list from your
dsm. sys file. Do not include any of these statements in the dsm. sys file, or duplicate entries occurs.

EXCLUDE.ARCHIVE "/.../Desktop DB"
EXCLUDE.BACKUP "/.../Desktop DB"
EXCLUDE.ARCHIVE "/.../Desktop DF"
EXCLUDE.BACKUP "/.../Desktop DF"
EXCLUDE.ARCHIVE /.vol
EXCLUDE.BACKUP /.vol
EXCLUDE.ARCHIVE /automount
EXCLUDE.BACKUP /automount
EXCLUDE.ARCHIVE /Network
EXCLUDE.BACKUP /Network
EXCLUDE.ARCHIVE /dev
EXCLUDE.BACKUP /dev
EXCLUDE.BACKUP /.vol/.../*
EXCLUDE.ARCHIVE /.vol/.../*
EXCLUDE.BACKUP /automount/.../*
EXCLUDE.ARCHIVE /automount/.../*
EXCLUDE.BACKUP /Network/.../*
EXCLUDE.ARCHIVE /Network/.../*
EXCLUDE.BACKUP /dev/.../*
EXCLUDE.ARCHIVE /dev/.../*
EXCLUDE.DIR /.vol

EXCLUDE.DIR /automount
EXCLUDE.DIR /Network

EXCLUDE.DIR /dev

Note:

1. Do not specify volumes with periods in the name (...). The backup-archive client uses the sequence of
periods as part of include-exclude processing. The client reports an invalid include-exclude statement
if a volume has a sequence of periods in the name. The volume must be renamed.

2. Objects that have a type of rhap and a creator of lcmt are excluded from processing. Generally, these
are special file-system objects that can also be created with the mknod command or are UNIX mount
points. The objects or mount points must be manually recreated as part of a full system restore.

You should have the following minimum include-exclude list in your include-exclude options file:

EXCLUDE  /.../dsmsched.log
EXCLUDE /.../dsmprune.log
EXCLUDE /.../dsmj.log

EXCLUDE  /.../dsmerror.log

EXCLUDE /.../.hotfiles.bTree

EXCLUDE.DIR /private/tmp

EXCLUDE.DIR /private/var/vm

EXCLUDE.DIR /private/var/tmp

EXCLUDE.DIR /private/var/db/netinfo/local.nidb
EXCLUDE.DIR .../.Trashes

EXCLUDE.DIR .../.Spotlight-*

/
/
EXCLUDE.DIR /.../Library/Caches
EXCLUDE.DIR /.../.fseventsd

Include and exclude files that contain wildcard characters

You must use special escape characters when including or excluding files and directories that contain
wildcard characters.

The backup-archive client treats wildcard characters in different ways on different platforms.

The names of directories and files can contain different symbols. The types of symbols that are allowed
depend on the operating system.

For example, on AIX, the names of directories or files can contain:

* 2?2 []
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To specify files and directories in include and exclude statements, you must use the escape character "\"
to specify the wildcards. However, the escape character can only be used inside the character classes

" [] II.

The following examples illustrate how to specify files and directories that contain wildcard characters
using the escape character and character classes in include-exclude statements.

To exclude the single directory /usrl/[dir2] from backup processing, enter the following in the dsm.sys file
or the include-exclude file:

exclude.dir "/usrdl/[\[]dir2[\]]"

To exclude the single file /usrl/fi*lel from backup processing, enter the following statement in the
dsm.sys file or the include-exclude file:

exclude "/usrl/fi[\*]lel"

Tip: If you use the Preferences Editor to include or exclude a single file or directory that contains
wildcard characters, you must manually edit the include or exclude statement to escape the wildcard
characters. The Preferences Editor does not automatically escape the wildcard characters. Follow the
previous examples to edit the include or exclude statements in the dsm.sys file or the include-exclude
file.

Related concepts

“Wildcard characters” on page 620
Use wildcard characters when you want to specify multiple files with similar names in one command.
Without wildcard characters, you must repeat the command for each file.

Include and exclude groups of files with wildcard characters
You can use wildcard characters to include or exclude groups of files.

To specify groups of files that you want to include or exclude, use the wildcard characters listed in the
following table. This table applies to include and exclude statements only.

A very large include-exclude list can decrease backup performance. Use wildcards and eliminate
unnecessary include statements to keep the list as short as possible.

Table 28. Wildcard and other special characters

Character Function

? The match one character matches any single character except the directory separator; it
does not match the end of the string. For example:

- The pattern ab? matches abc, but does not match ab, abab, or abzzz.
- The pattern ab?rs, matches abfrs, but does not match abrs, or abllrs.

The pattern ab?ef?rs, matches abdefjrs, but does not match abefrs, abdefrs, or
abefjrs.

The pattern ab??rs, matches abcdrs, abzzrs, but does not match abrs, abjrs, or
abkkkrs.

* The match-all character. For example:

The pattern ab*, matches ab, abb, abxxx, but does not match a, b, aa, bb.

The pattern ab*rs, matches abrs, abtrs, abrsrs, but does not match ars, or aabrs,
abrss.

The pattern ab*ef*rs, matches abefrs, abefghrs, but does not match abefr, abers.

The pattern abcd.*, matches abcd.c, abcd.txt, but does not match abcd, abcdc, or
abcdtxt.
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Table 28. Wildcard and other special characters (continued)

Character Function

/... The match-n character matches zero or more directories.
[ The open character-class character begins the enumeration of a character class. For
example:

xxx[abc] matches xxxa, xxxb, or xxxc.

- The character-class range includes characters from the first character to the last
character specified. For example:

xxx[a-z] matches xxxa, xxxb, XXXc, ... XXXZ.

\ The literal escape character. When used within a character class, it treats the next
character literally. When used outside of a character class, it is not treated in this way.
For example, if you want to include the ']' in a character class, enter [...\]...]. The escape
character removes the usual meaning of ']' as the close character-class character.

| The close character-class character ends the enumeration of a character class.

Related concepts

“Wildcard characters” on page 620

Use wildcard characters when you want to specify multiple files with similar names in one command.
Without wildcard characters, you must repeat the command for each file.

Examples using wildcards with include and exclude patterns

The backup-archive client accepts the exclude.dix option, which can be used to exclude directory
entries. However, the include and exclude.dir options cannot be used together.

Note: In the dsm.sys file, the include and exclude options do not work with symbolic links to
directories. For example, do not use /u in your include or exclude statements because /u is a symbolic
link to the /home directory. Instead of entering:

include /u/tmp/save.fil
enter:

include /home/tmp/save.fil

However, the exclude option does work with symbolic links to directories when you enter a backup
command with the absolute path that contains the symbolic link.

Table 29 on page 122 shows how to use wildcard characters to include or exclude files.

Table 29. Using wildcard characters with include and exclude patterns

Task Pattern

Exclude all files that end with . doc, except those found
. . . EXCLUDE /.../*.doc
in the home directory of aleko, Documents directory. INCLUDE /home/aleko/Documents/x.doc

Exclude all files during backup with an extension of bak, exclude /... /%.bak

except those found on the /usr file system in the dev include /usr/dev/x.bak
directory.

Exclude all files in any directory named tmp and

its subdirectories, except for the file /home/tmp/ iﬁﬁ%ﬂgi fﬁéﬁéﬂgé)géc;_ﬁl
save.fil.
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Table 29. Using wildcard characters with include and exclude patterns (continued)

Task Pattern
Exclude any . cpp file in any directory on the Vol1, i
Vol2, Vol3, and Vol4 volumes. EXCLUDE /Volumes/Vol[1-4]/.../*.cpp
Exclude any . cpp file in any directory on the /fs1, / i
fs2, /£s3 and /fs4 file systems. PGPS sl s
E?<clude the . cpp files found in the /£s2/source EXCLUDE /£52/source/*.cpp
directory.
Exclude any .o file in any directory on the /usri, / i
usr2, and /usr3 file systems. ctucls Jumel =l i
Exclude the .o files found in the root directory in the
. exclude /usr2/*.0
usx?2 file system only.
Exclude any file that resides under the tmp directory
found in any file system. SEMCS o 0ol HIRY 0 01/
Exclude thg entire directory structure /var/spool from exclude.dir /var/spool
all processing.
Exclude a single file system from backup processing. exclude. fs /sl
exclude.fs home:
Exclude all file systems mounted anywhere in the /
test/myfs/fs01 and /test/myfs/fs02 directory iﬁﬁﬂgi ) E ﬁiiﬁfﬂﬁiﬁigﬁf* -/
tree from backup processing.
Exclude the /home/mydir/test1 directory and any . .
files and subdirectories under it. SEMEISLCRRE TR e
Exclude all directories under the /home/mydir . .
directory with names beginning with test. exclude.dir /home/mydir/testx
Exclude all directories directly under the /mydir . .
directory with names beginning with test, on any file SEUECEREE Joo o IR T
system.
Exclude the raw logical volume from image backup. exclude. inage /dev/hdo
Exclude all symbolic links or aliases (aliases apply to
. EXCLUDE.ATTRIBUTE.SYMLINK /.../*
Mac OS X) from backup processing, except for the Docs  INCLUDE.ATTRIBUTE.SYMLINK /Users/userl/
directory for userl. Docs/*

Related concepts

“Examples using wildcards with include and exclude patterns” on page 122

The backup-archive client accepts the exclude.dixr option, which can be used to exclude directory
entries. However, the include and exclude.dir options cannot be used together.

Related reference
“Exclude options” on page 395
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Use the exclude options to exclude objects from backup, image, or archive services.

Symbolic link and alias processing

The backup-archive client evaluates all exclude.fs and exclude.dir statements and removes the
excluded file spaces and directories.

After this initial evaluation, the client evaluates any include-exclude statements for controlling symbolic
link and alias processing (exclude.attribute.symlink and include.attribute.symlink)
against the remaining list of objects available for processing.

Alias processing applies to Mac OS X.

Table 30 on page 124 defines options for controlling symbolic link and alias processing.

Table 30. Options for controlling symbolic link and alias processing

Option Description Page

exclude.attribute.symlink Excludes a file or a group of files that are “Exclude options” on page
symbolic links or aliases from backup 395
processing only.

include.attribute.symlink Includes a file or a group of files that “Include options” on page
are symbolic links or aliases within 424
broad group of excluded files for backup
processing only.

Determine compression and encryption processing

The backup-archive client evaluates exclude.dir and any other include-exclude options controlling
backup and archive processing, and then determines which files undergo compression and encryption
processing.

The following options determine which files undergo compression and encryption processing.

Table 31. Options for controlling compression and encryption

Option Description Page

Compression processing

exclude.compression Excludes files from compression processing if “Exclude
compression=yes is specified. This option applies to options”
backups and archives. on page
395
include.compression Includes files for compression processing if “Include
compression=yes is specified. This option applies to options”
backups and archives. on page
424

Encryption processing

exclude.encrypt Excludes files from encryption processing. “Exclude
options”

on page
395
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Table 31. Options for controlling compression and encryption (continued)

Option Description Page

include.encrypt Includes files for encryption processing. “Include

The data that you include is stored in encrypted form, options”

and encryption does not affect the amount of data sent or %@
received. —

Important: The include.encrypt option is the only way
to enable encryption on the backup-archive client. If no
include.encrypt statements are used encryption will not
occur.

Restriction: Client encryption with the include.encrypt
option is no longer supported for LAN-free backup and
archive operations to the IBM Storage Protect server 8.1.1
and later levels, or IBM Storage Protect7.1.8 and later
version 7 levels. LAN-free restore and retrieve operations
of encrypted backup versions and archive copies continue
to be supported. If you need to encrypt data by using

the include.encrypt option, in which data is encrypted
before it is sent to the server, use LAN-based backup or
archive operations.

Preview include-exclude list files

You can preview the list of objects to be backed up or archived according to the include-exclude list, prior
to sending any data to the server.

The backup-archive client GUI directory tree shows detailed information of included and excluded
objects. The directory tree windows in the backup-archive client GUI allow you to select files and
directories to include or exclude. You should use this preview command to make sure that you include
and exclude the correct files. The following is a sample scenario for using the include-exclude preview
function.

For example, follow these steps to back up the files on your /Usexrs/home file space:

1. Start the backup-archive client GUI and open the Backup tree. You can see all of the directories and
files that have been excluded by your options file and other sources.

2. Scroll down the tree and notice that all of the *. o files in your /Volumes/home/mary/myobjdir are
backed up.

3. You do not want to back up all of the x. o files, so you right click a . o file, and choose View File Details
from the popup menu.

4. The dialog shows that these files are included, so click the Advanced button and create a rule to
exclude all . o files from the DATA: \home file space.

5. Arule is created at the bottom of your options file. The current directory is refreshed in the Backup
tree, and the . o files have the red ' X', meaning they are excluded.

6. When you look at other directories, they show the new excludes that you have added. Click Backup to
back up the files on your /home file space.
Related reference

“Preview Archive” on page 664
The preview archive command simulates an archive command without sending data to the server.

“Preview Backup” on page 665
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The preview backup command simulates a backup command without sending data to the server.

Include and exclude option processing

The IBM Storage Protect server can define include-exclude options using the inclexcl parameterin a
client option set.

The include-exclude statements specified by the server are evaluated along with those in the client
options file. The server include-exclude statements are always enforced and placed at the bottom of the
include-exclude list and evaluated before the client include-exclude statements.

If the dsm.sys file include-exclude list contains one or more inclexcl options that specify include-
exclude files, the include-exclude statements in these files are placed in the list position occupied by the
inclexcl option and processed accordingly.

A very large include-exclude list can decrease backup performance. Use wildcards and eliminate
unnecessary include statements to keep the list as short as possible.

When performing an incremental backup, the client evaluates all exclude.fs and exclude.dir
statements first, and removes the excluded file spaces, directories, and files from the list of objects
available for processing.

After evaluating all exclude . fs and exclude.dir statements, the client evaluates the include-
exclude statements for controlling symbolic link or alias processing (exclude.attribute.symlink
and include.attribute.symlink) from the bottom up and stops if it finds an include or exclude
statement that matches the file it is processing. After the include-exclude statements for controlling
symbolic link or alias processing are processed, the client evaluates the remaining include-exclude list
from the bottom up and stops when it finds an include or exclude statement that matches the file it is
processing. The order in which the include and exclude options are entered therefore affects which files
are included and excluded.

To display a list of all include-exclude statements in effect on your client workstation in the actual order
they are processed, use the query inclexcl command.

The client program processes the list of include-exclude statements according to the following rules:

1. Files are checked; directories are only checked if the exclude.dir option is specified.

2. File names are compared to the patterns in the include-exclude list from the bottom up. When a match
is found, the processing stops and checks whether the option is include or exclude. If the option is
include, the file is backed up. If the option is exclude, the file is not backed up.

Note: If a match is not found, files are implicitly included and backed up.

3. When afile is backed up, it is bound to the default management class unless it matched an include
statement that specified a different management class name, in which case the file is bound to that
management class.

The following examples demonstrate bottom up processing.

Example 1
Assume that La Pomme is not the startup disk.

EXCLUDE /.../*.cpp
INCLUDE "/Volumes/La Pomme/Foo/.../*.cpp"
EXCLUDE "/Volumes/La Pomme/Foo/Junk/*.cpp"

The file being processed is: /Volumes/La Pomme/Foo/Dev/test.cpp. Processing follows these
steps:

1. Rule 3 (the last include or exclude statement defined) is checked first because of bottom-up
processing. The pattern /Volumes/La Pomme/Foo/Junk/*.cpp does not match the file name
that is being processed.

2. Processing moves to Rule 2 and checks. This time, pattern /Volumes/La Pomme/Foo/.../
* . cpp matches the file name that is being processed. Processing stops, the option is checked, and
itis included.
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3. File /Volumes/La Pomme/Foo/Dev/test.cpp is backed up.

Example 2
Assume that La Pomme is not the startup disk.

EXCLUDE /.../*.cpp
INCLUDE "/Volumes/La Pomme/Foo/.../*.cpp"
EXCLUDE "/Volumes/La Pomme/Foo/Junk/*.cpp"

The file being processed is: /Volumes/La Pomme/Widget/Sample File. Processing follows these

steps:

1. Rule 3 is checked and finds no match.

2. Rule 2 is checked and finds no match.

3. Rule 1 is checked and finds no match.

4. Because a match is not found, Volumes/La Pomme/Widget/Sample File is implicitly included
and is backed up.

Example 3
Assume that you defined the following statements for the include and exclude options:

exclude *.o
include /home/foo/.../*.0
exclude /home/foo/junk/*.0

The file being processed is: /home/foo/dev/test.o. Processing follows these steps:

1. Rule 3 (the last statement defined) is checked first because of bottom-up processing. The
pattern /home/foo/junk/* .o does not match the file name that is being processed.

2. Processing moves to Rule 2 and checks. This time, pattern /home/foo/. . ./*.0 matches the file
name that is being processed. Processing stops, the option is checked, and it is include.

3. File /home/foo/dev/test.ois backed up.

Example 4
Assume that you defined the following statements for the include and exclude options:

exclude *.obj
include /home/foo/.../*.0
exclude /home/foo/junk/*.0

The file being processed is: /home/widg/copyit.txt . Processing follows these steps:

1. Rule 3 is checked and finds no match.
2. Rule 2 is checked and finds no match.
3. Rule 1 is checked and finds no match.
4. Because a match is not found, file /home/widg/copyit.txt is implicitly included and backed
up.
Example 5
Assume that you defined the following statements for the include and exclude options:

exclude /.../*.0
include /home/foo/.../*.0
exclude /home/foo/junk/*.0

The current file being processed is: /home/1ib/objs/printf.o. Processing follows these steps:
1. Rule 3 is checked and finds no match.

2. Rule 2 is checked and finds no match.

3. Rule 1 is checked and a match is found.

4. Processing stops, the option is checked, and it is excluded.
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5. File /home/1ib/objs/printf.ois not backed up.

Example 6
Assume that you defined the following statements for the include and exclude options:

exclude.attribute.symlink /.../*
exclude /.../*.0

include /home/foo/.../*.0
exclude /home/foo/junk/*.0

The current file being processed is: /home/lib/objs/printf.o. Processing follows these steps:

1. The exclude.attribute.symlink statement is checked first. If the printf.o file is
a symbolic link it is excluded, otherwise proceed to the next step. Note that the
exclude.attribute.symlink statements are always processed before the other include-
exclude statements, regardless of their position in the include-exclude list.

. Rule 3 is checked and finds no match.
. Rule 2 is checked and finds no match.
. Rule 1 is checked and a match is found.

g b~ WON

. Processing stops, the option is checked, and it is excluded.
6. File /home/lib/objs/printf.o is not backed up.

Related concepts

“Exclude file spaces and directories” on page 117

Use exclude.dizr statements to exclude all files and subdirectories in the specified directory from
processing.

“Processing options” on page 297

You can use defaults for processing client options or you can tailor the processing options to meet your
specific needs. Read about an overview of processing options and explore the options reference that
provides detailed information about each option.

Related reference

“Exclude options” on page 395
Use the exclude options to exclude objects from backup, image, or archive services.

“Query Inclexcl” on page 681

The query inclexcl command displays a list of include-exclude statements in the order in which they
are processed during backup and archive operations. The list displays the type of option, the scope of the
option (archive, all, and so on), and the name of the source file.
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Chapter 3. Getting started

Before you can use the IBM Storage Protect backup-archive client, you must learn how to start a GUI or
command-line session, and how to start the client scheduler automatically. You can also learn about other
commonly used tasks.

Before you use the backup-archive client, complete the following tasks:

« “Starting a Java GUI session” on page 136

 “Starting a command-line session” on page 137

« “Start the client scheduler automatically” on page 157

« “Changing your password” on page 157

You can also complete the following tasks:

« “Using the IBM Storage Protect web user interface for remote client operations” on page 140

 “Sorting file lists using the backup-archive client GUI” on page 159

« “Displaying online help” on page 160

« “Ending a session” on page 160

Configuring the client security settings to connect to the IBM
Storage Protect server version 8.1.2 and later

There are several configuration options that pertain to the IBM Storage Protect client security settings
when connecting to the IBM Storage Protect server version 8.1.2 and later. Accepting the default values
for those options transparently configures the client for enhanced security, and is recommended for most
use cases.

Configuring by using the default security settings (fast path)

Fast path details the configuration options that impact the security of the client connection to the
server and the behavior for various use cases when default values are accepted. The fast path scenario
minimizes the steps in the configuration process at endpoints.

This scenario automatically obtains certificates from the server when the client connects the first time,
assuming that the IBM Storage Protect server SESSIONSECURITY parameter is set to TRANSITIONAL,
which is the default value at first connection. You can follow this scenario whether you first upgrade the
IBM Storage Protect server to version 8.1.2 and later version 8 levels, and then upgrade the client to
these levels, or vice versa.

Note: If a client connects to the IBM Storage Protect server by using version 8.1.6 or later version 8
levels, and is using either Shared Memory or Named Pipes for communication, the SESSIONSECURITY
parameter value for the client transitions to STRICT. In this case, if you want to use TCP/IP for
communication instead of Shared Memory or Named Pipes, and the client does not already have the
server's certificate, then first reset the SESSIONSECURITY parameter to TRANSITIONAL. You must then
connect to the server to automatically obtain the certificates.

Attention: This scenario cannot be used if the IBM Storage Protect server is configured for LDAP
authentication. If LDAP is used, you can manually import the certificates necessary by using the
dsmcert utility. For more information, see “Configuring without automatic certificate distribution”
on page 132.

Client options that affect session security

The following client options specify security settings for the client. For more information about these
options, see “Client options reference” on page 325.

© Copyright IBM Corp. 1993, 2025 129



SSLREQUIRED. The default value Default enables existing session-security connections to servers
earlier than V8.1.2, and automatically configures the client to securely connect to a version 8.1.2 or
later server by using TLS for authentication.

SSLACCEPTCERTFROMSERV. The default value Yes enables the client to automatically accept a self-
signed public certificate from the server, and to automatically configure the client to use that certificate
when the client connects to a version 8.1.2 or later server.

SSL. The default value No indicates that encryption is not used when data is transferred between the
client and a server earlier than version 8.1.2. When the client connects to a version 8.1.2 or later server,
the default value No indicates that object data is not encrypted. All other information is encrypted,
when the client communicates with the server. The value Yes indicates that SSL is used to encrypt all
information, including object data, when the client communicates with the server.

SSLFIPSMODE. The default value No indicates that a Federal Information Processing Standards (FIPS)
certified SSL library is not required.

In addition, the following options apply only when the client uses SSL connections to a server earlier than
version 8.1.2. They are ignored when the client connects to a later server.

SSLDISABLELEGACYTLS. A value of No indicates that the client does not require TLS 1.2 for SSL
sessions. It allows connection at TLS 1.1 and lower SSL protocols. When the client communicates with a
IBM Storage Protect server that is version 8.1.1 or earlier, No is the default.

LANFREESSL. The default value No indicates that the client does not use SSL when communicating with
the Storage Agent when LAN-free data transfer is configured.

REPLSSLPORT. Specifies the TCP/IP port address that is enabled for SSL when the client communicates
with the replication target server.

Uses cases for default security settings

First, the server is upgraded to V8.1.2 or later. Then, the client is upgraded. The existing client is not
using SSL communications:

— No changes are required to the security options for the client.
— The configuration is automatically updated to use TLS when the client authenticates with the server.

First, the server is upgraded to V8.1.2 or later. Then, the client is upgraded. The existing client is using
SSL communications:

— No changes are required to the security options for the client.
— SSL communication with existing server public certificate continues to be used.
— SSL communication is automatically enhanced to use the TLS level that is required by the server.

First, the client is upgraded to version 8.1.2 or later. Then, the server is upgraded later. The existing
client is not using SSL communications:

— No changes are required to the security options for the client.
— Existing authentication protocol continues to be used to servers at levels earlier than version 8.1.2.

— The configuration is automatically updated to use TLS when the client authenticate with the server
after the server is updated to version 8.1.2 or later.

First, the client is upgraded to version 8.1.2 or later. Then, the server is upgraded later. The existing
client is using SSL communications:

— No changes are required to the security options for the client.

— SSL communication with existing server public certificate continues to be used with servers at levels
earlier than version 8.1.2.

— SSL communication is automatically enhanced to use the TLS level that is required by the server after
the server is updated to version 8.1.2 or later.

First, the client is upgraded to version 8.1.2 or later. Then, the client connects to multiple servers. The
servers are upgraded at different times:
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— No changes are required to the security options for the client.

— The client uses existing authentication and session security protocol to servers at versions earlier
than version 8.1.2, and automatically upgrade to use TLS authentication when initially connecting to
a server at version 8.1.2 or later. Session security is managed per server.

« New client installation, server is at version 8.1.2 or later:

— Configure the client according to a new installation.

— Default values for the security options automatically configure the client for TLS-encrypted session
authentication.

— Set the SSL parameter to the Yes value if encryption of all data transfers between the client and the
server is required.

« New client installation, server is at a version earlier than version 8.1.2 :
— Configure the client according to a new client installation.

— Accept the default values for client session-security parameters if SSL encryption of all data transfers
is not required.

- Non-SSL authentication protocol is used until the server is upgraded to version 8.1.2 or later.

— Set the SSL parameter to the Yes value if encryption of all data transfers between the client and the
server is required, and proceed with the manual configuration for SSL.

- See “Configuring IBM Storage Protect client/server communication with Secure Sockets Layer” on
page 73 for configuration instructions.

- SSL communication is automatically enhanced to use the TLS level that is required by the server
after the server is updated to version 8.1.2 or later.

Related reference

Sslrequired

The sslrequired option specifies the conditions when SSL is or is not required when the client logs
on to the IBM Storage Protect server or storage agents. To actually enable SSL so client-to-server and
client-to-storage-agent communications are secure, you must set the client ss1 option to yes. When
communicating with the IBM Storage Protect server 8.1.2 and later levels, and version 7.1.8 and later
version 7 levels, this option no longer applies since SSL is always used.

Sslacceptcertfromserv

Use the sslacceptcertfromsexrv option to control whether the backup-archive client or the API
application accept and trust the IBM Storage Protect server's Secure Sockets Layer (SSL) public
certificate the first time they connect. This option applies only the first time that the backup-archive
client or the API application connects to the IBM Storage Protect server. When the SSL public certificate
is accepted, future changes to the certificate are not automatically accepted, and must be manually
imported to the backup-archive client. You can use this option to connect only to an IBM Storage Protect
server version 8.1.2 and later levels, and version 7.1.8 and later version 7 levels.

Ssl

Use the ss1 option to enable Secure Sockets Layer (SSL) to provide secure client and server
communications. When the backup-archive client communicates with an IBM Storage Protect server
8.1.1 and earlier version 8 levels, and version 7.1.7 and earlier levels, it determines whether SSL is
enabled. When the backup-archive client communicates with an IBM Storage Protect server 8.1.2 and
later version levels, and version 7.1.8 and later version 7 levels, SSL is always used and this option
controls whether object data is encrypted or not. For performance reasons, it might be desirable to not
encrypt the object data.

Sslfipsmode

The ss1fipsmode option specifies whether the client uses SSL Federal Information Processing
Standards (FIPS) mode for Secure Sockets Layer (SSL) communications with the server. The default is
no.

Ssldisablelegacytls
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Use the ssldisablelegacytls option to disallow the use of SSL protocols that are lower than TLS 1.2.

Lanfreessl

Use the lanfreessl option to enable Secure Sockets Layer (SSL) to provide secure client and Storage
Agent communications. This option is deprecated if you are connecting to an IBM Storage Protect 8.1.2
and later levels, and 7.1.8 and later version 7 levels.

Replsslport

The replsslport option specifies the TCP/IP port on the failover server that is SSL-enabled. The
replsslport optionis used when the client connects to a failover server. This option is deprecated if
you are connecting to an IBM Storage Protect server 8.1.2 and later levels, and version 7.1.8 and later
version 7 levels.

Configuring without automatic certificate distribution

This scenario details the configuration options that impact the security of the client when automatic
distribution of certificates from the server is not acceptable. For example, automatic distribution of
certificates from the server is not acceptable if the server is configured to use LDAP authentication or it is
necessary that certificates are signed by a certificate authority (CA).

Options that affect session security

The options for security settings are the same as those described in “Configuring by using the

default security settings (fast path)” on page 129, with the exception that you must set the
SSLACCEPTCERTFROMSERYV option to No to ensure that the client does not automatically accept a self-
signed public certificate from the server when the client first connects to a version 8.1.2 or later server.

Uses cases for configuring the client without automatic certificate distribution

If automatic certificate distribution is not possible or wanted, use the dsmcert utility to import the
certificate. Obtain the necessary certificate from the IBM Storage Protect server or from a CA. The CA can
be from a company such as VeriSign or Thawte, or an internal CA that is maintained within your company.

« First, the server is upgraded to version 8.1.2. Then, the client is upgraded. The existing client is not
using SSL communications:

— Set the SSLACCEPTCERTFROMSERYV option with the value No.

— Obtain the necessary certificate from the IBM Storage Protect server or from a CA and use
the dsmcert utility to import the certificate. See “Configuring IBM Storage Protect client/server
communication with Secure Sockets Layer” on page 73 for configuration instructions.

« First, the server is upgraded to version 8.1.2 or later. Then, the client is upgraded. The existing client is
using SSL communications:

— No changes are required to the security options for the client. If the client already has a server
certificate for SSL communication, the SSLACCEPTCERTFROMSERV option does not apply.

— SSL communication with existing server public certificate continues to be used.
— SSL communication is automatically enhanced to use the TLS level that is required by the server.

« First, the client is upgraded to version 8.1.2 or later. Then, the server is upgraded later. The existing
client is not using SSL communications:

— Set the SSLACCEPTCERTFROMSERYV option with the value No.
— Existing authentication protocol continues to be used to servers at levels earlier than version 8.1.2.
— Before the client connects to a version 8.1.2 or later server:

- Obtain the necessary certificate from the IBM Storage Protect server or from a CA and use
the dsmcert utility to import the certificate. See “Configuring IBM Storage Protect client/server
communication with Secure Sockets Layer” on page 73 for configuration instructions.

« First, the client is upgraded to version 8.1.2 or later. Then, the server is upgraded later. The existing
client is using SSL communications

132 IBM Storage Protect UNIX and Linux Backup-Archive Clients: Installation and User's Guide



— No changes are required to the security options for the client. If the client already has a server
certificate for SSL communication, the SSLACCEPTCERTFROMSERYV option does not apply.

— SSL communication with existing server public certificate continues to be used with servers at levels
earlier than version 8.1.2.

— SSL communication is automatically enhanced to use the TLS level that is required by the server after
the server is updated to version 8.1.2 or later.

- First, the client is upgraded to version 8.1.2 or later. Then, the client connects to multiple servers. The
servers are upgraded at different times:

— Set the SSLACCEPTCERTFROMSERYV option with the value No.
— Existing authentication protocol continues to be used to servers at levels earlier than version 8.1.2.

— Before the client connects to a version 8.1.2 or later server, or when SSL communication is required
at any server level:

- Obtain the necessary certificate from the IBM Storage Protect server or from a CA and use
the dsmcert utility to import the certificate. See “Configuring IBM Storage Protect client/server
communication with Secure Sockets Layer” on page 73 for configuration instructions.

— The client uses existing authentication and session security protocol to servers at versions earlier
than version 8.1.2, and automatically upgrade to use TLS authentication when initially connecting to a
server at version 8.1.2 or later. Session security is managed per server.

« New client installation, server is at version 8.1.2 or later:

— Configure the client according to a new installation.
— Set the SSLACCEPTCERTFROMSERYV option with the value No.

— Obtain the necessary certificate from the IBM Storage Protect server or from a CA and use
the dsmcert utility to import the certificate. See “Configuring IBM Storage Protect client/server
communication with Secure Sockets Layer” on page 73 for configuration instructions.

— Set the SSL parameter to the Yes value if encryption of all data transfers between the client and the
server is required.

« New client installation, server is at a version earlier than version 8.1.2, SSL-encrypted sessions are
required:
— Configure the client according to a new installation.
— Set the SSL parameter to the Yes value.

— Obtain the necessary certificate from the IBM Storage Protect server or from a CA and use
the dsmcert utility to import the certificate. See “Configuring IBM Storage Protect client/server
communication with Secure Sockets Layer” on page 73 for configuration instructions.

« New client installation, server is at a version earlier than version 8.1.2, SSL-encrypted sessions are not
required:
— Configure the client according to a new installation.
— Set the SSLACCEPTCERTFROMSERYV option with the value No.
- Non-SSL authentication protocol is used until the server is upgraded to version 8.1.2 or later.
— Before the client connects to a version 8.1.2 or later server:

- Obtain the necessary certificate from the IBM Storage Protect server or from a CA and use
the dsmcert utility to import the certificate. See “Configuring IBM Storage Protect client/server
communication with Secure Sockets Layer” on page 73 for configuration instructions.

Related reference

Sslrequired

The sslrequired option specifies the conditions when SSL is or is not required when the client logs
on to the IBM Storage Protect server or storage agents. To actually enable SSL so client-to-server and
client-to-storage-agent communications are secure, you must set the client ss1 option to yes. When
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communicating with the IBM Storage Protect server 8.1.2 and later levels, and version 7.1.8 and later
version 7 levels, this option no longer applies since SSL is always used.

Sslacceptcertfromserv

Use the sslacceptcertfromsexrv option to control whether the backup-archive client or the API
application accept and trust the IBM Storage Protect server's Secure Sockets Layer (SSL) public
certificate the first time they connect. This option applies only the first time that the backup-archive
client or the API application connects to the IBM Storage Protect server. When the SSL public certificate
is accepted, future changes to the certificate are not automatically accepted, and must be manually
imported to the backup-archive client. You can use this option to connect only to an IBM Storage Protect
server version 8.1.2 and later levels, and version 7.1.8 and later version 7 levels.

Ssl

Use the ss1 option to enable Secure Sockets Layer (SSL) to provide secure client and server
communications. When the backup-archive client communicates with an IBM Storage Protect server
8.1.1 and earlier version 8 levels, and version 7.1.7 and earlier levels, it determines whether SSL is
enabled. When the backup-archive client communicates with an IBM Storage Protect server 8.1.2 and
later version levels, and version 7.1.8 and later version 7 levels, SSL is always used and this option
controls whether object data is encrypted or not. For performance reasons, it might be desirable to not
encrypt the object data.

Sslfipsmode

The sslfipsmode option specifies whether the client uses SSL Federal Information Processing
Standards (FIPS) mode for Secure Sockets Layer (SSL) communications with the server. The default is
no.

Ssldisablelegacytls
Use the ssldisablelegacytls option to disallow the use of SSL protocols that are lower than TLS 1.2.

Lanfreessl

Use the lanfreessl option to enable Secure Sockets Layer (SSL) to provide secure client and Storage
Agent communications. This option is deprecated if you are connecting to an IBM Storage Protect 8.1.2
and later levels, and 7.1.8 and later version 7 levels.

Replsslport

The replsslpoxt option specifies the TCP/IP port on the failover server that is SSL-enabled. The
replsslpoxrt option is used when the client connects to a failover server. This option is deprecated if
you are connecting to an IBM Storage Protect server 8.1.2 and later levels, and version 7.1.8 and later
version 7 levels.

Secure password storage

Beginning in IBM Storage Protect version 8.1.2 and version 7.1.8, the location of the IBM Storage Protect
password is changed.

In version 8.1.0 and version 7.1.6 and earlier clients, the IBM Storage Protect password was stored in the
Windows registry for Windows clients, and stored in the TSM. PWD file on UNIX and Linux clients.

Beginning in version 8.1.2 and version 7.1.8, the IBM Global Security Kit (GSKit) keystores are used

to store all IBM Storage Protect passwords. The process of importing server certificates is simplified.
For information about importing server certificates, see “Configuring IBM Storage Protect client/server
communication with Secure Sockets Layer” on page 73.

When you upgrade to the IBM Storage Protect 8.1.2 or later client from an earlier client that uses the old
password locations, the existing passwords are migrated to the following files in the new password store:

TSM.KDB
The file that stores the encrypted passwords.

TSM.sth
The file that stores the random encryption key that is used to encrypt passwords in the TSM.KDB file.
This file is protected by the file system. This file is needed for automated operations.
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TSM. IDX
An index file that is used to track the passwords in the TSM. KDB file.

For Data Protection for VMware clients, the Data Protection for VMware GUI server administration
password is migrated to a keystore.

Password locations on UNIX and Linux clients

On UNIX and Linux clients, the existing passwords in the TSM. PWD files are migrated to the new password
store in the same location. For root users, the default location for the password store is /etc/adsm. For
non-root users, the location of the password store is specified by the passworddir option.

The TSM. PWD file is deleted after the migration.
Note: The new password store will not be in the default location (/etc/adsm) in the following situations:

« The TSM. PWD file did not exist in the /etc/adsm directory.
« The options file specifies a passworddix option that points to a different location.

The trusted communications agent is no longer available

The trusted communications agent (TCA), previously used by non-root users in version 8.1.0 and version
7.1.6 and earlier clients, is no longer available. Root users can use the following methods to allow
non-root users to manage their files:

Help desk method
With the help desk method, the root user runs all backup and restore operations. The non-root user
must contact the root user to request certain files to be backed up or restored.

Authorized user method
With the authorized user method, a non-root user is given read/write access to the password store
by using the passworddir option to point to a password location that is readable and writable by
the non-root user. This method allows non-root users to back up and restore their own files, use
encryption, and manage their passwords with the passwordaccess generate option.

For more information, see “Enable non-root users to manage their own data” on page 55.

If neither of these methods are satisfactory, you must use the earlier clients that included the TCA.

IBM Storage Protect client authentication

When using the graphical user interface or command line interface of the IBM Storage Protect client, you
can log on using a node name and password or administrative user ID and password.

The client prompts for your user ID and compares it to the configured node name. If they match, the client
attempts to authenticate the user ID as a node name. If the authentication fails or if the user ID does

not match the configured node name, the client attempts to authenticate the user ID as an administrative
user ID.

To use an administrative user ID with any of the backup-archive clients, the user ID must have one of the
following authorities:

System privilege
Authority over the entire system. An administrator with system privilege can perform any
administrative task.

Policy privilege
Authority over the node policy domain. Allows an administrator to manage policy objects, register
client nodes, and schedule client operations for client nodes.

Client owner
Authority over the registered IBM Storage Protect client node. You can access the client through the
web client or backup-archive client. You own the data and have a right to physically gain access to the
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data remotely. You can back up and restore files on the same or different system, and you can delete
file spaces or archive data.

Client access
To use the web client to back up and restore files on a remote client system, you must have an
administrative user ID with client access authority over the node name for the remote client system. If
you do not want IBM Storage Protect administrators with client access authority over your node name
to be able to back up and restore files on your system, specify the revokeremoteaccess option in
your client options file.

Client access authority only allows IBM Storage Protect administrators to back up and restore files on
remote systems. They do not have physical access to the data. That is, they cannot restore the data
belonging to the remote system to their own systems. To restore data belonging to a remote system to
your own system, you must possess at least client owner authority.

To determine what authority you have, you can use either of the following methods:

« From the main IBM Storage Protect GUI window, select File » Connection Information.

« Use the IBM Storage Protect server QUERY ADMIN command from the administrative command-line
client.

Related reference

Revokeremoteaccess

The revokeremoteaccess option restricts an administrator with client access privilege from accessing a
client workstation that is running the web client.

Related information
QUERY ADMIN command

Starting a Java GUI session

The steps that are used to start the backup-archive client graphical interface (GUI) program depend on
the operating system.

Procedure

Complete the procedure that is appropriate for your operating system to start the Java GUL.

Operating Procedure
System

Mac 0S X « Double-click the IBM Storage Protect application to start the backup-archive client
without system administrator privileges. When you run the client without system
administrator privileges, you can manage files that are owned by the current user.

« Double-click IBM Storage Protect for Administrators and select IBM Storage Protect.
After you enter a system administrator user name and password, the client starts with
system administrator privileges. When you run the client with system administrator
privileges, you can manage files that are owned by all users on the system.

« You can also start the backup-archive client by using the dsmj command. You can run
the client as either a foreground or background process. The dsmj script is installed
in /Library/Application Support/tivoli/tsm/client/ba/bin.

AIX, I:inux, On UNIX systems other than Mac OS X, the backup-archive client GUI must be run from
Solaris the X Window System. If you see the IBM Storage Protect icon on your desktop, the client
is already running. Double-click the icon to open the IBM Storage Protect window. If

the IBM Storage Protect icon is not displayed on your desktop, start the backup-archive
client graphical interface by using the dsmj command. You can run the client as either a
foreground or background process.
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Operating Procedure
System

Note: From IBM Storage Protect 8.1.23 version, the Java GUI component is not
supported on Oracle Solaris x86_64 client.

The backup-archive client locates and uses the options that are specified in the client system options file
(dsm.sys) and the client options files (dsm. opt).

What to do next

IBM Storage Protect password
Your IBM Storage Protect administrator can require you to use a password to connect to the server.
The IBM Storage Protect client prompts you for the password if one is required. Contact your IBM
Storage Protect administrator if you do not know your password.

Setup wizard
When the client GUI starts, it checks to see whether a client options file exists.

If the client options file does not exist (which usually happens after you have installed the client
for the first time on your system), the setup wizard automatically starts and guides you through the
configuration process.

The client options file is dsm.sys.

Related concepts

“Configure the IBM Storage Protect client” on page 53

After installing the backup-archive client, you must configure it before performing any operations.
Related tasks

“Changing your password” on page 157
Your IBM Storage Protect administrator can require you to use a password to connect to the server.

Starting a command-line session

You can start a command-line session by invoking the dsmec command.

Note: If the /usx/bin directory contains a symbolic link to the IBM Storage Protect executable, and
all DSM environment variables are set, you can enter the dsmec command from any directory. Otherwise,
enter the fully qualified path of the command.

Note: On Mac OS X, system administrators can use the sudo command to gain additional authority so the
backup-archive client can access files for all users on the system.

On the command line enter dsmc followed by the command (batch mode). If the /usx/bin or opt/bin
directory contains a symbolic link to the IBM Storage Protect installation directory, you can enter the
dsmc command from any directory. Otherwise you can enter the fully qualified name.

One can start client with "dsmc" command only in case PATH environment variable is updates with path
to the client location.

Your IBM Storage Protect administrator can require you to use a password to connect to the server. The
client prompts you for a password, if it is required. Contact your administrator if you do not know your
password.

Related concepts

“Options in interactive mode” on page 618
In interactive mode, options that you enter on the initial command line override the value that you
specified in your options file.

“UNIX and Linux client root and authorized user tasks” on page 53
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An authorized user is any non-root user who has read and write access to the stored password
(TSM. sth file), or anyone who knows the password and enters it interactively. Authorized users use
the passworddixr option to define the directory where their copy of the password file is saved.

“Using commands” on page 613

The backup-archive client provides a command-line interface (CLI) that you can use as an alternative to
the graphical user interface (GUI). This topic describes how to start or end a client command session and
how to enter commands.

Using batch mode

Use batch mode to enter a single client command. When you use batch mode, you must precede the
command with dsmc.

About this task

For example, to issue the incxremental command, enter the following at the command prompt:
dsmc incremental

Some commands require one or more arguments. For example, to archive a file:
dsmc archive /home/projl/filel.txt

Depending upon the current setting of your passwordaccess option, the client might prompt you for
your password before the command is processed in a batch mode session.

When you enter your password, the password is not displayed on your screen.

Related reference

“Passwordaccess” on page 471

The passwordaccess option specifies whether you want to generate your password automatically or set
as a user prompt.

Issuing a series of commands by using interactive mode

Use interactive mode when you want to issue a series of commands.

About this task

The connection to the server is established only once for interactive mode, so you can process a series of
commands more quickly in interactive mode than in batch mode.

To start a client command session in interactive mode, enter either of the following commands:

- dsmc
« dsmc loop

The following prompt is displayed on your screen:

Protect>

When you are in interactive mode, do not precede commands with dsmc. For example, instead of typing
dsmc archive to archive a file, type only archive.

For example, to archive a file, enter the command with the file specification:
archive /home/projl/filel.txt

Depending upon the current setting of the passwordaccess option, the client might prompt you for your
password before you are allowed to enter a command in an interactive session.

When you enter your password, the password is not displayed on your screen.
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Specifying input strings that contain blank spaces or quotation
marks

You must follow certain rules when you specify an input string that has blanks or quotation marks.

Follow these rules when you specify an input string that has blank spaces or quotation marks:

- Ifthe input string has one or more spaces, enclose the string with either single or double quotation
marks. You can use single or double quotation marks, as long as they match.

- If the input string has a single quotation mark, enclose the string within double quotation marks, as in
this example:

-description="Annual backup of the accounting department's monthly reports"

- If the input string has a double quotation mark, enclose the string within single quotation marks, as in
this example:

-description="'New translations of "The Odyssey" and "The Iliad"'

- If the input string has spaces and quotation marks, enclose the string in quotation marks. The outer
quotation marks must not be the same as the quotation marks within the string.

Restriction: An input string that has single and double quotation marks is not a valid input string.

The following rules apply to these types of data:

« Fully qualified names

« The description that you specify in the axchive command

« Any value for an option value where the character string can include spaces or quotation marks

Important: You cannot use escape characters in input strings. Escape characters are treated the same as
any other characters. Here are some examples where escape characters are not recognized:

- If the character string is in an option file
« If the character string is in a list file
- If the character string is entered in interactive mode

Starting: Additional considerations

You can include options as arguments to dsmj and dsmc commands. For example, you can use options
to modify the format that displays dates, times, and numbers, or to include your password so that the
backup-archive client does not prompt for it.

About this task

In addition, if you have more than one server defined in dsm.sys and you want to contact a different
server for backup-archive services (other than the one specified in your client user-options file dsm.opt),
specify the server with the sexrvername option.

For example:
dsmj -servername=server_b

The Java GUI (dsmj) accepts command-line parameters, such as the Java -X options. Because of this, you
can also now modify the Java Heap Size. For example:

dsmj -Xmx512M
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Using the IBM Storage Protect web user interface for remote client
operations

The IBM Storage Protect backup-archive client provides a web user interface component that you can use
to remotely back up or archive data, and to restore or retrieve data that was saved to the IBM Storage
Protect server.

The IBM Storage Protect web user interface can be started and managed independently of web browser
software. After you install and configure the web user interface on the workstation (the client workstation)
where the backup-archive client is installed, you can log in to the web user interface in a web browser to
remotely interact with the backup-archive client. IBM Storage Protect administrators can also access the
web user interface from the IBM Storage Protect Operations Center.

Without console access to the client workstation, an IBM Storage Protect administrator can use the

web user interface to selectively back up or archive data outside of regularly scheduled backups. The
administrator can also restore or retrieve the data remotely in a data recovery situation. The web

user interface is primarily used for smaller jobs such as selectively backing up, restoring, archiving, or
retrieving files and directories. For larger jobs such as backing up entire file systems by using incremental
backups or restoring entire file spaces, use the backup-archive client.

For example, an IBM Storage Protect administrator with client access over a client node can be
responsible for backing up a client workstation that the administrator does not have physical access to.
The administrator can run self-service selective backup and restore operations on this workstation on
behalf of the workstation's owner. To fully protect the client workstation, the backup-archive client is
configured to run regularly scheduled incremental backups. Full restore operations in a disaster recovery
scenario continue to be available with physical access to the client workstation and the backup-archive
client command-line interface.

Restrictions:

- Remote client operations with the web user interface are limited to backing up, restoring, archiving,
and retrieving files and folders in a client file system. Backing up network drives or volumes is not
supported. To run other types of client operations, use the backup-archive client Java GUI or the
backup-archive client command-line interface.

- The web user interface supports only client-to-server communications that use the Transport Layer
Security (TLS) or Secure Sockets Layers (SSL) protocols.

- Some messages that are issued by the IBM Storage Protect web user interface in the detailed error
information pane contain indeterminate object names because the web user interface cannot obtain
the necessary information from the server. For example, if you use the web user interface to retrieve
a file from an archive package that was removed from the server after selection but before retrieval
completes, you can see the requested objects as placeholders in the error message because the web
user interface can no longer obtain the object names on the server as in the following error message
that appears in the error information pane:

ANS1345E No objects on the server match '{0%31%{2%'

Configuring the IBM Storage Protect web user interface

After you install the web user interface, you must configure and start the client acceptor service on the
workstation where the backup-archive client is installed. Then, you can sign in to the web user interface
from your workstation.
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Starting the client acceptor service and registering an administrator

Before you can log in to the IBM Storage Protect web user interface to remotely manage client nodes, you
must start the client acceptor service on the workstation where the backup-archive client is installed. You
must also register an IBM Storage Protect administrator to access client data.

Before you begin
The administrator must have a minimum privilege class of access.

Ensure that the backup-archive client has been installed and configured on the client workstation, a client
options file has been set up, and you can back up and restore data by using either the dsmec command or
by using the backup-archive client Java GUI.

To determine which web browsers are supported, see the software requirements for your operating
system in “Client environment requirements” on page 4. To run the web user interface from Mozilla
Firefox browsers, the option for Enable JavaScript must be enabled. This option is enabled by default.

Procedure

Complete the following steps on the client workstation:

1. Runthe dsmc query sessioncommand to validate that the TLS or SSL protocol is used. Review the
output to find the security information, which is similar to the following example:

SSL Information.........: TLSv1.2 TLS_RSA_WITH_AES_128_CBC_SHA

Important: If security information is not available, you are connecting to an IBM Storage Protect 8.1.1
or earlier server, which does not have the enhanced security features in the version 8.1.2 or later
server. A web user interface session cannot be used with an IBM Storage Protect 8.1.1 or earlier
server.

2. Start the client acceptor by taking the appropriate actions for your operating system:

e Onan AIX operating system, run the dsmcad command from a command line.

« On alLinux operating system, if you are a using a Linux distribution that is based on init.d, enter
the command /etc/init.d/dsmcad start; from acommand line.

If your Linux distribution uses systemd to manage services, start the service by using the
systemctl start dsmcad command from a command line. For more information, see Setting
the client scheduler process to run as a background task and start automatically at startup.

3. Enter the following IBM Storage Protect server commands by using the IBM Storage Protect
administrative command line (dsmadmc) to register an administrator to access the client data, and
run remote client operations on behalf of the client node:

reg admin admin_ID password

grant auth admin_ID cl=node auth=access node=your_node

where admin_ID is the administrator's ID, password is the administrator's password, and your_node is
the node where client operations are run.

Tip: An existing administrator with a higher privilege class than node, such as system, policy,
storage, or operator, can be used for any node that exists on the server.

What to do next
Log in to the web user interface. For instructions, see “Signing in to the web user interface” on page 142.
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Specifying options for the web user interface

To enable administrators to configure and control remote client operations for the IBM Storage Protect
web user interface, specify the options in the frConfig.props file.

Before you begin
By default, the frConfig. props file does not exist. However, you can create a file with the specified
name and save the file in the relevant directory as outlined in the procedure.

About this task
Complete these steps on the system where the IBM Storage Protect backup-archive client is installed.

Procedure

1. Create the frConfig.pzrops file in the appropriate directory for your operating system.
The fxConfig.props must be saved in the following location:
On AIX:

/usr/tivoli/tsm/tdpvmware/common/webserver/usr/servers/veProfile/tsmVmGUI

On Linux:
/opt/tivoli/tsm/tdpvmware/common/webserver/usr/servers/veProfile/tsmVmGUI/
2. Open the frConfig. props file with a text editor and specify the options as needed.
On AIX and Linux, you must log in with the root user ID to edit the file.

To determine which options to specify, see “Web user interface optionsFile restore options” on page
142.

3. Save your changes and close the frConfig. props file.

Results

Any changes to the frConfig.props file are applied only after you log in to the IBM Storage Protect web
user interface again.

Web user interface optionsFile restore options
The fxConfig. props file controls remote client operations for the IBM Storage Protect web user
interface. You can configure the options in the frConfig.props file.

enable_download_logs=false | true
Specify whether system logs can be downloaded by using the IBM Storage Protect web user interface.

false
System logs cannot be downloaded by using the web user interface. Because the system logs
might contain sensitive information, this option is set to £false by default.

true
System logs can be downloaded by using the web user interface. After this option is enabled, any
user with administrator user credentials can download the system logs.

Signing in to the web user interface

The IBM Storage Protect backup-archive client offers a web user interface, which you can use to back up
and restore data.

Before you begin

1. You must have a valid administrator ID with admin privileges and password.
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2. Ensure that you complete the task to set up the web user interface. For instructions, see “Starting the
client acceptor service and registering an administrator” on page 141.

About this task

The web user interface client helps you to back up data to and restore data from the IBM Storage Protect
server. You can also archive data to long-term storage on the server and retrieve it when needed.

Procedure

To sign in, complete the following steps:

1. In a supported web browser, enter the URL for the web user interface. The following examples show
the syntax of a web user interface address:

http://myhost.mycompany.com:9080/bagui/
https://myhost.mycompany.com:9081/bagui/

« hostname, myhost.mycompany.com, is the address of the client workstation that hosts the web
user interface.

+ 9080 and 9081 are the ports on which the web user interface listens. If you use http port 9080,
then the request is redirected to secure port 9081.

In case of port unavailability, the web user interface client installation starts on the next available port.
For example, if the port 9081 is unavailable then the installation will move to port 9082, subsequently
to port 9083, and so on.

If you enter a different URL or click Back during an operation, the web user interface will be
disconnected and the current operation ends.
2. Enter the administrator ID and password when prompted, and click Sign In.

Related tasks

“Backing up data by using the web user interface” on page 143
You can use the backup-archive client web user interface to back up specific files and directories
available in the file system.

Backing up data by using the web user interface

You can use the backup-archive client web user interface to back up specific files and directories
available in the file system.

Before you begin

Ensure that you are logged in to the web user interface and you have access permissions to the file
system for files and directories that you want to back up.

About this task

Using the web user interface, you can back up your files and directories by browsing the file system by
using the breadcrumbs or by searching the file or directory name in the search bar. You can run following
types of backup.

Incremental
Backs up only new or changed files since the last backup operation.

Selective
Backs up files and folders even if they did not change since the last backup operation.

While both backup and archive functions save copies of files and directories to the IBM Storage Protect
server, the copies that are saved to the server are managed differently. Multiple backup versions can be
retained on the server, and the administrator can specify the number of days to retain them before the
backup versions are expired. In contrast, archive copies are kept for a specified number of days on the
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server, and have no concept of versions. For a comparison between backups and archives, see “When to
back up and when to archive files” on page 164.

Procedure

To back up afile or a directory, complete the following steps:
1. On the button bar in the web user interface, click Backup/Archive.
2. Use one of the following methods to search for files or directories that you want to back up:

Method Steps

By browsing a file | Click a file system name and browse the directories and subdirectories within
system the file system. You can also use the breadcrumb to navigate to different
directory levels.

By searching To search for a file or a group of files with similar names, you must specify a file
for files and name or a pattern to search on. Use one of the following choices:
directories  To search for a file without specifying options:

a. Enter the search criteria in the search field. You can enter all or part of a
file name. You can use the wildcard characters in the search string. Use an
asterisk (*) to represent zero, one, or multiple characters. Use the question
mark (?) to represent a single character.

b. Optional: Click the name of a file system and browse to a directory. If
you do not select a file system or directory in which to search, the search
operation will be across all file systems, which might be a long-running
task.

c. Click Search without options.
« To search for files and directories by specifying options:

a. Enter the search criteria in the search field. You can enter all or part of a
file name. You can use the wildcard characters in the search string. Use an
asterisk (*) to represent zero, one, or multiple characters. Use the question
mark (?) to represent a single character.

b. Optional: Click the name of a file system and browse to a directory. If you
do not specify a file system or directory, the search operates across all file
systems and might take a long time to complete.

c. Click Options to open the Search Options pane.

d. To search for files, click Search for > files. To search for directories, click
Search for > directories. To search for both files and directories, click
Search for > both.To search for objects in subdirectories, select Search in
subdirectories.

e. To search for files within a specific range of modification dates, click
Search for objects with date modified and specify a range of dates to
search on. You can use the date picker (calendars) to select the start and
end dates. The start date is the first modification date in the range and the
end date is the last modification date in the range.

You can also specify a single date for end and start date by double-clicking
a date in the date picker. This action sets the start and end dates to the
same date.

. Click Search with Options to begin the search. The objects that match the
criteria are displayed in the file list with their full path names and sizes.

—

For more information about the search function, see “Tips about the search
function” on page 155.
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3. After finding the file or directory, select the file or the directory by clicking the arrow icon ﬂ The
selected file or directory is added to the Backup/Archive List.

The web user interface allows you to add the following objects to the Backup/Archive list.

Table 32. Types of objects in the web user interface

Icon Description

K File

[ | Directory

Link, junction, or mount point

You cannot navigate into a link, junction, or
mount point object, but the object itself is
processed. The content in the target directory
that is linked to is not processed.

& IBM Storage Protect HSM for Windows or IBM
Storage Protect for Space Management stub file
(shown only in the Backup/Archive page)

On the Restore and Retrieve pages, stub files are
indicated by the file icon.

Restriction: You cannot select an entire file system to back up. The web user interface is intended for
smaller operations, such as restoring files and directories. To back up an entire file system, access the
physical client workstation and use the backup-archive client command-line interface.

4. Start the backup process by using one of the following methods.

« Click Backup, and from the drop-down option, select Incremental Backup to start an incremental
backup operation.

« Click Backup and from the drop-down option, select Always Backup to start the selective backup
operation.

Files that are excluded in the client options file, include-exclude list, or client option set on the IBM
Storage Protect server are not backed up. The number of excluded objects are shown on the Tasks
pane.

5. Monitor the progress of the operation in the Tasks pane.
The task status is automatically refreshed every 5 seconds. You can click the twistie to expand a task
to view its details.
If the task ended with the Failed status, a number is displayed in the Total objects failed

field in the task details. Click the information icon i ] inthe Total objects failed field to view
detailed information about any objects that were not processed successfully.

To cancel a task, click the % icon.
When a task completes processing with the Success, Failed, or Canceled status, you can click the

delete icon @ to remove the task from the Tasks pane. This action also removes the task from the
database that stores the task information.

If a long-running task is in progress and you close the web user interface, or the web user interface
times out after 30 minutes of inactivity, the task continues. When you log in to the web user interface
later, the details of the task are available for review. All tasks are automatically removed 48 hours after
completion, or when the backup-archive client web server is restarted.
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Related concepts

“When to back up and when to archive files” on page 164
When the backup-archive client backs up or archives a file, it sends a copy of the file and its associated
attributes to the server; however, backup and archive operations have different results.

Related tasks

“Restoring data by using the web user interface” on page 146
After you back up files and directories, you can use the IBM Storage Protect web user interface to restore
the files and directories to the backup-archive client workstation.

Restoring data by using the web user interface

After you back up files and directories, you can use the IBM Storage Protect web user interface to restore
the files and directories to the backup-archive client workstation.

Before you begin

Ensure that you are logged in to the web user interface. A backup must exist before you can restore data.

About this task

You can restore files and directories by browsing a file space, by searching for a file or directory, or by
filtering the search results by specifying a range of backup dates. You can also specify options such as
changing the destination for the restored items.

Only those files and directories that you have permission to access are visible in the web user interface.

Procedure

1. On the button bar in the web user interface, click Restore.

In the Backups pane, the file spaces that contain your backup versions on the IBM Storage Protect
server are displayed.

2. Locate the file or directory that you want to restore by browsing the available file spaces or by
searching for an object. You can use one of the following methods:

Method Steps

By browsing a file | Click a filespace name and browse the directories and subdirectories within the

space file space. You can also use the breadcrumbs to navigate to different directory
levels.

By searching To search for a file or a group of files with similar names, specify a file name or a

for files and pattern to search on:

directories

 To search for files without specifying options:

a. Enter the search string in the search field. You can enter all or part of a file
name. You can use wildcard characters in the search string. Use an asterisk
(*) to represent zero, one, or multiple characters. Use the question mark (?)
to represent a single character.

b. Optional: Select a file space and browse to a directory in which to begin
the search. If you do not specify a directory, the search operation extends
across all file spaces and might take some time to complete.

c. Click Search without options.
« To search for files and directories by specifying options:

a. Enter the search string in the search field. You can enter all or part of a
file or directory name. You can use wildcard characters in the search string.
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Method

Steps

Use an asterisk (*) to represent zero, one, or multiple characters. Use the
question mark (?) to represent a single character.

b. Optional: Select a file space and browse to a directory in which to begin the
search. If you do not specify a directory, the search operation is across all
file spaces and might take some time to complete.

c. Click Options to open the Search Options pane.

d. To search for files, click Search for > files. To search for directories, click
Search for > directories.

e. To search for files within a range of backup dates, click Search for objects
with backup date and specify a range of dates. You can use the date picker
to select the start and end dates. The start date is the earliest backup date
and the end date is the latest backup date to search on.

You can also specify a single date for the end and start dates by double-
clicking a date in the date picker. This action sets the start and end dates to
the same date.

This option is disabled if you are searching for directories.

f. Click Search with Options to begin the search. The objects that match the
criteria are displayed in the file list with their full path names and sizes.

Restriction: You cannot search for files and directories in the same query. You
can search for files within a date range and select the files to restore. Then,
begin another query to search for directories within a date range, and select
the directories to restore.

For more information about the search function, see “Tips about the search
function” on page 155.

Restriction: You cannot select an entire file space to restore. The web user interface is intended for
smaller operations, such as restoring files and directories. To restore an entire file space, access the
physical client workstation and use the backup-archive client command-line interface.

. From the file list, select the objects to restore by clicking the arrow icon that is associated with
an object. For files, click the file name to show the available backup versions of the file, and click the

arrow icon for the version that you want to restore.

You can restore the following types of objects:

Table 33. Types of objects in the web user interface

Icon Description
E File
[ ] Directory

Link, junction, or mount point

You cannot navigate into a link, junction, or
mount point object, but the object itself is
processed. The content in the target directory
that is linked to is not processed.
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Table 33. Types of objects in the web user interface (continued)

Icon Description

& IBM Storage Protect HSM for Windows or IBM
Storage Protect for Space Management stub file
(shown only in the Backup/Archive page)

On the Restore and Retrieve pages, stub files are
indicated by the file icon.

When you click a file name, the available backup versions of the file are shown. You can select the
version that you want to restore.

Selected objects are added to the Restore List section. To remove an item from the Restore List
section, click the delete icon @ that is associated with the item on the list.

You can continue to browse and select more files and directories by adding them to the Restore List
section. However, to avoid conflicts, you cannot add the same item to the restore list more than once.
If you duplicate an item, you are prompted to remove the existing item from the list or to cancel the
operation.

For example, the \mydir\file.txt file was backed up to the IBM Storage Protect server. You add
the file.txt file to the Restore List section. Then, you add the mydir directory to the Restore List
section. The Conflict detected dialog is displayed and you are prompted to resolve the conflict.

4. In the Restore List section, restore the selected items by using one of the following options:

- By default, the items in the Restore List section are restored to their original locations. To begin the
restore operation without specifying any restore options, click Restore.

If a file or directory exists in the original location, the file or directory is not overwritten. The backup
date is appended to the name of the restored object to differentiate it from the original object. For
example, filel.txt exists in the original location. If the backup date for that file is 27 June
2021 at17:49:47, the restored file name is filel.txt-2021-06-27-17-49-47 . txt.

If a directory exists in the original location, the restored content is placed into the destination
directory. For example, on your file system, the /dirl/dir2 directory contains files filel,
file2, and file3. When you restore file dir2/fileA to directory /dirl, the /dirl/dix2
directory will contain files filel, file2, file3, and fileA.

« To change the default behavior of the restore operation, click Options in the Restore List and
specify one or more of the following options:

— To restore items to an alternative location, specify the location where you want to place the
restored items in the Alternate Location field. You can click Browse to browse to a destination
on your client workstation or specify a directory.

The alternative directory must be specified by using valid syntax for a directory path. The
directory can be existing or new. If you specify a new directory, it is created during the restore
operation. The path cannot be a network path.

If you are restoring a directory to an alternative location, only the selected directory and all
subdirectories are preserved in the new location, not the full path. If you added a file to the
Restore List in the same operation, that file is also restored to the alternative location.

— To overwrite the original file or directory in the restore destination, select Overwrite.
— To restore only directories that were backed up before a specific date in the Restore List, specify
a date in the Point in time restore for directories field.
Click Restore to begin the restore operation.
5. Monitor the progress of the operation in the Tasks pane.

The task status is automatically refreshed every 5 seconds. You can click the twistie to expand a task
to view its details.
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If the task ended with the Failed status, a number is displayed in the Total objects failed

field in the task details. Click the information icon i ] inthe Total objects failed field to view
detailed information about any objects that were not processed successfully.

To cancel a task, click the X icon.

When a task completes processing with the Success, Failed, or Canceled status, you can click the

delete icon @ to remove the task from the Tasks pane. This action also removes the task from the
database that stores the task information.

If a long-running task is in progress and you close the web user interface, or the web user interface
times out after 30 minutes of inactivity, the task continues. When you log in to the web user interface
later, the details of the task are available for review. All tasks are automatically removed 48 hours after
completion, or when the backup-archive client web server is restarted.

Results

Tip: The following message is issued at the start of a restore operation if a restartable restore session is
pending:

ANS5151S This node currently has a pending restartable restore session. The requested
operation cannot complete until this session either completes or is canceled.

The restore operation cannot begin because the restartable restore session and the current operation
affect the same file space. A restartable restore is a restore process that was interrupted due to a power
outage or network failure. No further restore operations can begin until the restartable restore operation
is completed or is canceled.

To cancel or restart the restartable restore operation, complete the following steps by using the backup-
archive command-Lline client or the IBM Storage Protect administrative client:

1. Issue the query restore command to view a list of your restartable restore sessions in the IBM
Storage Protect server database.

2. To cancel any unneeded restartable restore sessions, issue the cancel restoxre command. To
restart a restore session at the point of interruption, issue the restart restore command.

For more information, see Restartable restore process.

Archiving data by using the web user interface

You can use archive function to save a copy of a file or directory to long-term storage on the IBM Storage
Protect server for archival purposes. If the original file or directory was ever damaged or lost, you can use
the retrieve function to recover the archive copy from the server.

Before you begin

Ensure that you are logged in to the web user interface with admin privileges and you have access
permissions to the file system for files and directories that you want to archive.

About this task

Using the web user interface, you can archive your files and directories by browsing the file system or by
searching for files in the search bar.

While both backup and archive functions save copies of files and directories to the IBM Storage Protect
server, the copies that are saved to the server are managed differently. Multiple backup versions can be
retained on the server, and the administrator can specify the number of days to retain them before the
backup versions are expired. In contrast, archive copies are kept for a specified number of days on the
server, and have no concept of versions. For a comparison between backups and archives, see “When to
back up and when to archive files” on page 164.
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The files and directories that you archive are organized into groups that are called archive packages. You
can use the default archive package name, create a new name, or select and existing archive package in
which to archive your files and directories.

Procedure

To archive a file or a directory, complete the following steps:
1. On the button bar in the web user interface, click Backup/Archive.
2. Use one of the following methods to search for files or directories that you want to archive:

Method

Steps

By browsing a file
system

Click a file system name and browse the directories and subdirectories within
the file system. You can also use the breadcrumb to navigate to different
directory levels.

By searching
for files and
directories

To search for a file or a group of files with similar names, you must specify a file
name or a pattern to search on. Use one of the following choices:

 To search for a file without specifying options:

a.

C.

Enter the search criteria in the search field. You can enter all or part of a
file name. You can use the wildcard characters in the search string. Use an
asterisk (*) to represent zero, one, or multiple characters. Use the question
mark (?) to represent a single character.

. Optional: Click the name of a file system and browse to a directory. If

you do not select a file system or directory in which to search, the search
operation will be across all file systems, which might be a long-running
task.

Click Search without options.

« To search for files and directories by specifying options:

a.

Enter the search criteria in the search field. You can enter all or part of a
file name. You can use the wildcard characters in the search string. Use an
asterisk (*) to represent zero, one, or multiple characters. Use the question
mark (?) to represent a single character.

. Optional: Click the name of a file system and browse to a directory. If you

do not specify a file system or directory, the search operates across all file
systems and might take a long time to complete.

c. Click Options to open the Search Options pane.

d. To search for files, click Search for > files. To search for directories, click

—

Search for > directories. To search for both files and directories, click
Search for > both. To search for objects in subdirectories, select Search in
subdirectories.

. To search for files within a specific range of modification dates, click

Search for objects with modification date and specify a range of dates

to search on. You can use the date picker (calendars) to select the start and
end dates. The start date is the first modification date in the range and the
end date is the last modification date in the range.

You can also specify a single date for end and start date by double-clicking
a date in the date picker. This action sets the start and end dates to the
same date.

This option is disabled if you are searching for directories.

. Click Search with Options to begin the search. The objects that match the

criteria are displayed in the file list with their full path names and sizes.
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Method Steps

For more information about the search function, see “Tips about the search
function” on page 155.

3. Select the file or the directory by clicking the arrow icon ﬂ The selected file or directory is added to
the Backup/Archive List.

You can add the following objects to the Backup/Archive list.

Table 34. Types of objects in the web user interface

Icon Description

E File

[ | Directory

Link, junction, or mount point

You cannot navigate into a link, junction, or
mount point object, but the object itself is
processed. The content in the target directory
that is linked to is not processed.

&8 IBM Storage Protect HSM for Windows or IBM
Storage Protect for Space Management stub file
(shown only in the Backup/Archive page)

On the Restore and Retrieve pages, stub files are
indicated by the file icon.

4. Click Archive.

5. In the Select archive package window, you can use one of the following choices to specify the
package for archiving:

« Use the default archive package name, such as "Archive Date: mm/dd/yyyy".
- Enter the new package name in the Archive Package field.

- Select an existing package from the list of archive packages. Files and folders are added to this
package for archiving. The most recent archive packages are displayed at the beginning of the list.

6. Click Start to begin the archive process.

Files that are excluded in the client options file, include-exclude list, or client option set on the IBM
Storage Protect server are not archived.

7. Monitor the progress of the operation in the Tasks pane.

The task status is automatically refreshed every 5 seconds. You can click the twistie to expand a task
to view its details.

If the task ended with the Failed status, a number is displayed in the Total objects failed

field in the task details. Click the information icon i ] inthe Total objects failed field to view
detailed information about any objects that were not processed successfully.

To cancel a task, click the % icon.
When a task completes processing with the Success, Failed, or Canceled status, you can click the

delete icon | to remove the task from the Tasks pane. This action also removes the task from the
database that stores the task information.

If a long-running task is in progress and you close the web user interface, or the web user interface
times out after 30 minutes of inactivity, the task continues. When you log in to the web user interface

Chapter 3. Getting started 151




later, the details of the task are available for review. All tasks are automatically removed 48 hours after
completion, or when the backup-archive client web server is restarted.

Related concepts

“When to back up and when to archive files” on page 164
When the backup-archive client backs up or archives a file, it sends a copy of the file and its associated
attributes to the server; however, backup and archive operations have different results.

Related tasks

“Retrieving data by using the web user interface” on page 152
After you archive files and directories, you can use the IBM Storage Protect web user interface to retrieve
them to the backup-archive client workstation.

Retrieving data by using the web user interface

After you archive files and directories, you can use the IBM Storage Protect web user interface to retrieve
them to the backup-archive client workstation.

Before you begin

Ensure that you are logged in to the web user interface. An archive copy of a file or directory must exist
before you can retrieve it from the IBM Storage Protect server.

About this task

You can retrieve files and directories by browsing a file space, by searching for a file or directory, or by
filtering the search results by specifying a range of archive dates. You can also specify options such as
changing the destination for the retrieved items.

The files and directories that you archive are grouped into archive packages, which are identified by the
archive date or an archive package name.

Only those files and directories that you have permission to access are visible in the web user interface.

Procedure

1. On the button bar in the web user interface, click Retrieve.

In the Archives pane, the archive packages that contain your archive copies on the IBM Storage
Protect server are displayed.

2. Locate the file or directory that you want to retrieve by browsing the available archive packages or by
searching for an object. You can use one of the following methods:

Method Steps

By browsing an Click the name of an archive package and browse the directories and
archive package |subdirectories within the archive package. You can also use the breadcrumbs
to navigate to different directory levels.

By searching To search for a file or a group of files with similar names, specify a file name or a
for files and pattern to search on:
directories  To search for files without specifying options:
a. Enter the search string in the search field. You can enter all or part of a file
name. You can use wildcard characters in the search string. Use an asterisk
(*) to represent zero, one, or multiple characters. Use the question mark (?)
to represent a single character.

b. Optional: Select an archive package or browse to a directory in which to
begin the search. If you do not specify an archive package or directory, the
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Method

Steps

search extends across all archive packages and might take some time to
complete.

c. Click Search without options.
« To search for files and directories by specifying options:

a. Enter the search string in the search field. You can enter all or part of a
file or directory name. You can use wildcard characters in the search string.
Use an asterisk (*) to represent zero, one, or multiple characters. Use the
question mark (?) to represent a single character.

b. Optional: Select an archive package or browse to a directory in which to
begin the search. If you do not specify an archive package or directory, the
search extends across all archive packages and might take some time to
complete.

c. Click Options to open the Search Options pane.

d. To search for files, click Search for > files. To search for directories, click
Search for > directories.

e. To search for files within a range of archive dates, click Search for objects
with archive date and specify a range of dates. You can use the date picker
to select the start and end dates. The start date is the earliest archive date
and the end date is the latest archive date to search on.

You can also specify a single date for the end and start dates by double-
clicking a date in the date picker. This action sets the start and end dates to
the same date.

This option is disabled if you are searching for directories.

f. Click Search with Options to begin the search. The objects that match the
criteria are displayed in the file list with their full path names and sizes.

Restriction: You cannot search for files and directories in the same query. You
can search for files within a date range and select the files to retrieve. Then,
begin another query to search for directories within a date range, and select
the directories to retrieve.

For more information about the search function, see “Tips about the search
function” on page 155.

3. From the file list, select the objects to retrieve by clicking the arrow icon that is associated with an
object. You can retrieve the following types of objects:

Table 35. Types of objects in the web user interface

Icon Description
K File
[ | Directory

Link, junction, or mount point

You cannot navigate into a link, junction, or
mount point object, but the object itself is
processed. The content in the target directory
that is linked to is not processed.
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Table 35. Types of objects in the web user interface (continued)

Icon Description

& IBM Storage Protect HSM for Windows or IBM
Storage Protect for Space Management stub file
(shown only in the Backup/Archive page)

On the Restore and Retrieve pages, stub files are
indicated by the file icon.

Selected objects are added to the Retrieve List section. To remove an item from the Retrieve List

section, click the delete icon @ that is associated with the item on the list.

You can continue to browse and select more files and directories by adding them to the Retrieve List
section. However, to avoid conflicts, you cannot add the same item to the Retrieve List section more
than once. If you duplicate an item, you are prompted to remove the existing item in the list or to
cancel the operation.

For example, the \mydir\file.txt file was archived to the IBM Storage Protect server. You add the
file.txt file to the retrieve list. Then, you add the mydir directory to the retrieve list. The Conflict
detected dialog is displayed and you are prompted to resolve the conflict.

4. In the Retrieve List section, retrieve the selected items by using one of the following options:

- By default, the items in the retrieve list are retrieved to their original locations. To begin the retrieve
operation without specifying any retrieve options, click Retrieve.

If a file exists in the original location, the file is not overwritten. The archive date is appended to the
name of the retrieved object to differentiate it from the original object. For example, filel.txt
exists in the original location. If the archive date for that file is 27 June 2021 at17:49:47, the
retrieved file nameis filel.txt-2021-06-27-17-49-47.txt.

If a directory exists in the original location, the retrieved content is placed into the destination
directory. For example, on your file system, the /dir1l/dir2 directory contains files filel,
file2, and file3. When you retrieve file dir2/fileA to directory /dirl, the /dixrl/dir2
directory will contain files filel, file2, file3, and fileA.

« To change the default behavior of the retrieve operation, click Options in the Retrieve List section
and specify one or more of the following options:

— To retrieve items to an alternative location, specify the location where you want to place the
retrieved items in the Alternate Location field. You can click Browse to browse to a destination
on your client workstation or specify a directory.

The alternative directory must be specified by using valid syntax for a directory path. The
directory can be existing or new. If you specify a new directory, it is created during the retrieve
operation. The path cannot be a network path.

If you are retrieving a directory to an alternative location, only the selected directory and all
subdirectories are preserved in the new location, not the full path. If you added a file to the
Retrieve List in the same operation, that file is also retrieved to the alternative location.

— To overwrite the original file or directory in the retrieve destination, select Overwrite.
Click Retrieve to begin the retrieve operation.
5. Monitor the progress of the operation in the Tasks pane.

The task status is automatically refreshed every 5 seconds. You can click the twistie to expand a task
to view its details.

If the task ended with the Failed status, a number is displayed in the Total objects failed

field in the task details. Click the information icon i ] inthe Total objects failed field to view
detailed information about any objects that were not processed successfully.
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To cancel a task, click the % icon.
When a task completes processing with the Success, Failed, or Canceled status, you can click the

delete icon | to remove the task from the Tasks pane. This action also removes the task from the
database that stores the task information.

If a long-running task is in progress and you close the web user interface, or the web user interface
times out after 30 minutes of inactivity, the task continues. When you log in to the web user interface
later, the details of the task are available for review. All tasks are automatically removed 48 hours after
completion, or when the backup-archive client web server is restarted.

Tips about the search function

You can use the search function to search for files and directories in the web user interface. Tips for using
the search function in the web user interface are provided.

Review the following tips about the search function:

In the search field, you can enter all or part of a file or directory name to search for. You can
use wildcard characters in the search string. Use an asterisk (*) to represent zero, one, or multiple
characters. Use the question mark (?) to represent a single character.

Review the search string examples:

— To search for file names that begin with "file", specify "filex".

— To search for file names that end in ". txt", specify "% . txt"

— To search for file names that begin with "file", contain 6 characters in the name, and contain any
extension, specify "file??.%".

If a search string contains a valid directory path, the search begins in the directory path instead of the
current directory. For example:

If you entered "/tmp/* . txt", the web user interface searches for all files that end with the txt
extension in the /tmp directory.

If you do not select a directory in which to begin your search, the search operation extends across all
file systems (for backup and archive operations) or file spaces (for restore and retrieve operations). A
search of this type might take several minutes or hours.

After specifying a search string, you can run a quick search without specify options by clicking Search
without Options. This type of search applies only to files.

You can also click Options to specify search options such as searching for files and directories, and
searching for objects within a date range. Then, click Search with Options to begin the search.

You can cancel a search at any time by clicking Cancel Search.

You can close the Search Options pane by clicking Options. When you close the Search Options pane,
any filters that you specified are unavailable. However, your settings are saved and you can access them
by clicking Options again.

A maximum of 100 items are displayed in the scrollable search results list in the Backup/Archive
page. In the Restore, or Retrieve page, If more than 100 search results are found, you can click the
page numbers to navigate between the pages. You can sort the items by name or file size. The sorting
function is limited to the content that is shown in a page.
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Troubleshooting the IBM Storage Protect web user interface

Troubleshooting procedures are available to diagnose and resolve issues with the IBM Storage Protect
web user interface.

Downloading system logs

You can download problem determination information, including system logs and trace file, pertaining to
IBM Storage Protect backup-archive client and web user interface operations. By default, this feature is
disabled, but it can be enabled by the system administrator.

Procedure

1. From the web user interface, click the administrator user name in the banner across the page.
2. In the menu that is opened, click Download System Logs.

- If you have permission to download problem determination information, a message indicates that
the download started, and that the logs are downloaded in the background.

« If you do not have permission to download problem determination information, a message indicates
that downloading is not permitted and that the system administrator can change this permission. For
more information about changing this permission, see the enable_download_logs option in the
“Web user interface optionsFile restore options” on page 142.

Restriction: Multiple requests to download system logs cannot be processed at the same time. A new
system log collection cannot be started until the current system log collection is completed.

Results

Depending on the size of the log files and trace file, it can take several minutes for the system logs to be
downloaded.

The problem determination information is collected into a compressed file. The file can be saved to a
selected location, or saved to the default location as specified in the browser configuration.

The compressed file name has the following format:
TIV-logs-TSM_CAD-NODE_NAME-YYYY-MM-DD_hh-mm-ss. zip

The following problem determination files can be included in the compressed file. In most cases, all the
files exist, but in some cases, some files do not exist.

ba/dsminfo.txt
This file contains IBM Storage Protect backup-archive client information from the query
systeminfo command, and includes information from the following files: dsmexrror. log,
dsmwebcl.log, and dsmsched.log.

ba/dsminstx.log
This file contains IBM Storage Protect backup-archive client instrumentation information.

ba/trace.txt
If tracing is enabled, this file contains IBM Storage Protect backup-archive client trace file
information.

frGUI/FRLog.config
This file contains web user interface API logging and tracing configuration information.

liberty_logs folder
This folder contains all logs and trace files that are related to the Liberty Server and the web user
interface API, including the fr_api.log and messages.log files.

tsmVmGUI folder
This folder contains web user interface information files, including the api-jlog.propexrties,
frConfig.props, traceConfig.properties, TsmApiLog.config, and tsmserver.props
files.
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server.xml
This file contains configuration information that is related to the Liberty Server.

Start the client scheduler automatically

You can start the client scheduler automatically when you start your workstation.

If the IBM Storage Protect administrator has defined schedules for your node, starting the client
scheduler permits you to automatically back up your workstation (or perform other scheduled actions).

You can also use the IBM Storage Protect Client Acceptor service to manage the scheduler.

Related tasks

“Setting the client scheduler process to run as a background task and start automatically at startup” on
page 278

You can configure the IBM Storage Protect client scheduler to run as a background system task that starts
automatically when your system is started.

Changing your password

Your IBM Storage Protect administrator can require you to use a password to connect to the server.

About this task

The backup-archive client prompts you for the password if one is required. Contact your IBM Storage
Protect administrator if you do not know your password.

Important: The password discussed in this topic is different than the password used for encrypting files.

Procedure

To change your password from the GUI:
1. On Mac OS X clients, start the backup-archive client with IBM Storage Protect Tools for Administrators.
2. From the main window, open the Utilities menu and select Change password.

3. Enter your current and new passwords, and enter your new password again in the Verify password
field.

4. Click Change.

Results
To change your password from the command-line client, enter this command:

For UNIX, Linux, and Windows clients:

dsmc set password
For Mac OS X clients, enter this command to change your password from the command-line client:
sudo dsmc set password

Then, enter your old and new passwords when prompted.

Passwords can be up to 63 character in length. Password constraints vary, depending on where the
passwords are stored and managed, and depending on the version of the IBM Storage Protect server that
your client connects to.

If your IBM Storage Protect server is at version 6.3.3 or later, and if you use an LDAP directory server
to authenticate passwords
Use any of the following characters to create a password:
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abcdefghijklmnopgrstuvwxyz
ABCDEFGHIIJKLMNOPQRSTUVWXYZ
0123456789 . !@#$%N&*_ -+ = ()
2801 ::<>,2/~

Passwords are case-sensitive and are subject to more restrictions that can be imposed by LDAP
policies.

If your IBM Storage Protect server is at version 6.3.3 or later, and if you do not use an LDAP directory
server to authenticate passwords
Use any of the following characters to create a password:

abcdefghijklmnopgrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVWXY?Z
0123456789 .!@#$%~&*x_ -+="1()
[N B S A

Passwords are stored in the IBM Storage Protect server database. Starting with IBM Storage Protect
8.1.16, passwords are case-sensitive if SESSIONSECURITY=STRICT. The passwords are not case-
sensitive if SESSTONSECURITY=TRANSITIONAL.

If your IBM Storage Protect server is earlier than version 6.3.3
Use any of the following characters to create a password:

abcdefghijklmnopgrstuvwxyz
ABCDEFGHIIJKLMNOPQRSTUVWXYZ
0123456789

- &+ .

Passwords are stored in the IBM Storage Protect server database and are not case-sensitive.
Remember:

On the command line, enclose all parameters that contain one or more special characters in quotation
marks. Without quotation marks, the special characters can be interpreted as shell escape characters, file
redirection characters, or other characters that have significance to the operating system.

On AIX, Linux, and Solaris systems:
Enclose the command parameters in single quotation marks (').

Command-line example:
dsmc set password -type=vmguest 'Win 2012 SQL' 'tsml2dag\administrator'
'7@#SBNET !

Quotation marks are not required when you type a password with special characters in an options file.

Related concepts

“Start the client scheduler automatically” on page 157
You can start the client scheduler automatically when you start your workstation.

Related tasks

“Starting: Additional considerations” on page 139

You can include options as arguments to dsmj and dsmc commands. For example, you can use options
to modify the format that displays dates, times, and numbers, or to include your password so that the
backup-archive client does not prompt for it.

Related reference

“Password” on page 470
The passwoxrd option specifies a password for IBM Storage Protect.

“Set Password” on page 735
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The set passwoxrd command changes the IBM Storage Protect password for your workstation, or sets
the credentials that are used to access another server.

Sorting file lists using the backup-archive client GUI

You can use the backup-archive client GUI to display, sort, or select files.

About this task
Table 36. Working with your files using the backup-archive client GUI
Task Procedure
Displaying files To display files in a directory, click the folder icon next to the directory
name. The files appear in the File List box on the right.
Sorting the file list « Click the appropriate column heading in the File List box.
Display active and inactive - Click the Display Active/Inactive Files option from the View menu.

K .
backup versions « Click the Display both active and inactive files tool on the tool bar.

Display only active backup Click the Display active files only option from the View menu.

versions

Selgcting files to restore or - Click the selection box next to the directory or file name that you want
retrieve. to restore or retrieve.

« Highlight the files that you want to restore or retrieve and click the
Select Items tool on the tool bar.

- Highlight the files that you want to restore or retrieve and click the
Select Items option from the Edit menu.

Deselecting files « Click the checked selection box next to the directory or file name.

« Highlight the files that you want to deselect and click the Deselect
Items tool on the tool bar.

« Highlight the files that you want to deselect and click the Deselect
Items option from the Edit menu.

Displaying file information « Highlight the file name, and click the View File Details button on the
tool bar.

« Highlight the file name, and select File Details from the View menu.

Note:

1. Unless otherwise noted, the tasks and procedures in the above table apply to all client GUIs.

2. Using the client GUIs, you can sort a list of files by various attributes, such as name, directory, size,
or modification date. Sorting files by the last backup date can be useful in determining what date and
time to use for the point-in-time function.

3. An active file is the most recent backup version of a file that existed on your workstation when you
ran your last backup. All other backup versions of that file are inactive. Only active backup versions of
files are displayed, unless you select the Display active/inactive files menu option. If you delete the
file from your workstation, the active version becomes inactive the next time you run an incremental
backup.

On the command-Lline client, you can use quexry commands with the inactive option to display both
active and inactive objects. You can use restoxre commands with the pick and inactive options to
produce the list of active and inactive backups to choose from.
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Related reference

“Inactive” on page 422
Use the inactive option to display both active and inactive objects.

“Pick” on page 474
The pick option creates a list of backup versions or archive copies that match the file specification you
enter.

Displaying online help

You can display online help in any of the following ways: On the backup-archive client GUI, from the web
client, or from the dsmc command line.

About this task
« On the backup-archive client GUI:

— Open the help menu. Click Help or press F1.
— Click the Help button in the current window.

— On Mac systems, click the GUI question mark (?) icon, which displays online information about the
current operation.

« From the dsmc command line: Enter the help command. The complete table of contents for the
available help text is displayed.
Related reference

“Help” on page 654
Use the help command to display information about commands, options, and messages.

Ending a session

You can end a client session from the backup-archive client GUI or from the dsmc command line.

About this task

« From the backup-archive client GUI:

Open the File menu and select Quit.

Press Command+Q.

Open the File menu and select Exit.

Open the System menu and select Close.

For the web client: Open a different URL or close the browser.
« From the DSMC command line:
— In batch mode, each dsmec command you enter is a complete session. The client ends the session
when it finishes processing the command.
— To end an interactive session, enter quit at the Protect> prompt.

— Tointerrupt a dsmc command before the client has finished processing, enter QQ on the IBM Storage
Protect console. In many cases but not all, this interrupts the command. If the command cannot be
interrupted, press Ctrl-C or use the UNIX kill -15command.

Note: Due to signal-handler design limitations with the dsmec command on UNIX and Linux, pressing
Ctrl-C or using the UNIX kill -15 command can lead to a core memory dump. If you need to avoid
such a core memory dump, use the UNIX kill -9 command from an available command line.

Related reference
“Loop” on page 661
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The 1loop command starts an interactive command line session that is maintained until you enter quit.

Online forums

To participate in user discussions of IBM Storage Protect products, you can subscribe to the ADSM-L list
server.

About this task

This is a user forum maintained by Marist College. While not officially supported by IBM, product
developers and other IBM support staff also participate on an informal, best-effort basis. Because this is
not an official IBM support channel, you should contact IBM Technical Support if you require a response
specifically from IBM. Otherwise there is no guarantee that IBM will respond to your question on the list
server.

You can subscribe by sending a note to the following e-mail address:

listserv@vm.marist.edu

The body of the message must contain the following:

SUBSCRIBE ADSM-L yourfirstname yourlastname

The list server will send you a response asking you to confirm the subscription request. Once you confirm
your subscription request, the list server will send you further instructions. You will then be able to post
messages to the list server by sending e-mail to:

ADSM-L@vm.marist.edu

If at a later time you want to unsubscribe from ADSM-L, you can send a note to the following e-mail
address:

listserv@vm.marist.edu

The body of the message must contain the following:

SIGNOFF ADSM-L

You can also read and search the ADSM-L archives, join discussion forums, and access other resources at
the following URL:

http://www.adsm.org
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Chapter 4. Backing up your data

Use the backup-archive client to store backup versions of your files on the IBM Storage Protect server.
You can restore these backup versions if the original files are lost or damaged.

The following is a list of primary backup tasks that you can run from the backup-archive client:

« “Planning your backups ” on page 163

« “Pre-backup considerations (UNIX and Linux)” on page 165

« “Performing an incremental, selective, or incremental-by-date backup (UNIX and Linux)” on page 176
« “Deleting backup data” on page 189

« “Backing up files from one or more file spaces for a group backup (UNIX and Linux)” on page 190

« “Image backup” on page 197

« “Back up NAS file systems using Network Data Management Protocol” on page 208

You can also back up and restore only files and directories remotely by using the web user interface.

Planning your backups

If you are a first-time user, or if you only back up files occasionally, you can use the table in this topic as a
checklist of preliminary steps to consider before backing up data.

Read the list of tasks to determine whether you are ready to back up your data.

« Decide whether you want to back up files or archive them. See “When to back up and when to archive
files” on page 164 for more information.

« See “Pre-backup considerations (UNIX and Linux)” on page 165 for important considerations before
you back up your files and directories.

« Do you need to exclude files from backup services? See “Include-exclude options to control processing”
on page 168 for more information.

Related concepts

Installing and upgrading
The IBM Storage Protect backup-archive client helps you protect information on your workstations.

Which files are backed up

When you request a backup, the client backs up a file if certain requirements are met.

To back up afile, the client must meet the following are the requirements:

« The selected management class contains a backup copy group.

« The file meets the serialization requirements that are defined in the backup copy group. If the copy
group serialization parameter is static or shrstatic, and the file changes during backup, the file is
not backed up.

« The file meets the mode requirements that are defined in the backup copy group. If the copy group
mode parameter is modified, the file must have changed since the last backup. If the mode is
absolute, the file can be backed up even if it does not change.

« The file meets the frequency requirements that are defined in the backup copy group. The specified
minimum number of days since the last backup must elapse before a file is backed up.

« The file is not excluded from backup by an exclude statement.

« The file is not excluded from backup by the operating system. These excluded files can be found in
registry subkey
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HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\BackupRestore\FilesNotToB
ackup.

Files that are part of the Windows system state are eligible for backup only when the system state is
backed up. You can back up the system state only as a single entity because of dependencies among

the system state components. You cannot back up or restore the files individually. For example, because
C:\windows\system32\ntoskrnl.exe is part of the Windows system state, it is not backed up during
an incremental or selective backup of the C:\ drive.

Related concepts

“Storage management policies” on page 287

Storage management policies are rules your administrator defines in order to manage your backups and
archives on the server.

“Management classes and copy groups” on page 288
A management class is a collection of backup and archive copy groups that establishes and contains
specific storage management requirements for backing up and archiving data.

Related reference

“Absolute” on page 325

Use the absolute option with the incxemental command to force a backup of all files and directories
that match the file specification or domain, even if the objects were not changed since the last
incremental backup.

When to back up and when to archive files

When the backup-archive client backs up or archives a file, it sends a copy of the file and its associated
attributes to the server; however, backup and archive operations have different results.

Use backups to protect against unforeseen damage to your files, and use archives for maintaining more
permanent versions of your files.

Backup data is managed by version by using predetermined policy-based rules. Using these rules, the
IBM Storage Protect administrator can control the following processes:

« The number of versions that are maintained on the IBM Storage Protect server
« The number of days each additional backup copy is kept
- What happens to backup versions when the file is deleted on the client system

Each copy of the file that is stored on the server is considered to be a separate and unique version of the
file.

Archive is a powerful and flexible mechanism for storing long-term data. Archive data, called archive
copies, are kept for a specified number of days. The archive function has no concept or support for
versions. The user or administrator is responsible for determining what files get added to an archive.

Tip: If a file is archived multiple times by using the same archive description, a new copy of the file is
added to the archive each time that archive is operation run. To simplify the retrieve operation, store only
one copy of a file in each archive.

Backups protect against file damage or loss that can occur through accidental deletion, corruption, or disk
crashes. The server maintains one or more backup versions for each file that you back up. Older versions
are deleted as newer versions are made. The number of backup versions the server maintains is set by
your administrator.

Archive copies are saved for long-term storage. Your administrator can limit how long archive copies are
kept. The server can store an unlimited number of archive versions of a file. Archives are useful if you
must go back to a particular version of your files, or you want to delete a file from your workstation and
retrieve it later, if necessary. For example, you might want to save spreadsheets for tax purposes, but
because you are not using them, you do not want to leave them on your workstation.

Related concepts
“Archive and retrieve your data (UNIX and Linux)” on page 263
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You can archive infrequently used files to the IBM Storage Protect server and retrieve them when
necessary. Archiving and retrieving files is similar to backing up and restoring files. Many of the windows
and concepts are similar.

“Restore data from a backup set” on page 236

Your IBM Storage Protect administrator can generate a backup set, which is a collection of your files that
reside on the server, onto portable media created on a device using a format that is compatible with the
client device.

Pre-backup considerations (UNIX and Linux)

Various factors in your system or environment can affect the way the backup-archive client processes
data. Review these considerations before you back up your data.

LAN-free data movement

LAN-free data movement shifts the movement of client data from the communications network to a
storage area network (SAN). This decreases the load on the IBM Storage Protect server.

The SAN provides a path that allows you to back up, restore, archive, and retrieve data to and from a
SAN-attached storage device. Client data moves over the SAN to the storage device using the IBM Storage
Protect Storage Agent. The Storage Agent must be installed on the same system as the client.

AIX, Linux, and Solaris clients support LAN-free data movement.

Restriction: Client encryption with the include.encrypt option is no longer supported for LAN-free
backup and archive operations to the IBM Storage Protect server 8.1.1 and later levels, or IBM Storage
Protect7.1.8 and later version 7 levels. LAN-free restore and retrieve operations of encrypted backup
versions and archive copies continue to be supported. If you need to encrypt data by using the
include.encrypt option, in which data is encrypted before it is sent to the server, use LAN-based
backup or archive operations.

LAN-free prerequisites

To enable LAN-free support, you must install and configure the IBM Storage Protect for SAN storage agent
on the client workstation.

IBM Storage Protect for SAN is a separate product.

For more information about installing and configuring the storage agent, see the documentation for IBM
Storage Protect for SAN.

LAN-free data movement options

To enable LAN-free data movement, you can use several client options. You must first install and
configure the IBM Storage Protect for SAN storage agent on the client workstation.

Use the following options to enable LAN-free data movement:

enablelanfree
Specifies whether to enable an available LAN-free path to a SAN-attached storage device.

lanfreecommmethod
Specifies a communication protocol between the client and the Storage Agent.

lanfreeshmport
Specifies the unique number that is used by the client and the storage agent to identify shared
memory area used for communications.

lanfreetcpport
Specifies the TCP/IP port number where the Storage Agent is listening.

lanfreetcpserveraddress
Specifies the TCP/IP address for the storage agent.
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Related reference

“Enablelanfree” on page 388

The enablelanfree option specifies whether to enable an available LAN-free path to a storage area
network (SAN) attached storage device.

“Lanfreecommmethod” on page 445

The lanfreecommmethod option specifies the communications protocol between the IBM Storage
Protect client and Storage Agent. This enables processing between the client and the SAN-attached
storage device.

“Lanfreeshmport” on page 446

Use the lanfreeshmport option when lanfreecommmethod=SHAREdmem is specified for
communication between the backup-archive client and the storage agent. This enables processing
between the client and the SAN-attached storage device.

“Lanfreessl” on page 448

Use the lanfreessl option to enable Secure Sockets Layer (SSL) to provide secure client and Storage
Agent communications. This option is deprecated if you are connecting to an IBM Storage Protect 8.1.2
and later levels, and 7.1.8 and later version 7 levels.

“Lanfreetcpport” on page 447
The lanfreetcppozrt option specifies the TCP/IP port number where the IBM Storage Protect Storage
Agent is listening.

“Lanfreetcpserveraddress” on page 448
The lanfreetcpserveraddress option specifies the TCP/IP address for the IBM Storage Protect
Storage Agent.

Incremental backups on memory-constrained systems

Incremental backup performance suffers if the system has a low amount of memory available before
starting the backup.

If your system is memory constrained, specify the memoryefficientbackup yes option in your client
options file. This option causes the backup-archive client to process only one directory at a time, which
reduces memory consumption but increases backup time. When you specify yes, the client analyzes only
one directory at a time for backup consideration. If performance remains poor, check your communication
buffer settings and the communication link between your system and the IBM Storage Protect server. If
your system is not memory constrained, setting the memoryefficientbackup option to yes degrades
your backup performance.

Related reference

“Memoryefficientbackup” on page 456

The memoryefficientbackup option specifies the memory-conserving algorithm to use for processing
full file space backups.

Incremental backups on systems with a large number of files

The client can use large amounts of memory to run incremental backup operations, especially on file
systems that contain large numbers of files.

The term memory as used here is the addressable memory available to the client process. Addressable
memory is a combination of physical RAM and virtual memory.

On average, the client uses approximately 700 bytes of memory per object (file or directory). Thus for a
file system with one million files and directories, the client requires, on average, approximately 700 MB
of memory. The exact amount of memory that is used per object varies, depending on the length of the
object path and name length, or the nesting depth of directories. The number of bytes of data is not an

important factor in determining the backup-archive client memory requirement.

The maximum number of files can be determined by dividing the maximum amount of memory available
to a process by the average amount of memory that is needed per object.
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The total memory requirement can be reduced by any of the following methods:

« Use the client option memoxryefficientbackup diskcachemethod. This choice reduces the use of
memory to a minimum at the expense of performance and a significant increase in disk space that is
required for the backup. The file description data from the server is stored in a disk-resident temporary
database, not in memory. As directories on the workstation are scanned, the database is consulted to
determine whether to back up, update, or expire each object. At the completion of the backup, the
database file is deleted.

« Use the client option memoxryefficientbackup yes. The average memory that is used by the client
then becomes 700 bytes times the number of directories plus 700 bytes per file in the directory that is
being processed. For file systems with large numbers (millions) of directories, the client still might not
be able to allocate enough memory to perform incremental backup with memoxryefficientbackup
yes.

« UNIX and Linux clients might be able to use the virtualmountpoint client option to define multiple
virtual mount points within a single file system, each of which can be backed up independently by the
client.

« If the client option xresourceutilization is set to a value greater than 4, and multiple file systems
are being backed up, then reducing resouxrceutilization to 4 or lower limits the process to
incremental backup of a single file system at a time. This setting reduces the memory requirement.

If the backup of multiple file systems in parallel is required for performance reasons, and the combined
memory requirements exceed the process limits, then multiple instances of the backup client can be
used to back up multiple file systems in parallel. For example, if you want to back up two file systems

at the same time but their memory requirements exceed the limits of a single process, then start one
instance of the client to back up one of the file systems, and start a second instance of the client to back
up the other file system.

« Use the - incrbydate client option to perform an "incremental-by-date" backup.

 Use the exclude.dizxclient option to prevent the client from traversing and backing up directories that
do not need to be backed up.

- Except for Mac OS X, use the client image backup function to back up the entire volume. An image
backup might actually use less system resources and run faster than incremental backup of some file
systems with a large number of small files.

« Reduce the number of files per file system by spreading the data across multiple file systems.

Related reference

“Snapdiff” on page 519

Using the snapdiff (snapshot difference) option with the incxremental command streamlines the
incremental backup process. The command runs an incremental backup of the files that were reported as
changed by NetApp instead of scanning all of the volume for changed files.

“Exclude options” on page 395
Use the exclude options to exclude objects from backup, image, or archive services.

“Incrbydate” on page 441

Use the incrbydate option with the incxremental command to back up new and changed files with a
modification date later than the last incremental backup stored at the server, unless you exclude the file
from backup.

“Memoryefficientbackup” on page 456
The memoryefficientbackup option specifies the memory-conserving algorithm to use for processing
full file space backups.

“Resourceutilization” on page 499
Use the resourceutilization option in your option file to regulate the level of resources the IBM
Storage Protect server and client can use during processing.

“Virtualmountpoint” on page 566
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The virtualmountpoint option defines a virtual mount point for a file system if you want to consider
files for backup that begin with a specific directory within that file system.

Include-exclude options to control processing

You might have files in your file systems that you do not want to back up. These files might be core files,
local caches of network file systems, operating system or application files that could be easily recovered
by reinstalling the program, or any other files that you could easily rebuild.

You can use the exclude and include options in your include-exclude options list to specify which files
to exclude from backup processing.

Use the include and exclude options in dsm.sys to define which files to include or exclude from
incremental or selective backup processing. A file is eligible for backup unless excluded by an exclude
option. It is not necessary to use an include option to include specific files for backup unless those files
are in a directory containing other files you want to exclude.

IBM Storage Protect uses management classes to determine how to manage your backups on the server.
Every time you back up a file, the file is assighed a management class. The management class is either a
default chosen for you, or one you assign to the file using the include option in the include-exclude list.
If you assign a management class, it must contain a backup copy group for the file to be backed up.

Related tasks

“Creating an include-exclude list ” on page 116

If you do not create an include-exclude list, the backup-archive client considers all files for backup
services and uses the default management class for backup and archive services.

“Setting the client scheduler process to run as a background task and start automatically at startup” on
page 278

You can configure the IBM Storage Protect client scheduler to run as a background system task that starts
automatically when your system is started.

Data encryption during backup or archive operations

The way to ensure data security is by encrypting data. Use data encryption to protect data during a
backup or archive operation. Advanced Encryption Standard (AES) 128-bit encryption is the default
encryption option. For the highest level of data encryption, use 256-bit Advanced Encryption Standard
(AES) data encryption by specifying the encxryptiontype option.

The data that you include is stored in encrypted form, and encryption does not affect the amount of data
that is sent or received.

The include.encrypt option is the only way to enable encryption on the backup-archive client. If no
include.encrypt statements are used encryption cannot occur.

Encryption is not compatible with VMware virtual machine backups that use the incremental forever
backup modes (MODE=IFIncxremental and MODE=IFFull). If the client is configured for encryption, you
cannot use incremental forever backup.

Use the include and exclude options in dsm. sys to define which files to include or exclude from
incremental or selective backup processing. A file is eligible for backup unless excluded by an exclude
option. It is not necessary to use an include option to include specific files for backup unless those files
are in a directory that contains other files that you want to exclude.

To encrypt file data, you must select an encryption key password, which the client uses to generate the
encryption key for encrypting and decrypting the file data. Store the encryption key password for later
use. You can specify whether to save the encryption key password in a file that is named TSM. sth by
using the encryptkey option.

IBM Storage Protect client encryption allows you to enter a value of up to 63 characters in length. This
encryption password needs to be confirmed when encrypting the file for backup, and also needs to be
entered when performing restores of encrypted files.
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While restoring the encrypted file, the client prompts you for the key password to decrypt the file in the
following cases:

« The encxryptkey option is set to Prompt.
- The key supplied by the user in the previous case does not match.

- The encryptkey option is set to Save and the locally saved key password does not match the
encrypted file.

Restriction: Client encryption with the include.enczxypt option is no longer supported for LAN-free
backup and archive operations to the IBM Storage Protect server 8.1.1 and later levels, or IBM Storage
Protect7.1.8 and later version 7 levels. LAN-free restore and retrieve operations of encrypted backup
versions and archive copies continue to be supported. If you need to encrypt data by using the
include.encrypt option, in which data is encrypted before it is sent to the server, use LAN-based
backup or archive operations.

Related reference

“Encryptiontype” on page 389
Use the encryptiontype option to specify the algorithm for data encryption.

“Encryptkey” on page 389
The backup-archive client supports the option to encrypt files that are being backed up or archived to the
IBM Storage Protect server. This option is enabled with the include.encrypt option.

“Exclude options” on page 395
Use the exclude options to exclude objects from backup, image, or archive services.

“Include options” on page 424
The include options specify objects that you want to include for backup and archive services.

File system and ACL support

Special file systems contain dynamic information that is generated by the operating system; they contain
no data or files. The UNIX and Linux clients ignore special file systems and their contents.

The stand-alone package LSCqfs
Special file systems include the following types:

« The /proc file system on most of the UNIX platforms
« The /dev/1fd file system on Solaris
« The /dev/pts on Linux

The backup-archive client can work on specific file system types that are commonly used. contains For a
list of supported file system types, see Table 37 on page 169.

Restriction: The table shows full support for NFS on AIX, including preservation of ACLs and extended
attributes. On other operating systems, NFS backups are supported, but the backups include only
standard POSIX metadata (access permissions, creation date, and so on). For more information about
backing up NFS file systems, see “Backup network file systems” on page 212.

Table 37. Supported file systems and ACL support

Platform File System ACL Support
AIX GPFS Yes

JFS Yes

JFS2 Yes

JFS2 NFSV4 Yes

VXFX Yes
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Table 37. Supported file systems and ACL support (continued)

Platform File System ACL Support
Linux x86_64 Btrfs Yes
XFS Yes
EXT2 Yes
EXT3 Yes
EXT4 Yes
ReiserFS Yes
GPFS Yes
JFS No
VXFS No
NSS Yes
Linux on Power Systems Servers  Btrfs Yes
XFS Yes
EXT2 Yes
EXT3 Yes
EXT4 Yes
ReiserFS Yes
JFS No
GPFS Yes
Linux on z Systems® Btrfs Yes
XFS Yes
EXT2 Yes
EXT3 Yes
EXT4 Yes
ReiserFS Yes
JFS No
GPFS Yes
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Table 37. Supported file systems and ACL support (continued)

Platform File System ACL Support

macOS HFS Standard (HFS) No
HFS Extended (HFS+) No
HFS Extended case-sensitive No
(HFSX)
Xsan (XSAN) UNIX Yes
Universal disk format (UDF) Yes
1S09660 Yes
Apple File System, Case Sensitive Yes
(APFSCS)
Apple File System (APFS) Yes

Solaris UFS Yes
VXFS Yes
QFS No
ZFS Yes

With file systems where NFS V4 ACLs are defined and used (Solaris ZFS and AIX JFS2 V2), even if only
the standard UNIX permissions or ACLs have changed (such as with the CHMOD command), the file or
directory is fully backed up again. With other file systems, this type of change causes only an attribute
update on the IBM Storage Protect server.

To process all other file systems, use the virtualmountpoint option to enable support for the following
items:

« To back up, restore, archive, and retrieve file data
« For basic UNIX and Linux permissions
« For change, access, and modification time stamps, and the directory tree structure

No other file system specific attributes, such as the ACL, are valid. The file system type for such file
systems is set to "UNKNOWN".

For example, if the /media/abc/DATAL file system is not supported by the client, add the following
statement to dsm. sys to back up or archive the data in this file system:

VIRTUALMOUNTPOINT /media/abc/DATAL

This support is only available if the file system can use basic POSIX system calls, such as read or write
processing on your system.

Cross-platform backup and restore are not supported. For example, data backed up by an AIX client is not
available for restore by a Windows client and vice versa.

Note: Data that is backed up or archived by the Mac OS X client cannot be restored by any other client.
Additionally, the Mac OS X client cannot restore or retrieve data from any other client.

You can use the cross-file system type restore or retrieve method for ACL information if both the original
file system and the destination file system support compatible ACLs. For example, on Solaris, the ACL
information that is backed up from a VxFS file system is restored to a UFS file system because these file
systems support compatible ACLs. The ACL information is not restored during cross-file system restore or
retrieve operations if the original file system and the destination file system do not support ACLs,

The following restrictions apply to the QFS file system:
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« Image backup is not supported on QFS file systems.

« The Solaris backup-archive client does not support the combination of QFS and SAM needed to
archive files onto tertiary background storage, such as tapes. Instead, it recalls files from tape to disk
automatically if it finds migrated files during a backup.

« A QFS file system contains two hidden system files and a system directory that cannot be backed up;
and this is acceptable because a backup of these files is not needed. They contain internal data to
manage the file system. The internal data is automatically excluded from a backup and is re-created
automatically by the file system itself, if a restore of files in that file system is completed.

Incremental, selective, filelist back up, archive, restore, and retrieve processing of the Veritas file system
and its ACLs on AIX are supported. Restore of a Veritas volume on a Logical Volume Manager volume (and
vice versa) is allowed, provided both have the same file system type.

The following information pertains only to Mac OS X systems:

« On Mac OS X systems, the UFS and HFSX file systems are case-sensitive whereas the HFS+ file system
is not case-sensitive but is case-preserving. Files that you back up from a UFS or HFSX file system
(case-sensitive) might not be restored properly to an HFS+ file system (not case-sensitive) file system.
For example, on a UFS file system, files Afile and afile are seen as different files. However, on an
HFS+ file system the two files are seen as identical.

« On Mac OS X, if case-sensitive HFS+ or UFS file systems are used, it is important that the data from
the HFSX or UFS file system is not backed up to an HFS+ file system on the IBM Storage Protect server.
Either a new name must be used on the system or the existing file space on the IBM Storage Protect
server must be renamed. For example, consider a system that has a file system named /Volumes/fs2
and this system is repartitioned with a case-sensitive HFS+ file system. Either the /Volumes/fs2
file system on the IBM Storage Protect server must be renamed, or a new name must be used on
the local system. If this renaming is not done, the HFSX case-sensitive data is mixed with the HFS+
case-insensitive data that is already stored on the IBM Storage Protect server.

« On Mac OS X, aliases and symbolic links are backed up. However, the client does not back up the data to
which the symbolic links point.

« On Mac OS X, when files that are backed up from an HFS volume are restored to a UFS volume,
the resource forks are not assigned to the correct owner. Correct this problem by using the chown
command on the resource fork file to change the owner. The resource fork file stores structured data in
afile.

On Linux on POWER and Linux on System z, you must install 1ibacl. so for the client to back up ACLs.

Important: If you are running GPFS for AIX, GPFS for Linux x86_64, or GPFS for Linux on z Systems in a
multinode cluster, and all nodes share a mounted GPFS file system, the client processes this file system
as a local file system. The client backs up the file system on each node during an incremental backup. To
avoid this, you can do one of the following things:

« Explicitly configure the domain statement in the client user-options file (dsm. opt) to list the file
systems you want that node to back up.

« Set the exclude. fs optionin the dsm. sys file to exclude the GPFS file system from backup services.

If the GPFS cluster contains different platforms, you must use backup-archive clients on only one
platform to protect a single file system. Do not use backup-archive clients on more than one platform
to protect a GPFS file system that is shared among more than one platform

For example, assume that a cluster contains nodes on AIX, Linux x86, and Linux zSeries systems. You
can protect file system A with AIX backup-archive clients and protect file system B with Linux zSeries
backup-archive clients. Or you can protect file system A and file system B with AIX backup-archive
clients. If you protect file system A with an AIX backup-archive client, you must not protect file system A
with a backup-archive client on any platform other than AIX.

172 IBM Storage Protect UNIX and Linux Backup-Archive Clients: Installation and User's Guide



Support for cross operating system recovery for files stored in IBM Storage Scale file
systems

In an IBM Storage Scale cluster with multiple operating system types, a file that holds ACL or extended
attribute metadata and was backed up on a source operating system, can be restored on a target
operating system. The ACL or extended attribute metadata is correctly restored correctly if both operating
system types on the source and the target use the same version of IBM Storage Scale.

The following are the supported source-operating-systems types:
« AIX

« Linux for IBM System Power big endian (pBE)

 Linux x86

e Linux for IBM System z

The following are the supported target-operating-system types:

« Linux for IBM System Power little endian (pLE)

« Linux x86

e Linux for IBM System z

The security settings for affected users and groups must match on both the source and the target
systems.

Do not mix operating system types for backup activity. Choose only one operating system type available in
your IBM Storage Scale cluster, and use it for all backup operations.

Maximum file size for operations

The maximum file size depends on the type of a file system. The backup-archive client does not check any
file size limit during backup, archive, restore, or retrieve operations.

If the file system allows creation of the file, the client backs up or archives the file.

The following table specifies the maximum file sizes for the native file systems on UNIX and Linux client
platforms.

Table 38. Maximum file size

Platform Max file size (in bytes)

AIX 6.1 (JFS2) size limitations

Maximum JFS2 file system size: 32 TB
Maximum JFS2 file size: 16 TB
Minimum JFS2 file system size: 16 MB

All Linux clients 9223372036854 775807 (8 EB-1)
Mac OS X

HFS - 2147 485 648 (2GB)
HFS+, HFSX, XSAN, and UFS -
9223372036854 775 808 (8EB)

Solaris 1099511627775 (1 TB-1)
Solaris (ZFS) 18446 744 073 709 551 616 (16 EB)
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Long user and group names

The backup-archive client can handle user and group names that are up to 64 characters without any
issues. However, names longer than 64 characters require special handling by IBM Storage Protect.

Important: Do not exceed the 64 character limit for user and group names. If you do, the client shortens
the name to fall within this limit by using the following transformation: Take the first 53 characters,
append a forward slash (/), and then the numeric ID as a character string.

An error message is logged that contains both the long name and the resulting shortened string. For most
functions, you do not need to be aware of the shortened name. The exceptions are:

« The set access command
« The fromowner option
« The users and groups (authorization) options

In each of these cases, when you need to enter a name, you either have to find the error message
containing the transformation, or construct the name using the rule outlined here.

Mac 0S X volume names
The backup-archive client backs up volumes based on their UNIX mount point name.

IBM Storage Protect maintains each volume name as a separate restore or retrieve volume. These volume
names become the names of file spaces on the server.

If you change the name of a volume you have already backed up, the client sees it as a new volume and
does not relate it to the previous one. Any backup of the volume backs up the files under the new name. A
mismatch might occur if you rename your volumes, or if you access IBM Storage Protect from a different
workstation than the one from which you backed up the files.

Mac 0S X volume naming precautions
IBM Storage Protect creates all new file spaces on the server with the UNIX mount point of the volume.

If there are two volumes with the names such as "La Pomme" and "la pomme", two unique UNIX mount
points are created.

The following examples show the two mount points that are created:

/Volumes/La Pomme
/Volumes/la pomme

If duplicate volumes exist on your desktop, it is possible for the UNIX mount points to be different than
the last time the client did a backup. The client might not back up the data to the correct file system on
the IBM Storage Protect server.

You can check the file system where the client backs up the data:

1. In the Backup window, select a file system.
2. Click File — Show Info.

The UNIX mount point is in the Information dialog.
The best way to avoid any potential naming problems is to ensure that the volume names are unique.
Important:

- The client continues to use the existing file space names on the IBM Storage Protect Server. Only new
file spaces use the UNIX mount point for the name.

« Do not specify volumes with periods in the name (...). The client uses the sequence of periods as part
of include-exclude processing. The client reports an invalid include-exclude statement if a volume has a
sequence of periods in the name. The volume must be renamed.
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Mac 0S X volume naming precautions on dual boot systems

If you have more than one version of Mac OS X that you switch between, it is critical that you understand
how the client uses the UNIX mount paths for file space names on the IBM Storage Protect server.

For example, consider a dual-boot system that has two volumes, E1 Capitan and Sierra. The finder
and the backup-archive client GUI displays these as E1 Capitan and Sierra. However, the UNIX mount
points depend upon which version of Mac OS is running. If El Capitan is the startup disk, the UNIX paths
are:

/Volumes/Sierra

If Sierra is the startup disk, the UNIX paths are:

/

/Volumes/E1l Capitan
When a backup or archive operation is run, the file space names also depend on which version of Mac 0OS
Xis running.

Both versions of Mac OS X back up to the / file system on the IBM Storage Protect server. When this
happens, the system files are intermixed.

To avoid potential problems on dual-boot systems, complete one of these tasks:

1. Select one version of Mac OS X on which to install and run IBM Storage Protect. This ensures that the
UNIX mount points are the same each time the client does a backup.

2. Configure each version of Mac OS X with a unique IBM Storage Protect node name. Then exclude the
other version of Mac OS X from backup processing with a domain statement in the system options file.
For example, if the volume Sierra is the startup disk, add this option to the system options file:

DOMAIN -/Volumes/El Capitan

If the volume El Capitan is the startup disk, add this to the system options file:

DOMAIN -/Volumes/Sierra

Mac 0S X Unicode enablement

The Mac OS X client is Unicode enabled. New clients storing data on the server for the first time require no
special set up.

The server automatically stores files and directories as Unicode enabled. However, if you are upgrading
to the Unicode-enabled client, you need to plan the migration of existing file spaces so they can support
Unicode.

Any file spaces that are already on the server must be renamed so Unicode-enabled file spaces can be
created. Use the autofsrename option rename existing file spaces.

Related reference

“Autofsrename” on page 334

The autofsrename option renames an existing file space that is not Unicode-enabled on the IBM
Storage Protect server so that a Unicode-enabled file space with the original name can be created for the
current operation.

Mac 0S X Time Machine backup disk

Time Machine is the backup application available with Mac OS X.

IBM Storage Protect can be used at the same time as Mac OS X Time Machine application. However, due
to the unique nature of how the Mac OS X Time Machine application backs up data, consider the following
items before using the backup-archive client to back up the Mac OS X Time Machine data:
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« The Mac OS X Time Machine backup disk makes extensive use of both file and directory hard links to
minimize disk usage. For example, if the disk backed up with the Mac OS X Time Machine application is
5 GB, the first backup copies 5 GBs of data to the Mac OS X Time Machine backup disk.

Subsequent backups only copy the files that have changed since the previous backup. All files and
directories that have not changed are hard-linked with the version that was copied during the previous
backup.

The Finder shows each backup as 5 GB, for a total size of 10 GB. However, because of the use of hard
links, the total disk usage is only slightly larger than 5 GB.

All hard-linked objects that are not already on the IBM Storage Protect server are backed up.

For example, 10 GB of data would be sent to the IBM Storage Protect server.

- When files that are restored are hard-linked, the client recreates the original hard link. Recreating
the original hard link can only be done if all files that are hard-linked are restored at the same time.
Restoring all the hard-linked files at the same time is not a practical method for a large backup disk that
uses the Mac OS X Time Machine application.

« When the Mac OS X Time Machine application copies files to the backup disk, ACLs are added to
the files to protect them from deletion. the backup-archive can back up and restore files with ACLs.
However, any files that are restored must have these restrictive ACLs in place.

Tip: For best results, exclude the Time Machine application backup data. All Time Machine application
datais in a directory named Backups . backupdb.

Related concepts

“System files to exclude” on page 119
There are some system files that should be placed in the client options file so that they are excluded.

Performing an incremental, selective, or incremental-by-date
backup (UNIX and Linux)

Your administrator might have set up schedules to automatically back up files on your workstation. The
following sections discuss how to back up files without using a schedule.

There are two types of incremental backup: full incremental and partial incremental.

Related tasks
“Setting the client scheduler process to run as a background task and start automatically at startup” on

page 278

You can configure the IBM Storage Protect client scheduler to run as a background system task that starts
automatically when your system is started.

Full and partial incremental backup

An incremental backup backs up only new and changed files. The type of incremental backup depends on
what objects you select to be backed up.

If you select entire file systems, the backup is a full incremental backup. If you select a directory tree or
individual files, the backup is a partial incremental backup.

The first time that you run a full incremental backup, the backup-archive client backs up all the files and
directories that you specify. The backup operation can take a long time if the number of files is large, or
if one or more large files must be backed up. Subsequent full incremental backups only back up new and
changed files. The backup server maintains current versions of your files without having to waste time or
space by backing up files that exist in IBM Storage Protect server storage.

Depending on your storage management policies, the IBM Storage Protect server might keep more than
one version of your files in storage. The most recently backed up files are active backup versions. Older
copies of your backed up files are inactive versions. However, if you delete a file from your workstation,
the next full incremental backup causes the active backup version of the file to become inactive. You can
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restore an inactive version of a file. The number of inactive versions that are maintained by the server and
how long they are retained is governed by the management policies that are defined by your IBM Storage
Protect server administrator. The active versions represent the files that existed on your file system at the
time of the last backup.

To start a full or partial incremental backup by using the client GUI, select Backup, and then select the
Incremental (complete) option. From the command line, use the incxemental command and specify
file systems, directory trees, or individual files to include in the backup.

During an incremental backup, the client queries the server or the journal database to determine the
exact state of your files since the last incremental backup. The client uses this information for the
following tasks:

« Back up new files.
« Back up files whose contents changed since the last backup.

Files are backed up when any of the following attributes change:

File size

Date or time of last modification
Extended Attributes
— Access Control List

If only the following attributes change, the attributes are updated on the IBM Storage Protect server, but
the file is not backed up:

— File owner

— File permissions
- Inode

— Group ID

— Change time (ctime) attribute (for objects in GPFS file systems only and if the updatectime option
is set to yes). For more details, see the updatectime option.

— Icon location (Mac OS X only)
— Type or creator (Mac OS X only)
« Back up directories.

A directory is backed up in any of the following circumstances:

— The directory was not previously backed up.

— The directory permissions changed since the last backup.

— The directory Access Control List changed since the last backup.
— The directory Extended Attributes changed since the last backup.

— The change time (ctime) attribute is updated since the last backup (for GPFS file systems only). For
more details, see the updatectime option.

Directories are counted in the number of objects that are backed up. To exclude directories and their
contents from backup, use the exclude.dir option.

- Expire backup versions of files on the server that do not have corresponding files on the workstation.
The result is that files that no longer exist on your workstation do not have active backup versions on the
server. However, inactive versions are retained according to rules defined by the IBM Storage Protect
administrator.

« Rebind backup versions if management class assignments change. Only objects that have active backup
versions are bound again. Objects for which only inactive backup versions exist are not bound again.

During a partial incremental backup operation, objects are rebound or expired as follows:
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If the file specification matches all files in a path:
Rebinding and expiration occurs for all eligible backup versions that match the file specification.
This is the case for an incremental command like dsmc incr c:\mydir\* -subdir=yes.

If the file specification does not match all files in a path:
Rebinding and expiration occurs for all eligible backup versions that match the file specification.
However, eligible backup versions are not expired or rebound if they were in a directory that no
longer exists on the client file system.

Consider an incremental command like dsmc incr c:\mydir\*.txt -subdir=yes.Assume
that some files in c:\mydixr\ do not have the txt file type. Rebinding and expiration occurs only for
files that match the x. txt specification and whose directories still exist on the client file system.

You can use the preservelastaccessdate option to specify whether to modify the last access date
after a backup or archive operation. By default, the access date changes after a backup or archive
operation.

Related concepts

“Storage management policies” on page 287

Storage management policies are rules your administrator defines in order to manage your backups and
archives on the server.

Related reference

“Exclude options” on page 395
Use the exclude options to exclude objects from backup, image, or archive services.

“Preservelastaccessdate” on page 480
Use the preservelastaccessdate option to specify whether a backup or archive operation changes
the last access time.

“Updatectime” on page 561
Use the updatectime option to check the change time (ctime) attribute during an incremental backup
operation.

Journal-based backup on AIX and Linux

Journal-based backup is an alternate method of backup that uses a change journal maintained by the IBM
Storage Protect journal daemon process.

On AIX, journal-based backup is supported on JFS and JFS2 file systems.

On Linux, journal-based backup is supported on Ext2, Ext3, Ext4; XFS, ReiserFS, JFS, VxFS, and NSS, and
for a local file system shared through NFS. GPFS is not supported for journal-based backups.

To support journal-based backup you must install and configure the IBM Storage Protect journal daemon.

A backup of a particular file system will be journal-based when the journal daemon has been installed
and configured to journal the particular file system, and a valid journal has been established for the file
system. Journal-based backup is enabled by successfully completing a full incremental backup.

The primary difference between traditional incremental backup and journal-based backup is the method
used for backup and expiration candidates.

Traditional incremental backup obtains the list of backup and expiration candidates by building
comprehensive lists of local objects, and lists of active server objects for the file system being backed
up. The local lists are obtained by scanning the entire local file system. The server list is obtained by
guerying the entire server inventory for all active objects.

The two lists are compared, and candidates are selected according to the following criteria:

- An object is selected as a backup candidate if it exists in the local list. but does not exist in the server
list. The object is also a backup candidate if it exists in both lists, but differs according to incremental
criteria (for example, attribute changes, date and size changes).

- An object is selected as an expiration candidate if it exists in the server list, but doesn't exist in the local
list.
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Journal-based backup obtains the candidates list of objects to back up and expire by querying the journal
daemon for the contents of the change journal of the file system being backed up.

Change journal entries are cleared (marked as free) after they have been processed by the backup client
and committed on the IBM Storage Protect server.

You can use journal-based backup when backing up file systems with small or moderate amounts of
change activity between backup cycles. If you have many file changes between backup cycles, you will
have very large change journals. Large change journals might create memory and performance problems
that can negate the benefits of journal-based backup. For example, creating, deleting, renaming, or
moving very large directory trees can also negate the benefit of using journal-based backup instead of
normal incremental backup.

Journal-based backup is not intended to be a complete replacement for traditional incremental backup.
You should supplement journal-based backup with a full progressive incremental backup on a regular
basis. For example, perform journal-based backups on a daily basis, and full incremental backups on a
weekly basis.

Here are some limitations of journal-based backup:

- Individual server attributes are not available during a journal-based backup. Certain policy settings such
as copy frequency and copy mode might not be enforced.

« Other platform-specific behaviors might prevent objects from being processed properly. Other software
that changes the default behavior of the file system might prevent file system changes from being
detected.

- If the file system is very active when a journal-based backup is in progress, it is possible that a small
number of deleted files will not be expired.

- If you restore files to a file system that has an active journal, some of the restored files might get backed
up again when the next journal-based backup occurs, even if the files have not changed since they were
restored.

« The “Skipaclupdatecheck” on page 519 option has no effect during journal-based backups. No matter
how this option is set, when performing journal-based backups of a file system, the client always backs
up afile if its ACL or extended attributes have been changed since the last backup.

You should perform periodic full incremental backups and more frequent journal backups. Traditional
incremental backup compares the entire server inventory of files against the entire local file system.
Therefore, incremental backup is always the most comprehensive backup method.

Note: A journal-based backup might not fall back to the traditional incremental backup if the policy
domain of your node is changed on the server. This depends on when the policy set within the domain
was last updated and the date of the last incremental backup. In this case, you must force a full
traditional incremental backup to rebind the files to the new domain. Use the nojournal option with
the incremental command to specify that you want to perform a traditional full incremental backup,
instead of the default journal-based backup.

Restore processing with journal-based backups (AIX and Linux)

The journal service attempts to identify changes that are made to a file as the result of a restore
operation. If a file is unchanged since it was restored, it is not backed up again during the next journaled
backup.The presumption is that you are restoring a file because it contains the data you need, so there is
no point to backing up the file again when the next journal backup occurs. Changes to restored files that
occur after the files are restored must be recognized as new changes and the file is processed in the next
journal backup.

When an active journal exists for a particular file system, the backup-archive client notifies the journal
daemon when a file is about to be restored. Any changes to the file that occur within a short window
in time after the journal daemon is notified are assumed to be a result of the file being restored. These
changes are not recorded and the file is not included in the next journal backup.

In most cases, journal processing correctly identifies file changes that are generated as the result of the
file being restored and prevents the file from being backed up by the next journal backup.
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Systemic system delays, whether caused by intensive I/O or file system latency, might prevent a restore
operation from starting in the time frame allotted by the journal daemon once it is notified that a restore
is about to take place. If such a delay occurs, changes made to the file are assumed to be new changes
that occurred after the file was restored. These changes are recorded, and the file is included in the next
journal backup. Things like systemic processing delays and file system latency are beyond the control of
the backup-archive client and are simply recognized limitations of journal-based backups.

Incremental-by-date backup

For a file system to be eligible for incremental-by-date backups, you must have performed at least one
full incremental backup of that file system. Running an incremental backup of only a directory branch or
individual file will not make the file system eligible for incremental-by-date backups.

The client backs up only those files whose modification date and time is later than the date and time of
the last incremental backup of the file system on which the file resides. Files added by the client after

the last incremental backup, but with a modification date earlier than the last incremental backup, are not
backed up.

Files that were renamed after the last incremental backup, but otherwise remain unchanged, will not be
backed up. Renaming a file does not change the modification date and time of the file. However, renaming
a file does change the modification date of the directory in which it is located. In this case, the directory is
backed up, but not the files it contains.

If you run an incremental-by-date backup of the whole file system, the server updates the date and
time of the last incremental backup. If you perform an incremental-by-date backup on only part of a file
system, the server does not update the date of the last full incremental backup. In this case, the next
incremental-by-date backup backs up these files again.

Note: Unlike incremental backups, incremental-by-date backups do not expire deleted files or rebind
backup versions to a new management class if you change the management class.
Related tasks

“Backing up data using the Java GUI” on page 184
You can back up specific files, entire directories, or entire file systems from the directory tree.

Comparing incremental-by-date, journal-based, and NetApp snapshot
difference to full incremental and partial incremental backups

Incremental-by-date, journal-based, and NetApp snapshot difference are alternatives to full incremental
and partial incremental back methods.

Incremental-by-date backup
An incremental-by-date backup takes less time to process than a full incremental backup and
requires less memory.

An incremental-by-date backup might not place exactly the same backup files into server storage
because the incremental-by-date backup:

« Does not expire backup versions of files that you delete from the workstation.
« Does not rebind backup versions to a new management class if you change the management class.

« Does not back up files with attributes that change, unless the modification dates and times also
change.

- Ignores the copy group frequency attribute of management classes (Journal-based backups also
ignore this attribute).
Journal-based backup

The memory requirements for an initial journaling environment are the same as the memory
requirements for a full file space incremental, because journal-based backups must complete the
full file space incremental in order to set the journal database as valid, and to establish the baseline
for journaling.
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The memory requirements for subsequent journal-based backups are much less. Journal backup
sessions run in parallel and are governed by the resourceutilization client option in the same
manner as normal backup sessions. The size of the journal database file reverts to a minimal size (less
than 1 KB) when the last entry has been deleted from the journal. Since entries are deleted from the
journal as they are processed by the client, the disk size occupied by the journal should be minimal
after a complete journal backup. A full incremental backup with journaling active takes less time to
process than an incremental-by-date backup.

On AIX and Linux, journal-based backup does have some limitations. See “Journal-based backup on
AIX and Linux” on page 178 for information.

NetApp snapshot difference

For NAS and N-Series file servers that are running ONTAP 7.3.0, or later, you can use the snapdiff
option to invoke the snapshot difference backup from NetApp when running a full-volume incremental
backup. Using this option reduces memory usage and is faster.

Note: The client supports NetApp Flex Group volumes for filer ONTAP 9.8 and later versions only.

Consider the following restrictions when running a full-volume incremental backup using the
snapdiff option, to ensure that data is backed up when it should be.

« Afileis excluded due to an exclude rule in the include-exclude file. The client runs a backup
of the current snapshot with that exclude rule in effect. This happens when you have not made
changes to the file, but you have removed the rule that excluded the file. NetApp will not detect this
include-exclude change because it only detects file changes between two snapshots.

- If you added an include statement to the option file, that include option does not take effect unless
NetApp detects that the file has changed. The client does not inspect every file on the volume
during backup.

« If you used the dsmc delete backup command to explicitly delete a file from the IBM Storage
Protect inventory, NetApp cannot detect that a file was manually deleted from IBM Storage Protect
storage. Therefore, the file remains unprotected in IBM Storage Protect storage until it is changed on
the volume and the change is detected by NetApp, which signals the client to back it up again.

« Policy changes such as changing the policy from mode=modified to mode=absolute are not
detected.

» The entire file space is deleted from the IBM Storage Protect inventory. This action causes the
snapdiff option to create a new snapshot to use as the source, and a full incremental backup to be
run.

- Snapshot differential backup operations are not supported in the IBM Storage Protect for Virtual
Environments environment. You cannot run snapshot differential backup operations of a file system
that resides on a NetApp filer on a host where the Data Protection for VMware or Data Protection for
Microsoft Hyper-V data mover is also installed.

The NetApp software determines what is a changed object, not IBM Storage Protect.

If you run a full volume backup of an NFS-mounted NetApp or N-Series volume, all the snapshots
under the snapshot directory might also be backed up.

To avoid backing up all snapshots under the snapshot directory, do one of the following actions:

« Run NDMP backups
e Run backups using the snapshotroot option

« Run incremental backups using the snapdiff option

Tip: If you run an incremental backup using the snapdiff option and you schedule periodic
incremental backups, use the createnewbase=yes option with the snapdiff option to create
a base snapshot and use it as a source to run an incremental backup.

« Exclude the snapshot directory from backups.

On Linux systems, the snapshot directory is in . snapshot.
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Note: The . snapshot directory is not backed up for some versions of Red Hat Linux, so you are not
required to exclude it.

Snapshot differential backup with an HTTPS connection

You can use a secure HTTPS connection for the backup-archive client to communicate with a NetApp filer
during a snapshot differential backup.

The HTTPS protocol is enabled on NetApp filers by default and cannot be disabled.

When you run a snapshot differential backup, the backup-archive client establishes an administrative
session with a NetApp filer. The filer credentials, such as the filer host name or IP address, the user name
that is used to connect to the filer, and the filer password, are stored locally on the backup-archive client.
This information must be transmitted to the filer to establish the authenticated administrative session. It
is important to use a secure connection because authenticating the administrative filer session requires
the client to transmit the filer password in clear text.

To establish a secure connection by using the HTTPS communication protocol, you must use the
snapdiffhttps option whenever you run a snapshot differential backup. Without the snapdiffhttps
option, the backup-archive client can establish filer sessions only with the HTTP protocol, which would
require HTTP administrative access to be enabled on the filer. With the snapdiffhttps option, you can
establish a secure administrative session with the NetApp filer regardless of whether HTTP administrative
access is enabled on the NetApp filer.

Restrictions:
The following restrictions apply to snapshot differential backups with HTTPS:

« The HTTPS connection is used only to securely transmit data over the administrative session between
the backup-archive client and the NetApp filer. The administrative session data includes information
such as filer credentials, snapshot information, and file names and attributes that are generated by the
snapshot differencing process. The HTTPS connection is not used to transmit normal file data that is
accessed on the filer by the client through file sharing. The HTTPS connection also does not apply to
normal file data transmitted by the client to the IBM Storage Protect server through the normal IBM
Storage Protect client/server protocol.

« The snapdiffhttps option does not apply to vFilers because the HTTPS protocol is not supported on
the NetApp vFiler.

« The snapdiffhttps option is available only by using the command-Lline interface. It is not available for
use with the backup-archive client GUI.

Related tasks

Configuring NetApp and IBM Storage Protect for snapshot difference incremental backups

You must configure the NetApp file server connection information to run the snapshot difference
incremental backup command on the backup-archive client. Also use the set passwoxrd command

to specify the file server hostname, and the password and username that is used to access the file server.

Running a snapshot differential backup with an HTTPS connection
When you run a snapshot differential backup, you can use the snapdiffhttps option to create a secure
HTTPS connection between the backup-archive client and the NetApp filer.

Related reference

Snapdiffhttps
Specify the snapdiffhttps option to use a secure HTTPS connection for communicating with a NetApp
filer during a snapshot differential backup.

Snapdiff
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Using the snapdiff (snapshot difference) option with the incxremental command streamlines the
incremental backup process. The command runs an incremental backup of the files that were reported as
changed by NetApp instead of scanning all of the volume for changed files.

Running a snapshot differential backup with an HTTPS connection

When you run a snapshot differential backup, you can use the snapdiffhttps option to create a secure
HTTPS connection between the backup-archive client and the NetApp filer.

Before you begin

Before you begin a snapshot differential backup over an HTTPS connection, ensure that you configured
the client as described in “Configuring NetApp and IBM Storage Protect for snapshot difference
incremental backups” on page 106.

This method is available only at the command-line interface.

Note: The client supports NetApp Flex Group volumes for filer ONTAP 9.8 and later versions only.

Procedure

To start a snapshot differential backup operation over an HTTPS connection, specify the incxremental
command with the snapdiff and snapdiffhttps options at the command-Lline interface.

For example, you are using a Linux system with an NFS mounted file system /vol/voll hosted on the
file server homestore.example.com. The /net/homel directory is the mount point of /vol/voll.
Issue the following command:

dsmc incr /net/homel -snapdiff -snapdiffhttps

Related concepts

“Snapshot differential backup with an HTTPS connection” on page 182

You can use a secure HTTPS connection for the backup-archive client to communicate with a NetApp filer
during a snapshot differential backup.

Related reference

“Snapdiffhttps” on page 526

Specify the snapdiffhttps option to use a secure HTTPS connection for communicating with a NetApp
filer during a snapshot differential backup.

Selective backup

Use a selective backup when you want to back up specific files or directories regardless of whether a
current copy of those files exists on the server.

Incremental backups are generally part of an automated system to back up entire file systems. In
contrast, selective backups allow you to manually select a set of files to back up regardless of whether
they have changed since your last incremental backup.

Unlike incremental backups, a selective backup provides the following:

« Does not cause the server to update the date and time of the last incremental.

« Backs up directory and file entries even if their size, modification timestamp, or permissions have not
changed.

« Does not expire deleted files.
« Does not rebind backup versions to a new management class if you change the management class.

Related tasks
“Backing up data using the Java GUI” on page 184
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You can back up specific files, entire directories, or entire file systems from the directory tree.

Related reference

“Selective” on page 727
The selective command backs up files that you specify. If you damage or mislay these files, you can
replace them with backup versions from the server.

Solaris global zone and non-global zones backups

For Solaris zones, perform incremental and selective backups of file systems within the zone where these
file systems were created.

Treat each non-global zone as a separate system that has its own IBM Storage Protect node name and run
backups from within each of the zones.

If you run incremental or selective backups of non-global zones from the global zone, the global-zone
administrator must decide which files in the non-global zone are included or excluded in backups. For
example, device, system and kernel files of the non-global zones are not automatically excluded from
backups, but they must not be backed up. Restoring such files can make a non-global zone unusable.

Saving access permissions

When you back up your files, the backup-archive client also saves standard UNIX access permissions
assigned to the files.

Depending on your operating system, it also saves extended permissions. For example, for files on an AIX
workstation, the client saves access control lists.

It is possible for an authorized user to back up files for another user, but this should not cause ownership
conflicts. The backup server properly records that the file belongs to the original owner. The authorized
user does not need to grant the original owner access to the backup versions.

Setting a virtual mount point

If you are an authorized user and you want to back up files beginning with a specific directory within a file
system, you can define that directory as a virtual mount point.

Defining a virtual mount point within a file system provides a direct path to the files you want to back

up, saving processing time. It is more efficient than defining the file system with the domain option and
then using an exclude option to exclude the files you do not want to back up. It also allows you to store
backups and archives for specific directories in separate storage file spaces.

Related reference

“Virtualmountpoint” on page 566
The virtualmountpoint option defines a virtual mount point for a file system if you want to consider
files for backup that begin with a specific directory within that file system.

Backing up data using the Java GUI

You can back up specific files, entire directories, or entire file systems from the directory tree.

About this task

You can locate the files you want to back up by searching or filtering. Filtering displays only the files
matching the filter criteria for your backup.

Note: From IBM Storage Protect 8.1.23 version, the Java GUI component is not supported on Oracle
Solaris x86_64 client.

Use the backup-archive client Java GUI to back up your data as follows:
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Procedure

1. Click Backup in the IBM Storage Protect window. The Backup window appears.

2. Expand the directory tree if necessary. Click on the selection boxes next to the object or objects you
want to back up. To search or filter files, click the Find icon on the tool bar.

3. Enter your search criteria in the Find Files (Backup) window.
4. Click the Search button. The Matching Files (Backup) window appears.

. Click the selection boxes next to the files you want to back up and close the Matching Files (Backup)
window.

. Enter your filter criteria in the Find Files (Backup) window.
. Click the Filter button. The Backup window displays the filtered files.
. Click the selection boxes next to the filtered files or directories you want to back up.

. Select one of the following backup types from the pull-down menu: (1) To run an incremental backup,
click Incremental (complete), (2) To run an incremental-by-date backup, click Incremental (date
only), (3) To run a selective backup, click Always backup.

10. Click Backup. The Backup Task List window displays the backup processing status.
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Results
Consider the following items when you back up your data using the Java GUL.

« To modify specific backup options, click the Options button. The options you select are effective during
the current session only.

- IBM Storage Protect uses management classes to determine how to manage your backups on the
server. Every time you back up a file, the file is assigned a management class. The management class
used is either a default selected for you, or one that you assign to the file using an include option in the
include-exclude options list. Select Utilities — View Policy Information from the backup-archive client
Java GUI or web client GUI to view the backup policies defined by the IBM Storage Protect server for
your client node.

« To perform an automatic incremental backup of your default domain, select Actions — Backup Domain.
Your default domain is set with the domain option in your client user-options file (dsm.opt). If you do
not have the domain option set, the default domain is all local file systems.

« You can use the Preferences editor to exclude file systems in your default domain from backup
processing.

Related concepts

“Storage management policies” on page 287

Storage management policies are rules your administrator defines in order to manage your backups and
archives on the server.

Related reference

“Domain” on page 369
The domain option specifies what you want to include for incremental backup.

Backing up data using the command line
You can use the incxremental or selective commands to perform backups.

The following table shows examples of using these commands to perform different tasks.

Table 39. Command-line backup examples

Task Command Considerations

Incremental backups

Chapter 4. Backing up your data 185



Table 39. Command-line backup examples (continued)

Task Command Considerations

Perform an incremental dsmc incremental See “Incremental” on page 655 for more
backup of your client information about the incxremental
domain. command.

Back up the /fs1 dsmc incremental See “Domain” on page 369 for more

and /£s2 file systems in -domain="/fs1 /fs2" information about the domain option.

addition to the /home, /
usr, and /datasave file
systems defined in your
client domain.

Back up the / dsmc incremental -domain="/ See “Domain” on page 369 for more
Volumes/fsland / Volumes/fs1l /Volumes/fs2" information about the domain option.
Volumes/£fs2 file

systems in addition to the

volumes defined in your

client domain.

Back up all local file dsmc incremental -domain="all- You cannot use the (-) operatorin
systems defined in your local -/home" front of the domain keyword all-local.
client domain except for See “Domain” on page 369 for more
the /home file system. information. For Windows clients, you

can also exclude the system state
domain from backup processing in this

way.

Back up only the /fs1 dsmc incremental /fs1 /fs2 None

and /£s2 file systems.

Back up all files in the / dsmc incremental /home/ See “Subdir” on page 540 for more
home directory and all its -subdir=yes information about the subdir option.
subdirectories.

Back up all files in the / dsmc incremental /Users/ See “Subdir” on page 540 for more
Users directory and all its -subdir=yes information about the subdir option.
subdirectories.

Assuming that you dsmc incremental /usr The backup-archive client considers the
initiated a snapshot of -snapshotroot=/snapshot/dayl snapshotroot value as a file space
the /usr file system and name. See “Snapshotroot” on page 530
mounted the snapshot for more information.

as /snapshot/dayl, run
an incremental backup of
all files and directories
under the local snapshot
and manage them on

the IBM Storage Protect
server under the file space
name /usr.

Incremental-by-date backup
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Table 39. Command-line backup examples (continued)

Task

Command

Considerations

Perform an incremental-
by-date backup of your
default client domain.

dsmc incremental -incrbydate

Use the incrbydate option with the
incremental command to back up new
and changed files with a modification
date later than the last incremental
backup stored at the server. See
“Incrbydate” on page 441 for more
information about the incrbydate
option.

Selective backups

Back up all files in

the /home/projor/
Users/van/Documents
directory.

dsmc selective /home/proj/
ordsmc selective /Users/van/
Documents/

Use the selective command to back
up specific files or directories regardless
of whether they have changed since your
last incremental backup. You can use
wildcards to back up multiple files at
once. See “Selective” on page 727 for
more information about the selective
command.

Back up all files in the /
home/proj directory and
all its subdirectories.

dsmc selective /home/proj/
-subdir=yes

If you specify -subdir=yes when
backing up a specific path and file,

the client recursively backs up all
subdirectories under that path, and any
instances of the specified file that exist
under any of those subdirectories.

If a subdirectory is a mounted file
system, the client does not back up the
files in that subdirectory when you use
the subdir=yes option. See “Subdir” on
page 540 for more information about the
subdir option.

Back up all files in the /
Users/van/Documents
directory and all its
subdirectories.

dsmc selective /Users/van/
Documents/ -subdir=yes

If you specify -subdir=yes when
backing up a specific path and file,

the client recursively backs up all
subdirectories under that path, and any
instances of the specified file that exist
under any of those subdirectories.

If a subdirectory is a mounted file
system, the client does not back up the
files in that subdirectory when you use
the subdir=yes option. See “Subdir” on
page 540 for more information about the
subdir option.
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Table 39. Command-line backup examples (continued)

Task

Command

Considerations

Back up the /home/
dirl/hl.doc and/
home/dirl/test.doc
files.

dsmc selective /home/dirl/
hl.doc /home/dirl/test.doc

If you specify the
removeoperandlimit option with

the incremental or selective
commands, the 20-operand limit is

not enforced and is restricted only by
available resources or other operating
system limits. This allows you to specify
more than 20 files on a single command.
See “Removeoperandlimit” on page 490
for more information about this option.

Back up the /
Users/ann/Documents/
hl.doc and /
Users/ann/Documents/
test.doc files.

dsmc selective /Users/ann/
Documents/hl.doc /Users/ann/
Documents/test.doc

If you specify the
removeoperandlimit option with

the incremental or selective
commands, the 20-operand limit is

not enforced and is restricted only by
available resources or other operating
system limits. This allows you to specify
more than 20 files on a single command.
See “Removeoperandlimit” on page 490
for more information about this option.

Back up a list of
files in the /home/
filelist.txt file.

selective -filelist=/home/
filelist.txt

Use the filelist option to process a
list of files. See “Filelist” on page 407 for
more information.

Back up all files
listed in the /Usexrs/
filelist. txt file.

dsmc selective -filelist=/
Users/filelist.txt

Use the filelist option to process a
list of files. See “Filelist” on page 407 for
more information.

Assuming that you
initiated a snapshot of
the /usr file system and
mounted the snapshot
as /snapshot/dayl, run
a selective backup of
the /usr/dirl/subl
directory tree from the
local snapshot and
manage it on the IBM
Storage Protect server
under the file space
name /usr.

Related reference

dsmc selective /usr/dirl/subl/
-subdir=yes -snapshotroot=/
snapshot/dayl

“Incremental” on page 655

The client considers the snapshotroot
value as a file space name. See
“Snapshotroot” on page 530 for more
information.

The incxremental command backs up all new or changed data in the locations that you specify, unless
you exclude them from backup services.

“Selective” on page 727
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The selective command backs up files that you specify. If you damage or mislay these files, you can
replace them with backup versions from the server.

Deleting backup data

If your administrator has given you authority, you can delete individual backup copies from the IBM
Storage Protect server without deleting the entire file space. To determine if you have this authority,
select File > Connection Information from the backup-archive client GUI or web client main menu. Your
authority status is provided in the Delete Backup Files field.

About this task

Important: When you delete backup files, you cannot restore them. Verify that the backup files are no
longer needed before you delete them. The client prompts whether you want to continue with the delete.
If you specify yes, the specified backup files are immediately deleted and removed from IBM Storage
Protect server storage.

Procedure

To delete backup copies using the backup-archive client GUI or web client:
1. Select Utilities > Delete Backup Data from the menu. The Backup Delete window appears.

2. Expand the directory tree by clicking the plus sign (+) or folder icon next to the object you want to
expand.

3. Click the selection boxes next to objects that you want to delete.

4. Select an item from the drop-down list near the top of the Backup Delete window to specify the type
of backup delete to perform. You can delete active backup versions, inactive backup versions, or all
objects that you have selected in the tree.

5. Click Delete to begin deleting the selected items.

Results
Note:

« If you specify Delete Active Objects or Delete Inactive Objects, only the files are considered for
removal.

- If you specify Delete Active Objects or Delete Inactive Objects and select a directory that contains no
files for removal, the following message is displayed during the delete backup operation:

ANS5030E No objects on server match query.

The last parent inactive directory is removed based on retention policy settings on the server.
- Adirectory is deleted only if you select Delete All Objects.
« To delete file spaces, click Utilities > Delete Filespaces from the main window.
» To delete backup copies using the command-line client, use the delete backup command.

Restriction:

When an IBM Storage Protect server administrator registers a client node using the REGISTER NODE
server command, the administrator can use the BACKDELete option to specify whether the client node
can delete its own backups on the IBM Storage Protect server. If backdel="yes", the client node can
delete its own backups on the server using the delete backup client command. If backdel="no", the
client node cannot delete its own backups on the server, even for previously failed backups. Instead, if
you try to delete the backups when the backdel option is set to "no", the backups are deactivated rather
than deleted by the client node. The administrator can either delete inactive backups manually on the
server or let the inactive backups expire according to the server's storage management policy.
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Related reference

“Delete Backup” on page 647

The delete backup command deletes files, images, and virtual machines that were backed up to IBM
Storage Protect server storage. Your administrator must give you authority to delete objects.

Deleting file spaces

If your IBM Storage Protect administrator gives you authority, you can delete entire file spaces from the
server. When you delete a file space, you delete all the files and images, both backup versions and archive
copies, that are contained within the file space. For example, if you delete the /tmp file space, you are
deleting every backup for every file in that file system and every file you archived from that file system.
Carefully consider whether you want to delete a file space.

About this task

You can also delete a file space using the delete filespace command. Use the class option with the
delete filespace command to delete NAS file spaces.

You can delete individual backup versions by using the delete backup command.

You can delete file spaces using the backup-archive client GUI or command line clients. To delete NAS file
spaces, use the web client or command line client.

To delete a file space using the GUI, perform the following steps:

Procedure

1. Select Utilities > Delete Filespaces from the main window.
2. Click the selection boxes next to the file spaces you want to delete.
3. Click the Delete button. The client prompts you for confirmation before deleting the file space.

Related reference

“Class” on page 341

The class option specifies whether to display a list of NAS or client objects when using the delete
filespace, query backup, and query filespace commands.

“Delete Backup” on page 647
The delete backup command deletes files, images, and virtual machines that were backed up to IBM
Storage Protect server storage. Your administrator must give you authority to delete objects.

“Delete Filespace” on page 650
The delete filespace command deletes file spaces in IBM Storage Protect server storage. A file
space is a logical space on the server that contains files you backed up or archived.

Backing up files from one or more file spaces for a group backup
(UNIX and Linux)

You can use the backup group command to create and back up a group containing a list of files from
one or more file space origins to a virtual file space on the IBM Storage Protect server.

Restriction: The backup group command does not apply to Mac OS X.

A group backup allows you to create a consistent point-in-time backup of a group of files that is managed
as a single logical entity:

« All objects in the group are assigned to the same management class.
« Existing exclude statements for any files in the group are ignored.
« All objects in the group are exported together.
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- All objects in the group are expired together as specified in the management class. No objects in a group
are expired until all other objects in the group are expired, even when another group they belong to gets
expired.

A group backup can be added to a backup set.
You can perform a full or differential backup using the mode option.

For example, to perform a full backup of all the files named in the /home/dirl/filelist1 file to the
virtual file space /virtfs containing the group leader /home/groupl file, enter:

dsmc backup group -filelist=/home/dirl/filelistl -groupname=groupl -virtualfsname=
/virtfs -mode=full

Note: When a group backup is interrupted or fails due to some reason, the client attempts to clean up
the incomplete backup on the IBM Storage Protect server when the same group is backed up again.

If the server option BACKDEL is set to Yes, the client will remove the incomplete group backup before
attempting another group backup. If the BACKDEL option is set to No, the client will inactivate the
incomplete backup. The inactivated backup will expire according to the policy definition on the server.

Related concepts

“Restore data from a backup set” on page 236

Your IBM Storage Protect administrator can generate a backup set, which is a collection of your files that
reside on the server, onto portable media created on a device using a format that is compatible with the
client device.

Related reference

“Backup Group” on page 628

Use the backup group command to create and back up a group containing a list of files from one or
more file space origins to a virtual file space on the IBM Storage Protect server.

“Include options” on page 424
The include options specify objects that you want to include for backup and archive services.

“Mode” on page 457
Use the mode option to specify the backup mode to use when performing specific backup operations.

Backing up data with client-node proxy support (UNIX and Linux)

Backups of multiple nodes that share storage can be consolidated to a common target node name on the
IBM Storage Protect server.

About this task

Consolidating backups from multiple nodes to a common target node name on the server is helpful in
configurations where the workstation that is responsible for performing the backups can change over
time, such as within a cluster.

An agent node is a client node that is granted authority to perform client operations on behalf of a target
node.

A target node is a client node that grants authority to one or more agent nodes to perform client
operations on its behalf.

Use the asnodename option with the appropriate command to back up, archive, restore, and retrieve data
under the target node name on the server.

The asnodename option also allows data to be restored from a different system than the one that
performed the backup.

Consider the following features when you use a proxy node to back up or restore data on other nodes:.

« A proxy operation uses the settigns for the target node (such as maxnummp and deduplication) and
schedules that are defined on the IBM Storage Protect server. The IBM Storage Protect server node
settings and schedules for the agent node are ignored.
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- All of the agent nodes in the multiple node environment must be running the same operating system
type.

« Do not use target nodes as traditional nodes, especially if you encrypt your files before you back them
up to the server.

« You cannot access another node (either from the GUI drop-down or by using the £romnode option).

« You cannot perform NAS backup or restore.

Procedure

1. Install the backup-archive client on all nodes in a shared data environment.

2. Register each node with the IBM Storage Protect server. Register the common target node name to be
shared by each of the agent nodes that are used in your shared data environment.

3. Register each of the nodes in the shared data environment with the IBM Storage Protect server.
Register the agent node name that is used for authentication purposes. Data is not stored on the
server, under that node name, when the asnodename option is used.

4. The IBM Storage Protect server administrator must grant proxy authority to all nodes in the shared
environment to access the target node name by using the GRANT PROXYNODE command.

5. Use the QUERY PROXYNODE administrative client command to display the client nodes of the
authorized user that was granted by the GRANT PROXYNODE command.

Related reference
“Asnodename” on page 328
Use the asnodename option to allow agent nodes to back up or restore data on behalf of another node

(the target node). This enables concurrent operations from multiple nodes to store data to the same
target node and file space in parallel.

Enabling multiple node operations from the GUI

To enable multinode operations in the GUI, use the Preferences editor to specify the name of the target
node to which you have been granted proxy authority.

Procedure

1. Verify that the client node has proxy authority to a target node (or authorized to act as the target node)
by using the QUERY PROXYNODE administrative client command.

2. Select Edit > Client Preferences to open the preferences window.
3. Select the General tab and fill in the As Node Name field with the name of the target node.
4. Click Apply and then OK to close the preferences window.

What to do next

Perform one of the following steps to verify that your client node is now accessing the server as the target
node:

« Open the tree window and check that the target node name specified by the As Node Name field
appears.

« Verify the target node name in the Accessing As Node field in the Connection Information window.

To return to single node operation, delete the As Node Name from the Accessing As Node field in the
General > Preferences tab.
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Setting up encryption

This topic lists the steps that you must follow to set up encryption with the encryptkey option.

Procedure

1. Specify encryptkey=save in the options file.

2. Back up at least one file with asnode=PxroxyNodeName to create a local encryption key on each agent
node in the multiple node environment.

Results

Follow these steps to set up encryption with the encxryptkey=pxrompt option:
1. Specify encryptkey=prompt in the options file.

2. Ensure that users of the agent nodes in the multiple node environment are using the same encryption
key.

Important:

- If you change the encryption key, you must repeat the previous steps.
« Use the same encryption key for all files backed up in the shared node environment.

Scheduling backups with client-node proxy support

Multiple nodes can be used to perform backup operations using the scheduler.

About this task

When you grant proxy authority to the agent nodes, they perform scheduled backup operations on behalf
of the target node. Each agent node must use the asnodename option within their schedule to perform
multiple node backup for the agent node.

Start the schedules using dsmc sched client command:

The following examples show the administrative client-server commands using the scheduler on multiple
nodes.

- The administrator registers all of the nodes to be used by issuing the following commands:
— register node NODE-A
— register node NODE-B
— register node NODE-C

- The administrator grants proxy authority to each agent node using the following commands:
— grant proxynode target=NODE-Z agent=NODE-A
— grant proxynode target=NODE-Z agent=NODE-B
— grant proxynode target=NODE-Z agent=NODE-C

« The administrator defines the schedules using the following commands:

— define schedule standard proxyl description="NODE-A proxy
schedule" action=incremental options="-asnode=NODE-Z" objects=/Volumes/
Xsanl startdate=05/21/2005 starttime=01:00

— define schedule standard proxy2 description="NODE-B proxy
schedule" action=incremental options="-asnode=NODE-Z" objects=/Volumes/
Xsan2 startdate=05/21/2005 starttime=01:00

— define schedule standard proxy3 description="NODE-C proxy
schedule" action=incremental options="-asnode=NODE-Z" objects=/Volumes/
Xsan3 startdate=05/21/2005 starttime=01:00
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Note: Place the asnodename option in the schedule definition only. Do not place it in the client options
file, on the command line, or in any other location.

You can also use the client acceptor daemon (dsmcad), with managedservices set to schedule in the
systems options file.

Note:

« Each schedule can be started from a different workstation or LPAR.
- After running the schedules, any proxied client can query and restore all of the backed up data.

« A proxy operation uses the settings for the target node (such as maxnummp and deduplication) and
schedules that are defined on the IBM Storage Protect server. The IBM Storage Protect server node
settings and schedules for the agent node are ignored.

Related reference

Asnodename

Use the asnodename option to allow agent nodes to back up or restore data on behalf of another node
(the target node). This enables concurrent operations from multiple nodes to store data to the same
target node and file space in parallel.

Session settings and schedules for a proxy operation
A proxy operation occurs when an agent node uses the asnodename target_node_name option to
complete operations on behalf of the specified target node.

Related information
DEFINE SCHEDULE command

Examples of how to schedule a backup in a cluster environment

This section lists some examples of how to back up in a cluster environment.

About this task

In the following example, IBM PowerHA SystemMirror is configured for two AIX hosts, host_a and
host_b. Along with their own local data, the hosts are sharing disk storage which has two file spaces: /
diskl and /disk2.

This example shows how to configure a scheduled backup in a current IBM PowerHA SystemMirror
environment.

- The administrator defines 3 nodes on the IBM Storage Protect server: host_a, host_b,
cluster_group, using the following commands: (1) REGISTER NODE host_a mysecretpabs, (2)
REGISTER NODE host_b mysecretpabs, (3) REGISTER NODE cluster_group mysecretpabs.

« The administrator defines a dsm.opt file on host_a and host_b (note that the opt files are different
on each host), using the following commands: (1) NODENAME host_a (option can be left as
default), (2) DOMAIN /home /usr ... etc..

« The administrator defines a dsm.opt file located somewhere on one of the cluster disk groups, for
example, /diskl/tsm/dsm.opt, using the following commands: (1) NODENAME cluster_group, (2)
DOMAIN /diskl /disk2.

- The administrator defines a schedule on the IBM Storage Protect server, using the following command:
DEFINE SCHEDULE STANDARD CLUSTER_BACKUP.

« The administrator defines associations for each of the 3 nodes, using the following command: DEFINE
ASSOC STANDARD CLUSTER_BACKUP host_a,host_b,clustexr_group. At any one time, there are
three instances of the backup-archive client schedule running (with the scheduler for clustexr_group
being part of the cluster resources that failover whenever the cluster group disk resources failover.
Thus, it would be running on either host_a or host_b but not both simultaneously).

« All three node names contain data on the IBM Storage Protect server.

The ASNODE example shows a generic solution which could be applied to UNIX cluster solutions to which
we do not have support, for example: Veritas Cluster Server for Solaris.

194 IBM Storage Protect UNIX and Linux Backup-Archive Clients: Installation and User's Guide


https://www.ibm.com/docs/en/SSEQVQ_8.2.0/srv.reference/r_cmd_schedule_define.html

The administrator defines 3 nodes on the IBM Storage Protect server host_a, host_b,
cluster_group:

REGISTER NODE host_a mysecretpabs
REGISTER NODE host_b mysecretpabs
REGISTER NODE cluster_group mysecretpabs

The administrator defines a proxy node relationship between host_a and host_b to hacmp_cluster
GRANT PROXYNODE TARGET=cluster_group AGENT=host_a,host_b
The administrator defines a dsm.opt file on host_a and host_b to handle the local file systems:

NODENAME host_a (option can be left as default)
DOMAIN /home /usr ... etc.

NODENAME host_b (option can be left as default)
DOMAIN /home /usr ... etc.

The administrator defines a dsm.opt file on the cluster resource to handle the backup of the clustered
resources, e.g. /diskl/tsm/dsmcluster.opt (the nodename is the default nodename, which is
either host_a or host_b, depending on which workstation contains the cluster group at any given
time):

DOMAIN /diskl /disk2
ASNODE cluster_group

The administrator defines a schedule on the IBM Storage Protect server:
DEFINE SCHEDULE STANDARD CLUSTER_BACKUP

The administrator defines associations for each one of the 3 nodes.
DEFINE ASSOC STANDARD CLUSTER_BACKUP host_a,host_b,cluster_group

At any one time, there are three instances of the backup-archive client schedule running with the
scheduler for node hacmp_cluster running on either host_a or host_b but not both (it is included in
the cluster resources that would failover). This scheduler would point to the dsmclustexr.opt thatis
defined on each host. The three instances would be started as:

[host_a] dsmc sched
[host_b] dsmc sched
[cluster_group] dsmc sched -optfile=/disk/tsm/dsmcluster.opt

All three node names contain data on the IBM Storage Protect server.

For more information about the server scheduler commands, see the server documentation.

Scheduling a backup of a GPFS file system

Use the scheduler and proxy relationships to back up a GPFS file system.

About this task

Assume that three nodes in a GPFS cluster participate in the backup operation. Nodes node_1, node_2,
and node_3 are used for authentication only. The objects are backed up to file spaces that belong to node
node_gpfs.

Procedure

1. Define four nodes on the IBM Storage Protect server.

REGISTER NODE node_1 mysecretpabs

REGISTER NODE node_2 mysecretpabs
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REGISTER NODE node_3 mysecretpabs

REGISTER NODE node_gpfs mysecretpabs
2. Define a proxy relationship between the nodes.

GRANT PROXYNODE TARGET=node_gpfs AGENT=node_1, node_2, node_3
3. Define a schedule.

DEFINE SCHEDULE STANDARD GPFS_SCHEDULE ACTION=incremental
OBJECTS="/gpfs"

DEFINE ASSOCIATION STANDARD GPFS_SCHEDULE node_gpfs

4. Choose one of the GPFS systems to run the schedule. Specify the nodename and asnodename options
in the dsm. sys options file on all systems in the GPFS cluster. The value for the asnodename option
must be the same on all systems.

Definitions in the dsm. sys options file on node 1:

nodename node_1
asnodename node_gpfs

Definitions in the dsm. sys options file on node 2:

nodename node_2
asnodename node_gpfs

Definitions in the dsm. sys options file on node 3:

nodename node_3
asnodename node_gpfs

5. Start the scheduler on the system that is chosen to run the schedule.

DSMC SCHED

Related information
mmbackup command: IBM Storage Protect requirements
Configuring IBM Storage Protect for IBM Storage Scale Active File Management

Considerations for using IBM Storage Protect include and exclude options with IBM Storage Scale
mmbackup command

Associate a local snapshot with a server file space (UNIX and
Linux)

Use the snapshotroot option with the incxemental and selective commands in conjunction with
an independent software vendor application that provides a snapshot of a logical volume, to associate the
data on the local snapshot with the real file space data that is stored on the IBM Storage Protect server.

The snapshotroot option does not provide any facilities to take a volume snapshot, only to manage data
created by a volume snapshot.

Related reference
“Snapshotroot” on page 530
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Use the snapshotroot option with the incxremental, selective, or axrchive commands with an
independent software vendor application that provides a snapshot of a logical volume, to associate the
data on the local snapshot with the real file space data that is stored on the IBM Storage Protect server.

Image backup

From your local workstation, you can back up a logical volume as a single object (image backup) on your
system.

The traditional static image backup prevents write access to the volume by other system applications
during the operation.

You must be a root user to perform this task, and image backup does not apply to Mac OS X.
An image backup provides the following benefits:

« Backs up file systems that contain a large number of files faster than a full file system incremental
backup.

- Improves the speed with which the client restores file systems that contain many small files.
- Conserves resources on the server during backups since only one entry is required for the image.

« Provides a point-in-time picture of your logical volume, which might be useful if your enterprise must
recall that information.

« Restores a corrupted file system or raw logical volume. Data is restored to the same state it was when
the last logical volume backup was performed.

The traditional static image backup prevents write access to the volume by other system applications
during the operation. Use the dynamicimage option to back up the volume as is, without remounting it
read-only. Corruption of the backup can occur if applications continue to write to the volume while the
backup is running. Writing to a volume while an image backup is running can result in inconsistent data
and data loss after a restore operation is run. The dynamicimage option overrides the copy serialization
value in the management class to perform an image backup. After restoring an image backup taken with
the dynamicimage option, always run the chkdsk utility.

To restore an image backup of a volume, the backup-archive client must be able to obtain an exclusive
lock on the volume that is being restored.

Restriction: Do not use dynamic image backups for file systems, because the file system might provide
inconsistent data even when there is no write activity. Also, dynamic image backup might result in a fuzzy
image, which might not be valid or complete when restored.

If the backup-archive client fails to mount the file system after it restores an image, run £sck. However,
running £sck can affect the integrity of large amounts of data. Do not use dynamic image backup for

AIX JFS2 file systems. The client does not allow dynamic image backup for AIX JFS2 file systems. If you
specify dynamicimage=yes for a JFS2 file system, the client performs a snapshot-based image backup.
If the snapshot cannot be created for some reason, the client instead performs a static image backup.

Attention: To prevent data loss, avoid using the dynamicimage option, and ensure that there is
no write activity on the volume while the backup is in progress.

For AIX JFS2 file systems, the amount of data that is backed up to the IBM Storage Protect server during
static or snapshot image backup is reduced by backing up only those blocks used by the file system or
smaller than the imagegapsize option. This method of backing up your data improves the performance
of image backup. For more information, see “Imagegapsize” on page 421.

For AIX clients only: By default, the client performs an online snapshot image backup of JFS2 file
systems, during which the volume is available to other system applications.

For Linux clients only: By default, the client performs a snapshot image backup of file systems that exist
on a logical volume that is created by the Linux Logical Volume Manager. The volume is available to other
system applications while the snapshot image backup is performed.

For Linux clients on z Systems: Image backup of DASD devices with raw-track access mode is not
supported. Only full-track access mode is supported.
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The image backup operation is not supported on any partition that resides on a multipath device.

Attention: File systems that are managed by IBM Storage Protect for Space Management are not
enabled for image backup.

Note: When an image backup is interrupted or fails due to some reason, the client attempts to clean
up the incomplete backup on the IBM Storage Protect server when the image backup is run again. If
the server option BACKDEL is set to Yes, the client will remove the incomplete image backup before
attempting another image backup. If the BACKDEL option is set to No, the client will inactivate the
incomplete backup. The inactivated backup will expire according to the policy definition on the server.

Related tasks

“Snapshot-based file backup and archive and snapshot-based image backup” on page 204
For backup-archive clients running on AIX 5.3 or later JFS2 file systems as root user, snapshot-based
image backup is created using snapshots by default.

Performing prerequisite tasks before creating an image backup

This topic lists some items to consider before you perform an image backup.

About this task
The following items are the image backup considerations.

 Ensure that no other application is using the volume when you run a static image backup. To ensure
a consistent image during backup processing, if a file space is detected on the volume the client
unmounts and remounts the volume as read only, so that no other applications can write to it. If
the volume is in use when the client attempts to unmount, the backup fails. If the client cannot
unmount and remount the volume as read only because it is in use, and snapshot image backup is
not available, you can use the dynamicimage option to force the client to perform an image backup
without unmounting and remounting the volume in read-only mode. Set the dynamicimage option in
an include.image statement or from the command line. The backup can be corrupted if applications
write to the volume while the backup is in progress. This can be corrected by running £sck after a
restore to fix any corrupted blocks.

If no file system is detected on the volume being backed up, ensure that all applications writing to the
volumes are quiesced. The backup-archive client uses the file system table and mount table to detect
the supported file systems.

Do not include system files in an image backup because file systems being actively used cannot be
unmounted.

For AIX and Linux only: If you perform an image backup of a mounted file system which is mounted to
another mount point and specified in the file system table, then after completing the image backup, all
mount options for this file system, except read or write state, is lost.

Important: If a mounted file system has nested mount points, unmount them before attempting a
backup. Otherwise, the client is unable to unmount the volume. The file system is rendered busy if it
contains any mounts.

« Use the include. image option to assigh a management class to the volume image. If you do not
assign a management class, the default management class is used for the image.

 You can exclude a volume from image backup using the exclude.image option.

« You must use the mount point for the file system volume on which you want to perform an image
backup. The client will not back up a file system volume without the use of a mount point. Back up file
systems using the mounted name. For example, if /dev/1v01 is formatted as a file system mounted
on /home, enter this command to perform an image backup of this volume:

dsmc backup image /home
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Back up raw volumes using the device name. For example, if /dev/1v02 is a raw volume, enter this
command to perform an image backup of this volume:

dsmc backup image /dev/1v02

If you back up a raw volume which is formatted as a file system, ensure that the file system is not
mounted and does not have an entry in /etc/filesystems.

Related concepts

“Storage management policies” on page 287

Storage management policies are rules your administrator defines in order to manage your backups and
archives on the server.

Related reference

“Exclude options” on page 395
Use the exclude options to exclude objects from backup, image, or archive services.

“Include options” on page 424
The include options specify objects that you want to include for backup and archive services.

Volume device type support for an image backup
This topic lists several devices that are supported by the backup image command.

The following table lists the devices that are supported by the backup image command. A raw device
might be a disk slice, a partition, or a logical volume.

Table 40. Volume device-type support for an image backup

Logical volume manager Raw device types Sample device name Backup image command
support
AIX Logical Volume Mgr Logical Volumes /dev/lv00 AIX
Sun Solstice DiskSuite Metadevices /dev/md/dsk/dl Solaris
Volume Manager
Solaris Volume Manager Metadevices /dev/md/dsk/dl Solaris
Veritas Volume Mgr Logical Volumes /dev/vx/dsk/rootdg/vol01 Solaris
- AIX AIX
/dev/vg00/lvol01
- Solaris
Raw Disk Partitions /dev/hdal All Linux
/dev/sda3
/dev/dasd<x>x
Raw Disk Disk devices /dev/sda All Linux
/dev/mapper/mpathX
/dev/dasd<x>
Linux Logical Volume Mgr  Logical Volumes /dev/myvolgroup/ All Linux
myvolume
Raw Disk Disk Slices /dev/dsk/c0tld0sO Solaris

For raw devices, the backup-archive client backs up the volume on an as-is basis. That is, no snapshot is
taken, and applications can continue to write to the volume while it is being backed up. IBM Storage
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Protect cannot guarantee the consistency of the data when backing up at the physical disk level;
corruption can occur if the data on the volume is changing while the backup is in progress.

The client must support the raw device type on the specific platform in order to perform an image backup
of a raw device. If you want to perform an image backup for a file system mounted on a raw device, the
raw device must be supported. Remember to specify raw devices by their block device name.

For the Linux clients, image backup is only supported on partitions with id 0x83 or logical volumes

that are created with the Linux Logical Volume Manager. Backing up other partitions, such as extended
partitions that contain mounted file systems or database data, might produce inconsistent backup data if
the data changes during the image backup operation.

For Linux clients on z Systems, image backup of DASD devices with raw-track access mode is not
supported. Only full-track access mode is supported.

For AIX and Solaris: You can perform image operations on volumes created using Veritas Volume
Manager. The client initially supports static (default) and dynamic image type for backup.

For Solaris 10 clients, only use image backup for file systems that are assigned from the global zone to the
non-global zone by exporting the device, specifying add device and set match. Do not use image backup
for other file systems in the non-global zones because the non-global zone does not have the authority

to mount or unmount the file system. Also, for Solaris 10 clients, do not use the overlap device of the

root disk (c0t0d0s2) for raw device backup. Avoid using this feature on disks or slices that are used as
swapping devices.

Meta devices created by the Veritas Volume Manager must be listed, including the disk group in /etc/
vIistab, to be recognized by the backup-archive client for an image backup of file systems. The file
systems should be unmounted. Raw devices should not be listed in /etc/vEstab. For example, the
following is the correct meta device name to be used in the /etc/vistab file:

/dev/vx/dsk/<disk group>/<meta device name>

Specifying /dev/vx/dsk/ would not be recognized correctly, and you would receive an error
(ANS1134E).

Disk slices containing cylinder 0 should not be backed up or restored. In this case the VTOC is
overwritten. If you need to back up the first disk slice, exclude cylinder 0 by starting the disk slice
from cylinder 1 (use the format utility). The backup-archive client does not check whether cylinder 0 is
contained in the device that is overwritten during a restore.

Utilizing image backups to perform file system incremental backups

This topic lists the methods and steps to use image backups to perform efficient incremental backups of
your file system.

These backup methods allow you to perform a point-in-time restore of your file systems and improve
backup and restore performance. You can perform the backup only on formatted volumes; not on raw
logical volumes.

You can use one of the following methods to perform image backups of volumes with mounted file
systems.

Method 1: Using image backups with file system incremental backups

This topic lists the steps to perform image backups with file system incremental backup.
About this task

Procedure

1. Perform a full incremental backup of the file system. This establishes a baseline for future incremental
backups.
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2. Perform an image backup of the same file system to make image restores possible.

3. Perform incremental backups of the file system periodically to ensure that the server records additions
and deletions accurately.

4. Perform an image backup periodically to ensure faster restore.

5. Restore your data by performing an incremental restore. Ensure that you select the Image plus
incremental directories and files and Delete inactive files from local options in the Restore Options
window before beginning the restore. During the restore, the client does the following:

Results

- Restores the most recent image on the server.

- Deletes all of the files restored in the previous step which are inactive on the server. These are files
which existed at the time of the image backup, but were subsequently deleted and recorded by a later
incremental backup.

« Restores new and changed files from the incremental backups.
Note: If an incremental backup is performed several times after backing up an image, make sure that the
backup copy group of the IBM Storage Protect server has enough versions for existing and deleted files

on the server so that the subsequent restore image with incremental and deletefiles options can
delete files correctly.

Related tasks

“Backing up data using the Java GUI” on page 184
You can back up specific files, entire directories, or entire file systems from the directory tree.

“Performing an image backup using the GUI” on page 202
If the image backup feature is configured, you can create an image backup where the real volume is
available to other system applications.

“Restoring an image using the GUI” on page 234
You can use the GUI to restore an image of your file system or raw logical volume.

Method 2: Using image backups with -mode=incremental image backups

This topic lists the steps to perform image backups with -mode=incremental image backup.

Procedure

1. Perform an image backup of the file system.

2. Perform an incremental image backup of the file system by using the -mode=incremental option.
This sends only those files that were added or changed since the last image backup to the server.

3. Periodically, perform full image backups.

4. Restore your volume by performing an incremental restore. Ensure that you select the Image plus
incremental directories and files option in the Restore Options window before you begin the restore.
By choosing this option, the system first restores the most recent image and then restores all the
incremental backups that are performed since that date.

Results
Note: You must perform full image backups periodically in the following cases:

- When a file system changes substantially (more than 40%), as indicated in step 4 of method 1 and step
3 of method 2. This action helps when you restore a file system image to be close to what existed at the
time of the last -mode=incremental image backup and it also improves restore time.

« When your environment is updated.

These actions help to improve restore time because fewer changes are applied from incremental
backups.
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The following restrictions apply when using method 2:

« The file system cannot have previous full incremental backups.

« The -mode=incremental image backup does not deactivate files on the server. Therefore, when you
restore an image with the incremental option, files that are deleted after the original image backup
are present after the restore.

« For the first image backup of the file system, a full image backup is performed.

- If file systems are running at or near capacity, an out-of-space condition might result during the restore.

Related tasks

“Performing an image backup using the GUI” on page 202

If the image backup feature is configured, you can create an image backup where the real volume is
available to other system applications.

“Restoring an image using the GUI” on page 234
You can use the GUI to restore an image of your file system or raw logical volume.

Comparing methods 1 and 2

This topic shows a comparison of methods 1 and 2: (1) Using image backup with file system incremental
or (2) Using image backup with incremental-by-date image backup.

To help you decide which method is appropriate for your environment, the following table is a comparison
of methods 1 and 2.

Table 41. Comparing incremental image backup methods

Method 1: Using image backup with file system  Method 2: Using image backup with incremental-

incremental by-date image backup

Files are expired on the server when they are Files are not expired on server. After the image
deleted from the file system. On restore, you have  incremental restore completes, all of the files that
the option to delete files which are expired on are deleted on the file system after the image
server from image. backup are present after the restore. If file systems

are running at or near capacity, an out-of-space
condition could result.

Incremental backup time is the same as regular Incremental image backup is faster because the

incremental backups. client does not query the server for each file that is
copied.

Restore is much faster compared to a full Restore is much faster compared to a full

incremental file system restore. incremental file system restore.

Directories deleted from the file system after the Directories and files deleted from the file system
last image backup are not expired. after the last full image backup are not expired.

Performing an image backup using the GUI

If the image backup feature is configured, you can create an image backup where the real volume is
available to other system applications.

About this task
A consistent image of the volume is maintained during the image backup.

When you perform an image backup using the backup-archive client GUI image backup option,

the backup operation is run according to the setting of the snapshotproviderimage option. The
snapshotproviderimage option defaults to an AIX JFS2 snapshot for AIX and a Linux LVM snapshot
for Linux. You can override the default by using the Preferences editor Snapshot tab and the Image
Snapshot Preferences.

202 IBM Storage Protect UNIX and Linux Backup-Archive Clients: Installation and User's Guide



For Solaris clients, selecting the image backup option performs a static image backup by default.

For static image backup, the client unmounts and remounts the volume as read-only so that no other
applications can access it. You can override the default value by using the include.image option and
selecting dynamicimage yes. For dynamic image backup, the client performs the image backup without
making the file system read-only during the backup.

Note: When an image backup is interrupted or fails due to some reason, the client attempts to clean
up the incomplete backup on the IBM Storage Protect server when the image backup is run again. If
the server option BACKDEL is set to Yes, the client will remove the incomplete image backup before
attempting another image backup. If the BACKDEL option is set to No, the client will inactivate the
incomplete backup. The inactivated backup will expire according to the policy definition on the server.

To create an image backup of your file system or raw logical volume, perform the following steps:

Procedure

1. Click on the Backup button in the IBM Storage Protect main window. The Backup window appears.

2. Expand the directory tree and select the objects you want to back up. To back up a raw logical volume,
locate and expand the RAW directory tree object.

3. Click Backup. The Backup Task List window displays the backup processing status. The Backup
Report window displays a detailed status report.

Results

- To perform a static image backup, select Image Backup from the drop-down list.

 For AIX and Linux clients only: To perform a snapshot image backup, use the
snapshotproviderimage option.

« To perform an incremental-by-date image backup, select Incremental image (date only) from the
drop-down list.

The following are some items to consider when you perform an snapshot-based image backup:

« To modify specific backup options, click the Options button. The options you select are effective only
during the current session.

« To modify specific backup options, click the Options button. The options you select are effective only
during the current session.

Linux only: The IBM Storage Protect 5.4 (and newer) client will not recognize any LVM1 volumes for image
operations. However, it allows prior image backups of LVM1 volumes to be restored on LVM2 volumes.
Table 42 on page 203 shows the combinations involving the old and new client levels handling LVM1 and
LVM2 volumes for different image operations.

Table 42. LVM1 and LVM2 image operation comparisons

Mixed Volumes
IBM Storage
Protect client LVM1 Backup and LVM2 Backup and Backup: LVM1, Backup: LYM2,
version Restore Restore Restore: LVM2 Restore: LVM1
5.3 and prior YES Only static image for | NO NO - raw volumes
file system are not supported

5.4 and beyond NO YES YES NO

Error msg LVM1 vol must have [Restore to LVM1 vol

ANS1090E been backed up fails

displayed using prior client

Related reference

“Snapshotproviderimage” on page 529
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Use the snapshotproviderimage option to enable snapshot-based image backup, and to specify a
snapshot provider.

Performing an image backup using the command line

Use the backup image and restore image commands to perform image backup and restore
operations on a single volume.

Use the mode option with the backup image command to perform an incremental-by-date image
backup that backs up only new and changed files after the last full image backup. However, this only
backs up files with a changed date, not files with changed permissions.

Note: When an image backup is interrupted or fails due to some reason, the client attempts to clean
up the incomplete backup on the IBM Storage Protect server when the image backup is run again. If
the server option BACKDEL is set to Yes, the client will remove the incomplete image backup before
attempting another image backup. If the BACKDEL option is set to No, the client will inactivate the
incomplete backup. The inactivated backup will expire according to the policy definition on the server.

Related reference

“Backup Image” on page 630
The backup image command creates an image backup of one or more volumes on your system.

“Mode” on page 457
Use the mode option to specify the backup mode to use when performing specific backup operations.

“Restore Image” on page 705
The restore image command restores a file system or raw volume image that was backed up using the
backup image command.

Snapshot-based file backup and archive and snapshot-based
image backup

For backup-archive clients running on AIX 5.3 or later JFS2 file systems as root user, snapshot-based
image backup is created using snapshots by default.

About this task

Optionally, you can enable snapshot-based file level backup and archive operations by specifying the
snapshotproviderfs option. If for some reason a snapshot cannot be taken, the client attempts to
perform a static image backup or regular file backup.

If you want to specify snapshot-based file backup and archive, set the option snapshotproviderfs to
JFS2. This is applicable to all JFS2 file systems for that client.

Important: Use snapshot-based file backup and archive and snapshot-based image backup for all of your
AIX JFS2 file systems.

For example, to turn on snapshot-based file backup and archive for all JFS2 file systems on the client,
specify the following in the server stanza in the dsm.sys file:

snapshotproviderfs JFS2

To explicitly turn off snapshot-based file backup and archive for all JFS2 file systems on the client, specify
the following in the server stanza in the dsm.sys file:

snapshotproviderfs NONE
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To turn on snapshot-based file backup and archive for only one specific JFS2 file system on the client,
specify the following in the server stanza in the dsm.sys file:

snapshotproviderfs NONE

include.fs /kalafsl snapshotproviderfs=JFS2

To turn off snapshot-based file backup and archive for only one specific JFS2 file system on the client,
specify the following in the server stanza in the dsm.sys file:

snapshotproviderfs JFS2

include.fs /kalafs2 snapshotproviderfs=NONE

To turn on snapshot-based file backup and archive for only one specific operation on the client, specify
the following on the command line:

dsmc incr -snapshotproviderfs=JFS2 /kalafsl

To turn off snapshot-based file backup and archive for only one specific operation on the client, specify
the following in the server stanza in the dsm.sys file:

snapshotproviderfs JFS2

Then perform the backup command. For example:

dsmc incr -snapshotproviderfs=NONE /kalafs2

Related reference

“Snapshotproviderfs” on page 528

Use the snapshotproviderfs option to enable snapshot-based file backup and archive operations, and
to specify a snapshot provider.

Protecting Btrfs file systems

Btrfs file systems can be included as file specifications for backup and restore commands, archive and
retrieve commands, and on backup image and restore image commands. You can also specify Btrfs
subvolumes as file specification to the backup and restore, and archive and retrieve functions. You cannot
use the backup-archive client image backup or image restore commands on a Btrfs subvolume.

Btrfs file systems are supported on SLES 11 SP2, or later, on IBMSystem x, System p, and System z.

If you want to create a static image backup of the entire Btrfs file system, you must unmount all the
subvolumes so the backup-archive client can unmount or mount the Btrfs file system during the backup
process. You can avoid the mounting and unmounting requirements if you perform a snapshot-based
image backup of the Btrfs file system instead of a static image backup.

Image backup and image restore functionality is not available for Btrfs subvolumes. If you try to back up a
subvolume by using the image backup, the following message is displayed:

ANS1162E Filesystem could not be mounted
You can mount a Btrfs subvolume by using either the subvolume name or the subvolume ID.

On Btrfs file systems, journal backup can be performed both at the file system and the subvolume level. If
you perform journal-based backups on a Btrfs file system, the journal that is created is for the entire file
system; there is not a separate journal for each subvolume.

Restriction: On Linux systems, some file systems such as ext2, ext3, ext4, btrfs, and xfs use a universally
unique identifier (UUID) to identify themselves to the operating system. If you create an image backup of
such a volume and you restore it to a different location, you might have two volumes with the same UUID.
If you use UUID to define your file systems in /etc/fstab, be aware that the backup-archive client
might be unable to correctly mount the restored file system because the UUIDs conflict. To avoid this
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situation, restore the image to its original location. If you must restore it to a different location, change
the UUID of either the original or restored volume before you mount the restored file system. Refer to
the Linux documentation for instructions on how to change a UUID. You might also need to manually edit
the /etc/fstab file so the original volume, the restored volume, or both volumes can be mounted.

Backing up and restoring Btrfs file systems

You can back up or restore, or archive and retrieve, Btrfs file systems by using the backup-archive client
incremental, selective, restore, axrchive, and retrieve commands.

About this task

If you used a version of the backup-archive client that is older than version 7.1 to back up a Btrfs file
system, the file system type was listed as Unknown, in the IBM Storage Protect server GUI and command
output. The Unknown file system type is displayed because before IBM Storage Protect 7.1, Btrfs file
systems were not formally supported. If you use a backup-archive version 7.1 client (or newer) to back
up that same Btrfs file system, all files that have Access Control Lists (ACLs) and extended attributes
(XATTRs) are backed up again, even if their content has not changed since the last backup that was
created by the older version of the client. Also, after a Btrfs file system is backed up by the version 7.1 (or
newer) client, the file system type is correctly shown as Btrfs in the IBM Storage Protect server GUI and
command output.

Even with a version 7.1 or newer client, copying a file on a Btrfs file system might cause the file to be
included in the next backup operation. For example, if you copy a file by using the cp command with the
-p or -presexve options (preserve mode, ownership, and time stamps), and if the file’s attributes are
changed, the access ACL extended attribute (system.posix_acl_access) is changed. Because an extended
attribute is changed, the client backs up the entire file, rather than just updating the attributes for the file.

Procedure

1. Mount the file system that you want to protect or recover.
For example, use the following syntax to mount a file system: mount /dev/sdbl on /btreefsl
type btrfs (xw)

2. Protect or recover the file system by performing one of the following operations:

Operation Command

Back up the file dsmc incr /btreefsl

system

Restore the file dsmc restore /btreefsl/
system -subdir=yes -replace=yes

Archive the file
system

dsmc archive /btreefsil/
-subdir=yes

Retrieve the file
system

dsmc retrieve /btreefsil/
-subdir=yes -replace=yes

Back up a file
system snapshot

Create the file system snapshot. Use the btxfs subvolume snapshot
command. The snapshot directory that is specified in this example is the
btreefsl_snap directory on the file system named /btreefsl.

btrfs subvolume snapshot /btreefsl/
/btreefsl/btreefsl_snap
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Operation

Command

Issue the backup-archive client incxemental command. Specify the
snapshotroot option and the location of the Btrfs snapshot.

$DSM_DIR/dsmc incr /btreefsi
-snapshotroot=/btreefsl/btreefsl_snap

Perform an image
backup

All subvolumes must be unmounted before you create an image backup.

dsmc backup image /btreefsl
-snapshotproviderimage=none

To avoid having to unmount the subvolumes, create a snapshot-based image
backup.

dsmc backup image /btreefsl

Restore an image
backup

All subvolumes must be unmounted before you restore an image backup.

dsmc restore image /btreefsl

Backing up and restoring Btrfs subvolumes

You can back up or restore, or archive and retrieve, Btrfs subvolumes by using the backup-archive client
incremental, selective, restore, axrchive, and retrieve commands.

Procedure

1. List the subvolumes and determine their IDs.

btrfs subvolume list /btreefsl
ID 256 top level 5 path @
ID 262 top level 5 path @/btreefsl_subl

2. Make the directory to use as the mount point for the subvolume.

mkdir /btreefsl_subl

3. Mount the subvolume.

For example, to mount the subvolume on device sdbl at /btreefsl_subil, use the following syntax:
mount -t btrfs -o subvolid=262 /dev/sdbl /btreefsl_subl

Protect or recover the subvolume by using one or more of the following operations:

Operation

Command

Back up a subvolume

Both incremental and selective backups are supported.

dsmc incr /btreefsl_subl

dsmc sel /btreefsl_subl/ -subdir=yes

Restore a subvolume

dsmc restore /btreefsl_subl/
-subdir=yes -replace=yes

Archive a subvolume

dsmc archive /btreefsl_subl/
-subdir=yes
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Operation Command

Retrieve a subvolume | dsmc retrieve /btreefsl_subl/
-subdir=yes -replace=yes

Back up a Btrfs Create the subvolume snapshot. Use the btxfs subvolume snapshot
subvolume snapshot |command. The snapshot directory that is specified in this example is the /
btreefsl/btreefsl_subl_snap directory, for the subvolume named
btreefsl _subl.

btrfs subvolume snapshot
/btreefsl/btreefsl_subl
/btreefsl/btreefsl_subl_snap

Issue the backup-archive client incremental command. Specify the
snapshot root option and the location of the Btrfs snapshot.

dsmc incr /btreefsl_subl
-snapshotroot=/btreefsl
/btreefsl_subl_snap

Back up NAS file systems using Network Data Management
Protocol

Windows, AIX, and Solaris backup-archive clients can use Network Data Management Protocol (NDMP) to
efficiently back up and restore network attached storage (NAS) file system images. The file system images
can be backed up to, or be restored from, automated tape drives or libraries that are locally attached to
Network Appliance or EMC Celerra NAS file servers, or to or from tape drives or libraries that are locally
attached to the IBM Storage Protect server.

NDMP support is available only on IBM Storage Protect Extended Edition.

For Linux x86_64 clients, incremental backup can also be used to back up NAS file system snapshots. See
the incremental command and snapshotroot, snapdiff, createnewbase, and diffsnapshot
options for more information.

After configuring NDMP support, the server connects to the NAS device and uses NDMP to initiate,
control, and monitor each backup and restore operation. The NAS device performs outboard data transfer
to and from the NAS file system to a locally attached library.

Filer to server data transfer is available for NAS devices that support NDMP Version 4.

The benefits of performing backups using NDMP include the following:

« LAN-free data transfer.

- High performance and scalable backups and restores.

« Backup to local tape devices without network traffic.

The following support is provided:

« Full file system image backup of all files within a NAS file system.

- Differential file system image backup of all files that have changed since the last full image backup.
- Parallel backup and restore operations when processing multiple NAS file systems.

« Choice of interfaces to initiate, monitor, or cancel backup and restore operations:

— Backup-archive client GUI (available only for connections to IBM Storage Protect 7.1.7 or earlier
servers, and IBM Storage Protect 8.1.0 and 8.1.1 servers)

— The backup-archive client command line interface (available only for connections to IBM Storage
Protect 7.1.7 or earlier servers, and IBM Storage Protect 8.1.0 and 8.1.1 servers)
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— Administrative client command line interface (backup and restore operations can be scheduled using
the administrative command scheduler)

— Administrative web client
The following functions are not supported:
« Archive and retrieve
« Client scheduling. Use server commands to schedule a NAS backup.
- Detection of damaged files.
« Data-transfer operations for NAS data stored by IBM Storage Protect:

Migration
Reclamation

Export

Backup set generation

Related concepts

“NDMP support requirements (Extended Edition only)” on page 9

You can use the Network Data Management Protocol (NDMP) to back up and restore network attached
storage (NAS) file systems to tape drives or libraries that are locally attached to Network Appliance and
EMC Celerra NAS file servers.

“Processing NAS file systems” on page 430
Use the include. fs.nas option to bind a management class to NAS file systems and to control whether
Table of Contents information is saved for the file system backup.

Related reference

“Diffsnapshot” on page 363

The diffsnapshot option controls whether the backup-archive client creates the differential snapshot
when it runs a snapshot difference incremental backup.

“Incremental” on page 655
The incxremental command backs up all new or changed data in the locations that you specify, unless
you exclude them from backup services.

“Snapdiff” on page 519

Using the snapdiff (snapshot difference) option with the incxemental command streamlines the
incremental backup process. The command runs an incremental backup of the files that were reported as
changed by NetApp instead of scanning all of the volume for changed files.

“Snapshotroot” on page 530

Use the snapshotroot option with the incxremental, selective, or axrchive commands with an
independent software vendor application that provides a snapshot of a logical volume, to associate the
data on the local snapshot with the real file space data that is stored on the IBM Storage Protect server.

Backing up NAS file systems with the backup-archive client GUI using NDMP
protocol

For both the backup-archive client GUI and the client command line interface, you must specify
passwordaccess=generate and set authentication=on must be specified at the server.

You are always prompted for a user ID and password. To display NAS nodes and perform NAS functions,
you must enter an authorized administrative user ID and password. The authorized administrative user
ID should have at least client owner authority over both the NAS node and the client workstation node
they are using either from command line or from the backup-archive client GUI. The IBM Storage Protect
server must be configured to grant authority to the client node for NAS backup and restore operations.

You can use the toc option with the include.fs.nas option in the client options file to specify
whether the client saves Table of Contents (TOC) information for each file system backup. If you
save TOC information, you can use the Windows backup-archive client GUI to examine the entire file
system tree and select files and directories to restore. Creation of a TOC requires that you define the
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TOCDESTINATION attribute in the backup copy group for the management class to which this backup
image is bound. Note that TOC creation requires additional processing, network resources, storage pool
space, and possibly a mount point during the backup operation.

The backup-archive client GUI must be connected to the IBM Storage Protect 8.1.2 or later server, or IBM
Storage Protect 7.1.8 or later version 7 server.

To back up NAS file systems using the backup-archive client GUI:

1. Click Backup from the main window. The Backup window is displayed.
2. Expand the directory tree if necessary.

Note:

a. The root node called Nodes is not selectable. This node only appears if a NAS plug-in is present on
the client workstation.

b. NAS nodes display on the same level as the client workstation node. Only nodes for which the
administrator has authority appear.

c. You can expand NAS nodes to reveal file spaces, but no further expansion is available (no file
names).

3. Click the selection boxes next to the nodes or file systems you want to back up.

4. Click the type of backup you want to perform in the backup type pull-down menu. The NAS backup
type list is active only when you first select NAS backup objects. Full backup backs up the entire file
system. Differential backs up the changes since the most recent full backup.

5. Click Backup. The NAS Backup Task List window displays the backup processing status and progress
bar. The number next to the progress bar indicates the number of bytes backed up so far. After the
backup completes, the NAS Backup Report window displays processing details, including the actual
size of the backup, including the total bytes backed up.

Note: If it is necessary to close the backup-archive client GUI session, current NAS operations
continue after disconnect. You can use the Dismiss button on the NAS Backup Task List window
to quit monitoring processing without ending the current operation.

6. (Optional) To monitor processing of an operation from the GUI main window, open the Actions menu
and select IBM Storage Protect Activities. During a backup, the status bar indicates processing
status. A percentage estimate is not displayed for differential backups.

Consider the following items when you back up NAS file systems using the backup-archive client GUI:

« Workstation and remote (NAS) backups are mutually exclusive in a Backup window. After selecting an
item for backup, the next item you select must be of the same type (either NAS or non NAS).

« Details will not appear in the right-frame of the Backup window for NAS nodes or file systems. To view
information about objects in a NAS node, highlight the object and select View > File Details from the
menu.

« To delete NAS file spaces, select Utilities > Delete Filespaces.
 Backup options do not apply to NAS file spaces and are ignored during a NAS backup operation.

Related concepts

“Processing NAS file systems” on page 430
Use the include. fs.nas option to bind a management class to NAS file systems and to control whether
Table of Contents information is saved for the file system backup.

“Restore NAS file systems” on page 248
You restore NAS file system images using the backup-archive client GUI or command line interface.

Related reference
“Toc” on page 556
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Use the toc option with the backup nas command or the include. fs.nas option to specify whether
the backup-archive client saves table of contents (TOC) information for each file system backup.

Related information
Configuring the server to grant authority to a client node for NAS backup and restore operations

Back up NAS file systems using the command line
You can use the command line to back up NAS file system images.

You can use the command-Lline client only if you are connecting to the IBM Storage Protect 8.1.1, 8.1.0,
and IBM Storage Protect 7.1.7 or earlier servers. For IBM Storage Protect 8.1.2 or later servers, use server
commands on the administrative command-Lline client (dsmadmc).

Table 43 on page 211 lists the commands and options that you can use to back up NAS file system images
from the command line.

Table 43. NAS options and commands

Option or command Definition Page
domain.nas Use the domain.nas option to specify the volumes “Domain.nas” on page
to include in your default domain for NAS backups. 374
exclude.fs.nas Use the exclude. fs.nas option to exclude “Exclude options” on
file systems on the NAS file server from an page 395
image backup when used with the backup nas
command.

This option is for AIX and Solaris clients only.

include.fs.nas Use the include. fs.nas option to bind a “Include options” on
management class to Network Attached Storage page 424
(NAS) file systems. You can also specify whether
Table of Contents (TOC) information is saved during
a NAS file system image backup, using the toc
option with the include. fs. nas option in your
client options file..

This option is for AIX and Solaris clients only.

query node Use the quexry node command to display all “Query Node” on page
the nodes for which a particular administrative 682
user ID has authority to perform operations. The
administrative user ID should have at least client
owner authority over both the NAS node and the
client workstation node they are using.

backup nas Use the backup nas command to create animage “Backup NAS” on page
backup of one or more file systems that belongtoa 635
Network Attached Storage (NAS) file server.

toc Use the toc option with the backup nas “Toc” on page 556
command or the include. fs.nas option
to specify whether Table of Contents (TOC)
information is saved for each file system backup.

monitor process Use the monitoxr process command todisplay  “Monitor Process” on
current backup and restore processes for all page 663

NAS nodes for which an administrative user has
authority. The administrative user can then select
one process to monitor.

Chapter 4. Backing up your data 211


https://www.ibm.com/docs/en/spectrum-protect/8.1.15?topic=cspno-configuring-server-grant-authority-client-node-nas-backup-restore-operations

Table 43. NAS options and commands (continued)

Option or command Definition Page
cancel process Use the cancel process command to display “Cancel Process” on
current backup and restore processes for all page 643

NAS nodes for which an administrative user has
authority. From the display, the administrative user
can select one process to cancel.

query backup Use the quexry backup command with the class “Query Backup” on page
option to display information about file system 669
images backed up for a NAS file server.

query filespace Use the query filespace command with the “Query Filespace” on
class option to display a list of file spaces page 675
belonging to a NAS node.

delete filespace Use the delete filespace command with the “Delete Filespace” on
class option to display a list of file spaces page 650

belonging to a NAS node so that you can choose
one to delete.

« NAS nodes represent a new node type. The NAS node name uniquely identifies a NAS file server and
its data to IBM Storage Protect. You can prefix the NAS node name to the file specification to specify
the file server to which the include statement applies. If you do not specify a NAS node name, the file
system you specify applies to all NAS file servers.

« Regardless of client platform, NAS file system specifications use the forward slash (/) separator, as in
this example: /vol/vol0.

Note: When you initiate a NAS backup operation by using the client command line interface, client GUI,
or web client the server starts a process to initiate, control, and monitor the operation. It might take
several moments before you notice progress at the client command line interface because the server
must perform a mount operation, and other necessary tasks, before data movement occurs.

Related reference

“Toc” on page 556

Use the toc option with the backup nas command or the include. fs.nas option to specify whether
the backup-archive client saves table of contents (TOC) information for each file system backup.

Backup network file systems

You can configure the backup-archive client to protect files that are accessed with either Network File
System (NFS) or Common Internet File System (CIFS) protocols.

Backup performance is better when you install the backup-archive client where the file system physically
exists. But sometimes it is necessary to access file systems by using NFS or CIFS to back up or recover
data on remote shared drives. The backup-archive client on AIX, Linux, Mac OS X, and Solaris operating
systems can back up, archive, restore, and retrieve file data on an NFS or CIFS-mounted shared drive. The
operations are valid on all versions of the NFS and SMB protocols, including NFS version 2, NFS version 3,
NFS version 4, the classic CIFS/SMBv1, SMB version 2.002, SMB version 2.1, and SMB version 3.0.

The backup-archive can back up and restore access control lists when it is configured to use NFS version
4.

The following restrictions apply when the backup-archive client protects data on network file system
volumes:

« Backup-archive clients cannot complete image backups of network file system volumes.

« Backup-archive clients on AIX cannot complete snapshot-based file backups or archive files on network
file system volumes.
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« Backup-archive clients cannot complete journal-based backups of network file system volumes.

« Backup-archive clients might not be able to back up NetApp volume snapshots if they are accessed by
using the NFS protocol. If the NetApp filer provides different device identifiers for its volume snapshots,
these snapshots might be excluded from backups. The behavior depends on the OS version, the NetApp
filer version, and the settings.

Back up NFS file systems with the global namespace feature

NFS V4 clients can back up NFS file systems that are mounted by using the global namespace feature,
which is called a referral. All file systems in the global namespace are backed up under a single file space.

The following examples show the file systems in the global namespace that are backed up under a single
file space:

server 'publications' has /doc file system
server 'projects' has /projects file system
server 'data'’ has /data file system

The server accountl is the main NFS server that exports all these files systems by using a referral, and
it is the server that all of the clients recognize. The /etc/exports directory on accountl looks like the
following examples:

/doc -vers=4,refer=/doc@publications
/projects -vers=4,refer=/projects@projects
/data -vers=4,refer=/data@data

The client payroll mounts directories from the accountl server and can access all three file systems:

payroll:/#mount -o vers=4 accountl:/ /mnt
payroll:/#ls /mnt
doc/ projects/ data/

The client payroll can back up the /mnt file as one NFS file system, which backs up all other file systems.

Important: Using the virtualmountpoint option can improve system performance when you back up
NFSV4 file systems by using the global namespace. Add the following entries in a stanza in dsm. sys to
back up each mounted directory as a separate file space:

VIRTUALMOUNTPOINT /doc
VIRTUALMOUNTPOINT /projects
VIRTUALMOUNTPOINT /data

Back up AIX workload partition file systems

Using the backup-archive client on AIX, you can back up and restore local partition file data within the
global partition by using the local partition name space available within the global partition.

Each workload partition (WPAR) has its own security domain, so only the global root user is guaranteed to
have access to all of the data.

The WPARs are partitions that are created entirely in software within a single AIX system image, with the
following attributes:

« Usually the WPAR appears to be a complete stand-alone AIX system
« There is no hardware assist or configuration

Workload partitions provide a secure and isolated environment for enterprise applications in terms of
process, signal, and file system space. Software running within the context of a workload partition
appears to have its own separate instance of AIX.

The following example shows a WPAR configuration from within the global WPAR:

Global partition:
System name: shimla
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File system: /home /opt

WPAR #1 configuration:
Name: wparl

File system: /home; name in global WPAR: /wpars/wparl/home

WPAR #2 configuration:
Name: wpar2

File system: /data; name in global WPAR: /wpars/wpar2/data
There are two ways to back up WPAR data, as follows:

« Back up all WPAR file systems as the file spaces within the global partition. The file space name must
be used to identify the WPAR to which it belongs. All of the data is managed on one node by using one
schedule. Using the example configuration, here is a sample dsm. sys file with one server stanza for all
file systems, both global and local:

SExrvername shimla

TCPPort 1500

TCPServeraddress server.example.com

nodename shimla

PasswordAccess generate

Domain /wpars/wparl/home /wpars/wpar2/data /home /opt

« Back up each WPAR file system under a different node name. This method provides file space name
segregation for each WPAR. Each WPAR must have a separate node name and a scheduler that
is running within the global partition. Also, three scheduler services must be set up, each using a
different dsm. opt file corresponding to the server stanza name. This method allows each WPAR backup
operation to be managed independently of the others. Using the example configuration, here is a
sample dsm. sys file with three server stanzas: one for wparl, one for wpar2, and one for global
partition shimla:

SErvername shimla_wparl

TCPPort 1500

TCPServeraddress server.example.com

nodename wparl

PasswordAccess generate

Domain /wpars/wparl/home
SExrvername shimla_wpar2

TCPPort 1500

TCPServeraddress server.example.com

nodename wpar2

PasswordAccess generate

Domain /wpars/wpar2/data
SErvername shimla

TCPPort 1500

TCPServeraddress server.example.com

nodename shimla

PasswordAccess generate

Domain /home /opt

Backing up Solaris Zettabyte file systems

On Solaris SPARC and Solaris x86 systems, you can backup Zettabyte file systems (ZFS), by using ZFS
snapshots. The advantage of this approach, over an ordinary incremental or selective backup, is that the
files and folders in a snapshot are always in a read-only state, so they cannot be changed during a backup.

About this task
You create a ZFS snapshot by using Oracle Solaris ZFS commands. For example:

zfs snapshot tank/myZFS@mySnapshot

214 IBM Storage Protect UNIX and Linux Backup-Archive Clients: Installation and User's Guide



In this example, the ZFS pool name is called tank and the ZFS file system name is myZFS. Files
that belong to this ZFS snapshot are in the subdirectory named tank/myZFS/.zfs/snapshot/
mySnapshot/.

Procedure

Use either of these two methods to backup a ZFS snapshot.
- Backup each file of the snapshot by using the snapshotroot option.
For example:
dsmc inc -snapshotroot=/tank/myZFS/.zfs/snapshot/mySnapshot /tank/myZFS
This option allows the administrator to replace the current snapshot path with the ZFS file system
path, so that the files and folders are backed up under the original file system.
« Backup the complete snapshot by using Oracle Solaris ZFS commands.
For example:

zfs send tank/myZFS@mySnapshot > /tmpdir/mySnapshotFile

The advantage of backing up the complete snapshot is that the full file system can be restored, in a
disaster recovery scenario.

Related concepts

“Restoring Solaris Zettabyte (ZFS) file systems” on page 257
Zettabyte File Systems (ZFS) use storage pools to manage physical storage.

Related reference

“Snapshotroot” on page 530

Use the snapshotroot option with the incxremental, selective, or axrchive commands with an
independent software vendor application that provides a snapshot of a logical volume, to associate the
data on the local snapshot with the real file space data that is stored on the IBM Storage Protect server.

AIX JFS2 encrypted file system backup

Use AIX JFS2 Encrypted File System (EFS) to back up files either in clear text or raw format. With clear
text format, the file is decrypted by EFS as it is read. With raw format, the data is not decrypted. The
default is raw format, but when you set the efsdecrypt option to yes, you get clear text backups.

About this task

Important: Whenever you run a backup that includes any files encrypted on an EFS, you must ensure that
you use the correct specification of the efsdecrypt option. If the efsdecrypt option value changes
between two incremental backups, all encrypted files on EFS file systems are backed up again, even if
they have not changed since the last backup. For example, if you are running an incremental backup

of encrypted files that were previously backed up as raw, then ensure that efsdecrypt is specified as
no. If you change efsdecrypt to yes, all of the files are backed up again in clear text even if they are
unchanged, so ensure that you use this option carefully.

If you attempt to restore an encrypted file to either a work station that does not support EFS, or a file
system where EFS is not active, an error message is written and the file is skipped.

Here are some reasons to back up EFS using clear text encryption:

- This type of decryption is useful if you want to use the IBM Storage Protect backup-archive client
encryption or another type of hardware encryption (for tape systems, for example).

 You can use clear text for long term archival of data, because the data is stored independent of the
platform or encryption scheme.

Here are some things to consider when backing up a file in clear text:

« The user who invoked the backup-archive client must be able to decrypt it
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« The user can have read access to a file, but not have access to the key

In the following scenarios an error message is issued:

Procedure

1. The user is running in root guard mode, and EFS has the concept of two types of root. Root admin is the
traditional mode. A root in guard mode will not have access to the unencrypted data, unless the user is
the owner or a member of the file group.

2. The user is running with a non-root user ID and attempting an archive of a file to which they have read
access, but the user is not the owner or member of the file group. EFS will not allow the data to be
decrypted.

Results
Here are some considerations when backing up EFS raw data:

- The backup-archive client will not honor the client encryption setting, which prevents double
encryption, but only at the client. The server has no knowledge that the data is encrypted so any
encryption done by a tape drive, for example, still occurs.

« The client will not honor the compression setting, so the client will not even try to compress the data.

« The client does not automatically back up or restore the keystore files. When you are restoring
encrypted files, you might also have to restore keystores in order to decrypt the data.

Tips:
1. To protect the keystore, make sure the contents of /var/efs are included in your periodic backups.
2. For the keystore data, use IBM Storage Protect storage policy with an unlimited number of versions.

« Encrypted file system (EFS) files backed up in raw mode (default) cannot be restored by a backup-
archive client prior to V5.5, or by a client on another UNIX platform.

Back up AIX JFS2 extended attributes

AIX Enhanced Journal File System (JFS2) provides backup processing for named extended attributes for
all file systems that support named extended attributes.

These extended attributes are automatically backed up with each object that contains extended
attributes data, and no additional action is required.

When the file system is defined with the v2 format, the only file system that supports named extended
attributes is JFS2. You can use JFS2 for extended attributes for files and directories, but you cannot use
JFS2 for extended attributes on symbolic links.

Backing up VMware virtual machines

You can use the backup-archive client to back up and restore a VMware virtual machine (VM). Full
backups of the virtual machine operate at a disk image level. Incremental backups copy only the data that
is changed since the previous full backup.

This feature is available only if the client operates as a data mover for IBM Storage Protect for Virtual
Environments: Data Protection for VMware.

Table 44 on page 217 lists the backup and restore capabilities for VMware virtual machines that the
backup-archive client can implement on Linux platforms.
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Table 44. Backup and restore capabilities for VMware virtual machines on Linux platforms

Capability Comment
Full VM incremental- A full VM backup is required before you can create incremental backups. If you
forever backup: schedule incremental-forever backups, this backup type is selected automatically

for the first backup if a full backup was not already created. Data from incremental
backups is combined with data from the full backup to create a synthetic full
backup image. Subsequent full VM incremental-forever backups read all used
blocks and copy those blocks to the IBM Storage Protect server. Each full VM
incremental-forever backup reads and copies all of the used blocks, whether the
blocks are changed or not since the previous backup. You can still schedule a full
VM backup, although a full backup is no longer necessary. For example, you might
run a full VM backup to create a backup to a different node name with different
retention settings.

You cannot use this backup mode to back up a VMware virtual machine if the
client is configured to encrypt the backup data.

Incremental-forever- Requires you to create a full VM backup one time only. The full VM backup copies
incremental VM backup: all of the used disk blocks owned by a virtual machine to the IBM Storage Protect
server. After the initial full backup is complete, all subsequent backups of the
virtual machine are incremental-forever-incremental backups. Each incremental-
forever-incremental backup copies only the blocks that are changed since the
previous backup, irrespective of the type of the previous backup. The server uses
a grouping technology that associates the changed blocks from the most recent
backup with data already stored on the server from previous backups. A new full
backup is then effectively created each time changed blocks are copied to the
server by an incremental-forever-incremental backup.

The incremental-forever-incremental backup mode provides the following
benefits:

- Improves the efficiency of backing up virtual machines.

« Simplifies data restore operations.

« Optimizes data restore operations.

During a restore operation, you can specify options for point-in-time and point-in-

date to recover data. The data is restored from the original full backup and all of
the changed blocks that are associated with the data.

You cannot use this backup mode to back up a VMware virtual machine if the
client is configured to encrypt the backup data.

Item recovery for files and | Provides the capability to recover files and folders from a full backup of a virtual
folders from a full backup | machine. Item recovery is available only with the IBM Storage Protect recovery
of the virtual machine: agent.

Full restore of the virtual Restores all of the file systems, virtual disks, and the virtual machine
machine: configuration.

Related concepts

“Backups of virtual machines” on page 221

With parallel backup processing, you can use a single data mover node to back up multiple virtual
machines (VMs) at the same time to optimize your backup performance.

Related tasks

“Preparing the environment for full backups of VMware virtual machines” on page 218
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Complete the following steps to prepare the VMware environment for backing up full VMware virtual
machines. The vStorage backup server can run either a Windows or Linux client.

“Creating full backups for VMware virtual machines” on page 219

A full backup of a VMware virtual machine is a backup of an entire virtual machine, including the virtual
disks and the virtual machine configuration file. This type of backup is similar to an image backup.

To create the full backup, you configure the backup-archive client on the vStorage backup server. The
vStorage backup server must run a Windows client or a Linux client.

Preparing the environment for full backups of VMware virtual machines

Complete the following steps to prepare the VMware environment for backing up full VMware virtual
machines. The vStorage backup server can run either a Windows or Linux client.

Before you begin

This feature is available only if the client operates as a data mover for IBM Storage Protect for Virtual
Environments: Data Protection for VMware.

Procedure

1. To configure the storage environment for backing up, complete the following steps:

a) Configure your storage environment so that the vStorage backup server can access the storage
volumes that are in your ESX server farm.

b) If you are using network-attached storage (NAS) or direct-attach storage, ensure that the vStorage
backup server is accessing the volumes with a network-based transport.

c) Optional: For data access, make the following settings:
- Create storage area network (SAN) zones that your vStorage backup server can use to access the
storage logical units (LUNs) that host your VMware datastores.

« Configure your disk subsystem host mappings so that all ESX servers and the backup proxy can
access the same disk volumes.

2. To configure the vStorage backup server, complete the following steps:
a) Set and export the LD_LIBRARY_PATH environment variable to point to the client installation
directory. For example:
export LD_LIBRARY_PATH=/opt/tivoli/tsm/client/ba/bin
b) Add the client installation directory to the path of each account that uses backup-archive client
commands, for example, dsmc, dsmcad, or dsmj.
3. To modify IBM Storage Protect, complete the following steps:
a) Access the administrative command line on the backup-archive client.

b) From the backup-archive client on the vStorage backup server, run the following command to
register the node:

register node my_server_name my_password

Where my_server_name is the full computer name of the vStorage backup server and my_password
is the password to access the server.

Related tasks

“Creating full backups for VMware virtual machines” on page 219

A full backup of a VMware virtual machine is a backup of an entire virtual machine, including the virtual
disks and the virtual machine configuration file. This type of backup is similar to an image backup.

To create the full backup, you configure the backup-archive client on the vStorage backup server. The
vStorage backup server must run a Windows client or a Linux client.

218 IBM Storage Protect UNIX and Linux Backup-Archive Clients: Installation and User's Guide



Related reference

“Backup VM” on page 637

“Query VM” on page 688

Use the quexry VM command to list and verify the successful backups of virtual machines (VMs).

“Restore VM” on page 709
Use the restoxre vmcommand to restore a virtual machine (VM) that was previously backed up.

“VYmchost” on page 572
Use the vmchost option with the backup VM, restoxe VM, or quexry VM commands to specify the host
name of the VMware VirtualCenter or ESX server that you want to backup, restore, or query.

“Vmcpw” on page 572
Use the vmcpw option with the backup VM, restoxre VM, or quexry VM commands to specify the
password for the VMware VirtualCenter or the ESX user ID that is specified with the vmcusexr option.

“Vmcuser” on page 574
Use the vmcuser option with the backup VM, xrestoxe VM, or quexry VM commands to specify the user
name of the VMware VirtualCenter or ESX server that you want to backup, restore, or query.

“Vmvstortransport” on page 607

The vmvstortransport option specifies the preferred transports order (hierarchy) to use when backing
up or restoring VMware virtual machines. If you do not include a given transport using this option, that
transport is excluded and is not used to transfer data.

Creating full backups for VMware virtual machines

A full backup of a VMware virtual machine is a backup of an entire virtual machine, including the virtual
disks and the virtual machine configuration file. This type of backup is similar to an image backup.

To create the full backup, you configure the backup-archive client on the vStorage backup server. The
vStorage backup server must run a Windows client or a Linux client.

Before you begin

This feature is available only if the client operates as a data mover for IBM Storage Protect for Virtual
Environments: Data Protection for VMware.

Procedure
1. To prepare the environment, complete the steps in the following topic:

“Preparing the environment for full backups of VMware virtual machines” on page 218
2. To configure the backup-archive client on the vStorage backup server, complete the following steps:

a) From the welcome page of the backup-archive client GUI, click Edit > Client Preferences.
b) Select the VM Backup tab.

c¢) Select VMWare Full VM.

d) In the Domain Backup Types list, select Domain Full VM.

e) In the Host field, enter either the host name of each ESX server or the host name of the Virtual
Center. If you specify the Virtual Center, you can back up virtual machines from any of the VMware
servers that are managed by the Virtual Center.

f) Enter the user ID and password information for the host that you specify in the Host field.

g) Optional: If you want to override the default management class for full virtual machine backups,
specify the management class that you want to use.

h) In the Datastore Location field, enter the path to the directory where the files are stored.
i) Click OK to save your changes.
3. To create a backup of one of the virtual machines, complete the following steps:
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a) At the command line of the vStorage backup server, run the following command:
dsmc backup vm my_vm_name -mode=iffull -vmbackuptype=fullvm

Where my_vm_name is the name of the virtual machine.

b) Verify that the command is completed without errors. The following message indicates successful
completion:

Backup VM command complete

Total number of virtual machines backed up successfully: 1
virtual machine vmname backed up to nodename NODE

Total number of virtual machines failed: 0

Total number of virtual machines processed: 1

4. To verify that you can restore the files for the virtual machine, complete the following steps:
a) At the command-line interface of the vStorage backup server, run the following command:

dsmc restore vm my_vm_name

b) If errors occur in the restore processing, view the client error log for more information.
Tip: The log file is saved to /opt/ibm/Tivoli/TSM/baclient/dsmerroxr.log

Related concepts

“Backups of virtual machines” on page 221

With parallel backup processing, you can use a single data mover node to back up multiple virtual
machines (VMs) at the same time to optimize your backup performance.

Related tasks

“Preparing the environment for full backups of VMware virtual machines” on page 218
Complete the following steps to prepare the VMware environment for backing up full VMware virtual
machines. The vStorage backup server can run either a Windows or Linux client.

Related reference
“Backup VM” on page 637

“Domain.vmfull” on page 375
The domain.vmfull option specifies the virtual machines (VMs) to include in your full virtual machine
image backup operations.

“Query VM” on page 688
Use the quexry VM command to list and verify the successful backups of virtual machines (VMs).

“Restore VM” on page 709
Use the restoxre vmcommand to restore a virtual machine (VM) that was previously backed up.

“Mode” on page 457
Use the mode option to specify the backup mode to use when performing specific backup operations.

“Vmchost” on page 572
Use the vmchost option with the backup VM, restoxre VM, or quexry VM commands to specify the host
name of the VMware VirtualCenter or ESX server that you want to backup, restore, or query.

“Vmcpw” on page 572
Use the vmcpw option with the backup VM, restoxre VM, or quexry VM commands to specify the
password for the VMware VirtualCenter or the ESX user ID that is specified with the vmcuser option.

“Vmcuser” on page 574
Use the vmcuser option with the backup VM, xrestoxe VM, or quexry VM commands to specify the user
name of the VMware VirtualCenter or ESX server that you want to backup, restore, or query.

“¥Ymmc” on page 591
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Use the vmmc option to store virtual machine backups by using a management class other than the default
management class. For VMware VM backups, the vmmc option is valid only if the vmbackuptype=fullvm
option is set.

“Vmvstortransport” on page 607

The vmvstortransport option specifies the preferred transports order (hierarchy) to use when backing
up or restoring VMware virtual machines. If you do not include a given transport using this option, that
transport is excluded and is not used to transfer data.

Backups of virtual machines

With parallel backup processing, you can use a single data mover node to back up multiple virtual
machines (VMs) at the same time to optimize your backup performance.

Parallel Backups of virtual machines

With parallel backup processing, you can use a single data mover node to back up multiple virtual
machines (VMs) at the same time to optimize your backup performance. You can also back up virtual
machines on a Hyper-V system.

This feature is available only if the client operates as a data mover for IBM Storage Protect for Virtual
Environments.

For information about parallel backup operations, see Backing up multiple virtual machines in parallel.

Back up virtual machines on a Hyper-V system

To backup virtual machines that are managed by a Microsoft Hyper-V server, use IBM Storage Protect for
Virtual Environments: Data Protection for Microsoft Hyper-V.

For information about protecting Hyper-V virtual machines, see Data Protection for Microsoft Hyper-V.

Back up and archive Tivoli Storage Manager FastBack data

Use Tivoli Storage Manager FastBack to back up and archive the latest snapshots for short-term retention.

Use the axrchive fastback and backup fastback commands to archive and back up volumes
that are specified by the fbpolicyname, fbclientname and fbvolumename options for short-term
retention.

Related concepts

“Installation requirements for backing up and archiving Tivoli Storage Manager FastBack client data” on
page 10

Before you can back up or archive your FastBack client data, you must install the required software.

“Configuring the client to back up and archive Tivoli Storage Manager FastBack data” on page 97
Before you can back up or archive Tivoli Storage Manager FastBack client data, you must complete
configuration tasks.

Related reference

“Fbclientname” on page 402
Use the £bclientname option with the backup fastback or axrchive fastback commands.

“Fbpolicyname” on page 403
Use the £bpolicyname option with the backup fastback or axrchive fastback commands.

“Fbvolumename” on page 406
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Use the £bvolumename option with the backup fastback or axrchive fastback commands.

Display backup processing status

During a backup, by default the backup-archive client displays the status of each file it attempts to back

up.

The client reports the size, path, file name, total number of bytes transferred, and whether the backup
attempt was successful for the file. These are also recorded in the dsmsched. 1og file for scheduled

commands.

The web client and backup-archive client Java GUI provide a Task List window that displays information
about files during processing. When a task completes, a Backup Report window displays processing
details. Click the Help button in the Backup Report window for context help.

On the backup-archive command line, the name of each file is displayed after it is sent to the server. The
progress indicator shows overall progress.

Table 45 on page 222 lists some informational messages and meanings.

Table 45. Client command line informational messages

Informational message

Meaning

Directory-->

Indicates the directory that you back up.

Normal File-->.

Any file that is not a directory, symbolic link, or special file.

Special File-->

Special files define devices for the system or temporary files that

are created by processes. There are three basic types of special

files: FIFO (first-in, first-out), block, and character. FIFO files are also
called pipes. Pipes are created by one process to temporarily allow
communication with another process. These files cease to exist when
the first process finishes. Block and character files define devices.
The client processes only device and named pipe special files. Socket
special files are not processed.

Symbolic Link-->

Indicates that the client backs up a symbolic link.

Updating-->

Indicates that only the file meta data is sent, not the data itself.

Expiring-->

Indicates an object (file or directory) on the server that no longer
exists on the client is expired and made inactive on the server.

Total number of objects
inspected:

As indicated. When using journal-based backup, the number of
objects that are inspected might be less than the number of objects
that are backed up.

When you use the snapshot difference incremental backup, the
number of objects that are inspected is zero. The number is zero
because the client performs an incremental backup of the files that
NetApp reported as changed. The client does not scan the volume
looking for files that have changed.

Total number of objects
backed up:

As indicated.

Total number of objects
encrypted:

This is a count of the objects that were encrypted during backup or
archive processing.

Data encryption type:

Specifies the encryption algorithm type (for example, 256-bit AES),
if one or more objects are encrypted during backup or archive
processing.
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Table 45. Client command line informational messages (continued)

Informational message

Meaning

Total number of objects
updated:

These are files whose attributes, such as file owner or file
permissions, have changed.

Total number of objects
rebound:

For more information, see “Bind management classes to files” on

page 293

Total number of objects
deleted:

This is a count of the objects that are deleted from the client
workstation after being successfully archived on the server. The count
is zero for all backup commands.

Total number of objects
expired:

For more information, see the section about full and partial
incremental backup.

Total number of objects
failed:

Objects can fail for several reasons. Check the dsmerror.log for
details.

Total snapshot difference
objects:

For snapshot difference incremental backups, this represents the
total number of objects backed up and the total number of objects
expired.

Total objects deduplicated:

Specifies the number of files that are deduplicated.

Total number of bytes
inspected:

Specifies the sum of the sizes of the files that are selected for the
operation. For example, the total number of bytes that are inspected
for this command is the number of bytes that are used on the
volume /Volumes/BUILD:

dsmc INCREMENTAL /Volumes/BUILD/* -SU=Yes

Total bytes before
deduplication:

Specifies the number of bytes to send to the IBM Storage Protect
server if the client does not eliminate redundant data. Compare

this amount with Total bytes after deduplication. Includes
metadata size and might be greater than bytes inspected.

Total bytes after
deduplication:

Specifies the number of bytes that are sent to the IBM Storage
Protect server after deduplication of the files on the client computer.
Includes metadata size and might be greater than bytes processed.

Total number of bytes
processed:

Specifies the sum of the sizes of the files that are processed for the
operation.

Data transfer time:

The sum of the times that each backup, archive, restore, or retrieve
session takes to send data across the network. This number does not
include the time for the client to read the data from disk before the
data is sent, nor the time to wait for server transactions to complete.

This number can be greater than the elapsed processing time if the
operation uses multiple concurrent sessions to move data, such as
multi-session backup and restore operations.

This number includes the time that it takes to send data more than
once due to retries, such as when a file changes during a backup
operation.
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Table 45. Client command line informational messages (continued)

Informational message Meaning

Network data transfer rate: The average rate at which the network transfers data between the
client and the server. This statistic is calculated by dividing the total
number of bytes transferred by the time to transfer the data over the
network. This statistic does not include the time for the client to read
the data from disk before the data is sent, nor the time to wait for
server transactions to complete.

Aggregate data transfer rate: The total number of bytes transferred during a backup, archive,
restore, or retrieve operation, divided by the total elapsed time of
the operation.

Objects compressed by: Specifies the percentage of data that is sent over the network divided
by the original size of the file on disk. For example, if the net data-
bytes are 10K and the file is 100K, then Objects compressed by: == (1
- (10240/102400)) x 100 == 90%.

Total number of objects grew: The total number of files that grew larger as a result of compression
and are resent uncompressed.

Deduplication reduction: Specifies the size of the duplicate extents that were found, divided
by the initial file or data size. For example, if the initial object size is
100 MB, after deduplication it is 25 MB. The reduction would be: (1 -
25/100) * 100 = 75%.

Total data reduction ratio: Adds incremental and compression effects. For example, if the bytes
inspected are 100 MB and the bytes sent are 10 MB, the reduction
would be: (1 - 10/100) * 100 = 90%

Elapsed processing time: The active processing time to complete a command. This is
calculated by subtracting the starting time of a command process
from the ending time of the completed command process.

Total number of bytes The total number of bytes transferred during the backup, archive,

transferred: restore, or retrieve operation. This value includes data that is sent
more than once due to retries, such as when a file changes during a
backup operation.

LanFree bytes transferred: The total number of data bytes transferred during a lan-free
operation. If the enablelanfree option is set to no, this line will
not appear.

Total number of bytes A sum of sizes of files selected for the operation.

inspected:

Total number of retries: The total number of retries during a backup operation. Depending on

the settings for the serialization attribute and the changingretries
option, a file that is opened by another process might not be backed
up on the first backup try. The backup-archive client might try to

back up a file several times during a backup operation. This message
indicates the total retries for all files that are included in the backup
operation.
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Backup (UNIX and Linux): Additional considerations

There are some special situations that you need to consider before you back up your data.

Stored files

When you back up and archive files, IBM Storage Protect stores the backups and archives in a file space in
storage that has the same name as the file system or virtual mount point from which the files originated.

For example, if you have a file system named /home, and you back up a file named doc1 in the /home/
monnett directory, IBM Storage Protect stores the file in a file space named /home. If you later define /
home/monnett as a virtual mount point, any files you back up from the /home/monnett directory, such
as doc2, are stored in a file space named /home/monnett. If you enter this command:

dsmc query backup "/home/monnett/x"

IBM Storage Protect looks for files in the /home/monnett file space. It always looks for a file in the file
space with the longest name that matches the file specification you include in a command. It locates
the file named doc2 that was backed up after the virtual mount point was defined. However, it does not
locate the file named doc1 because that file was backed up before the virtual mount point was defined
and the backup was stored in the /home file space.

To list or restore the doc1 file using a command, you must explicitly specify the file space name by
enclosing it in braces. For example:

dsmc query backup "i/home}/monnett/*"
dsmc restore §/home?}/monnett/docl

If you subsequently remove the /home/monnett virtual mount point, and you then back up additional
files in the /home/monnett directory, the backups are once again stored in the /home file space. For
example, if you now back up a file named doc3 in the /home/monnett directory, it is stored in the /home
file space. It is not stored in the existing /home /monnett file space.

However, because the /home/monnett file space already exists, when you try to query or restore the
doc3 file, IBM Storage Protect looks for the file in the /home/monnett file space unless you specify the
correct file space name. For example:

dsmc query backup "{/home}/monnett/x"
dsmc restore i/home}/monnett/doc2

Note: You must explicitly specify the file space name only when there can be more than one resolution to
the file specification.

For example, if the following file spaces exist in storage:

/home

/home/monnett
/home/monnett/projectl
/home/monnett/projectl/planning

then enter:
dsmc query backup "/home/monnett/projectl/planning/x"

IBM Storage Protect looks for files only in the /home/monnett/projectl/planning file space, even if
one or more of the other file spaces contains a path with the same name. But, when you enter one of the
following:

dsmc query backup "{/home}/monnett/projectl/planning/*"
dsmc query backup "{/home/monnett}/projectl/planning/*"
dsmc query backup "{/home/monnett/projectl}/planning/x"

IBM Storage Protect looks for files only in the /home file space, the /home/monnett file space, or the /
home/monnett/projecti file space, depending on which form you use.
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Special file systems

Special file systems contain dynamic information generated by the operating system; they contain no data
or files. The backup-archive client ignores special file systems and their contents.

Special file systems include the following:

« the /proc file system on most of the UNIX platforms
« the /dev/£d file system on Solaris
- the /dev/pts on Linux

NFS or virtual mount points

When files are backed up and archived from a file system or virtual mount point, the client does not follow
the nested NFS or virtual mount points (if any are defined on a file system). The nested NFS or virtual
mount points will not be backed up or archived.

Management classes
IBM Storage Protect uses management classes to determine how to manage your backups on the server.

Every time you back up a file, the file is assighed a management class. The management class used

is either a default selected for you, or one assigned to the file with an include option in the include-
exclude options list. The selected management class must contain a backup copy group in order for the
file to be backed up.

Select Utilities — View Policy Information from the backup-archive client GUI to view the backup
policies defined by the IBM Storage Protect server for your client node.

Related concepts

“Storage management policies” on page 287
Storage management policies are rules your administrator defines in order to manage your backups and
archives on the server.

Back up symbolic links
The backup-archive client backs up symbolic links differently than it does regular files and directories.

The way that the client backs up symbolic links depends on options settings, whether the target directory
is accessible, and the way you specify objects.

A UNIX symbolic link is a file that contains a pointer to another file or directory. The object the symbolic
link points to is called the target object.

A symbolic link can be backed up as path information to a target directory, or it can be backed up as a
directory. If the symbolic link is backed up as a directory, the files and folders in the target directory can
also be backed up.

Note: Symbolic link processing as described here does not apply to Mac OS X. Symbolic links are always
backed up as files and are never followed.

Related reference

“Archsymlinkasfile” on page 327

The archsymlinkasfile option specifies whether the backup-archive client follows a symbolic link and
archives the file or directory to which it points, or archives the symbolic link only. Use this option with the
archive command.

“Followsymbolic” on page 412
During a backup operation, the followsymbolic option specifies whether you want to use a symbolic
link as a virtual mount point. During a restore or retrieve operation, the followsymbolic option
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specifies how the backup-archive client restores a directory whose name matches a symbolic link on
the restore target file system.

“Virtualmountpoint” on page 566
The virtualmountpoint option defines a virtual mount point for a file system if you want to consider
files for backup that begin with a specific directory within that file system.

Examples: Incremental or selective backup of symbolic links

How the client backs up a symbolic link depends on whether the target of the symbolic link is a file or a
directory, and how you specify the symbolic link on the incremental or selective backup command.

If a symbolic link points to a file, the client only backs up the path information. The client does not back
up a file that is the target of a symbolic link.

If a symbolic link points to a directory, the backup depends on how the directory is specified on the
command.

If a directory is specified with a trailing slash on a selective or incremental backup command, the client
saves the symbolic link as a directory, and backs up the contents of the target directory.

If the symbolic link is entered without a trailing slash, or if a symbolic link is not explicitly stated in
a backup file specification, the client backs up only the path information to the target directory. The
contents of the target directory are not backed up.

In the following examples, assume that symdir is a symbolic link to target directory /£s1/
guest/. /fsl/guest/ contains these objects:

/fs1l/guest/file (afile)
/fsl/guest/dirl (a directory)
/fs1/guest/dirl/filel (afile)

Example 1
dsmc incr /home/gillis/symdix/

In this example, the client backs up the symbolic link as a directory, and backs up the contents of the
target directory /f£s1/guest/. If you specify the subdir=yes option, the client backs up subdirectories
of /£s1/guest/.

Example 2
dsmc incr /home/gillis/symdir/dirl

Example 3
dsmc incr /home/gillis/symdir/dirl/

In examples 2 and 3, the client backs up the symbolic link as a directory, and backs up the /dirl/
subdirectory of the target directory. the trailing slash is relevant only for the symbolic link; it is not
relevant for subdirectories of the symbolic link. If you specify the subdir=yes option, the client backs up
subdirectories of /£s1/guest/dirl. Backup copies that are stored on the IBM Storage Protect server
have a path like /home/gillis/symdir/dirl/filel.

Example 4
dsmc incr /home/gillis/symdir

In example 4, because there is no trailing slash after the symbolic link, the client backs up only the path
to the target directory. The client does not back up the symbolic link as a directory, and does not back up
files nor folders in the target directory.

Example 5
dsmc incr /home/gillis/

In example 5, because the symbolic link is not explicitly stated in the backup file specification, the client
backs up only the path to the target directory. The client does not back up the symbolic link as a directory,
and does not back up files nor folders in the target directory.
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Restriction: If you back up a symbolic link as a directory, a future incremental backup that does not back
up that symbolic link as a directory expires that symbolic link as a directory, and expires the files and
directories in that directory.

For example, assume that you first back up the symbolic link symdir as a directory, and back up the
contents of the target directory. The command in example 1 does this. The client creates backup copies
with a high-level path /home/gillis/symdix/. In this example, the client creates backup copies with
these paths:

/home/gillis/symdixr/
/home/gillis/symdir/file
/home/gillis/symdir/dirl
/home/gillis/symdir/dirl/filel

The contents of /home/gillis are backed up using the following command:

dsmc inc /home/gillis/ -subdir=yes

This command processes the value symdir as a symbolic link and does not process any objects that
the symbolic link points to. Hence, the client expires backup copies in the /home/gillis/symdir/
directory that were created in example 1.

Incremental backup of a domain only

The client backs up a symbolic link during an incremental backup of the domain, if the symbolic link is
defined as a virtual mount point and the followsymbolic option is set to yes.

The client backs up a symbolic link and the target directory when all of the following conditions are true:

« The client performs an incremental backup of the domain.
- The symbolic link is defined as a virtual mount point using the virtualmountpoint option.
« followsymbolic=yes

The virtualmountpoint and followsymbolic options add the symbolic link to the domain. The
Incremental command backs up the domain, which includes the symbolic link target.

Related reference

“Followsymbolic” on page 412

During a backup operation, the followsymbolic option specifies whether you want to use a symbolic
link as a virtual mount point. During a restore or retrieve operation, the followsymbolic option
specifies how the backup-archive client restores a directory whose name matches a symbolic link on
the restore target file system.

“Virtualmountpoint” on page 566
The virtualmountpoint option defines a virtual mount point for a file system if you want to consider
files for backup that begin with a specific directory within that file system.

Hard links

When you back up files that are hard-linked, the backup-archive client backs up each instance of the
linked file.

For example, if you back up two files that are hard-linked, the client backs up the file data twice.

When you restore hard-linked files, the client attempts to reestablish the links. For example, if you had
a hard-linked pair of files, and only one of the hard-linked files is on your workstation, when you restore
both files, they are hard-linked. The files are also hard-linked even if neither of the files exists at the
time of restore, if both of the files are restored together in a single command. The one exception to this
procedure occurs if you back up two files that are hard-linked and then break the connection between
them on your workstation. If you restore the two files from the server using the standard (or classic)
restore process, the client respects the current file system and does not re-establish the hard link.
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Important: If you do not back up and restore all files that are hard-linked at the same time, problems
occur. To ensure that hard-linked files remain synchronized, back up all hard links at the same time and
restore those same files together.

Sparse files

Sparse files do not have disk space allocated for every block in the whole address space, leading to holes
within the file. Holes are detected by their content, which is always zeros, and these zeros take up space.

The default is to restore the sparse file without the holes, which would leave more free disk space. The
backup-archive client detects sparse files during a backup operation and marks them as sparse on the
IBM Storage Protect server.

Note: Sparse files do not apply to Mac OS X.
The backup-archive client backs up a sparse file as a regular file if client compression is off.

Related reference

“Compression” on page 346
The compression option compresses files before you send them to the server.

“Makesparsefile” on page 451
Use the makesparsefile option with the restoxe or retrieve commands to specify how sparse files
are recreated.

NFS hard and soft mounts

When the backup-archive client connects to an NFS file system, you can use either a hard mount or a soft
mount.

The client uses the nfstimeout option value to determine how long to wait for an NFS system call to
respond before timing out; this setting applies to hard and soft mounts. The default is 0 seconds. This
means that the client uses the default behavior of NFS system calls.

Be aware of the consequences of hard and soft mounts if the mount becomes stale (for example, if the
server for the file system is not available).

Hard mount
If the NFS file system is hard mounted, the NFS daemons try repeatedly to contact the server. The
NFS daemon retries will not time out, they affect system performance, and you cannot interrupt them,
but control returns to the client when the nfstimeout value is reached.

Soft mount
If the NFS file system is soft mounted, NFS tries repeatedly to contact the server until either:

« A connection is established

« The NFS retry threshold is met

e The nfstimeout value is reached

When one of these events occurs, control returns to the calling program.

Note: On UNIX and Linux systems, the nfstimeout option can fail if the NFS mount is hard. If a hang
occurs, deactivate the nfstimeout option and mount the NFS file system soft mounted, as follows:

mount -o soft,timeo=5,retry=5 machine:/filesystem /mountpoint

The parameters are defined as follows:

soft
Generates a soft mount of the NFS file system. If an error occurs, the stat () function returns
with an error. If the option hard is used, stat () does not return until the file system is available.
timeo=n
Sets the timeout period for a soft mount error to n tenths of a second.
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retry=n
Sets the number of times to try the mount, where nis an integer; the default is 20000.

Deleted file systems

When a file system or drive has been deleted, or it is no longer backed up by the backup-archive client,
the existing backup versions for each file are managed according to the following policy attributes:
Number of days to keep inactive backup versions, and number of days to keep the last backup version (if
there is no active version)

If you do nothing else, active backup versions remain indefinitely. If you do not need to keep the active
versions indefinitely, use the expire command to inactive the active versions.

If you do not need to keep any of the backup versions, use the delete backup command to delete
all backup versions in the file space. Your IBM Storage Protect server administrator must give you the
authority to use this command. Use the quexry session command to determine whether you have
"delete backup" authority. Alternatively, you can ask your IBM Storage Protect server administrator to
delete the file space for you.

Related concepts

“Storage management policies” on page 287
Storage management policies are rules your administrator defines in order to manage your backups and
archives on the server.

Opened files

The backup-archive client looks for files that have changed between the start and the completion of the
backup of the file.

Some files on your system might be in use, or open, when you try to back them up. Because an open file
can change, a backup action might not reflect the correct contents of the file at a given time.

Consider whether the file is important, and whether you can build the file again. If the file is not
important, you might not want to back it up. Or, if the file is important, a root user on your workstation can
ensure the file is closed before backup.

If your backups run on a schedule, a root user can use the preschedulecmd option to enter a command
to close the file. For example, if the open file is a database, use the quiesce command of the database to
shut down the database. A root user can use the postschedulecmd option to restart the application that
uses the file after the backup completes. If you are not using a schedule for the backup, ensure that you
close the application that uses the file before you start the backup.

The client can back up the file even if it is open and gets changed during the backup. This is only useful if
the file is usable even if it changes during backup. To back up these files, assign the files a management
class with the serialization dynamic or shared dynamic.

Related concepts

“Display information about management classes and copy groups” on page 289
You can display policy information with the command-Lline interface or with a graphical user interface.

“Select a management class for files” on page 291

If the default management class meets the backup and archive requirements for all the files on your
workstation, it is not necessary to take any action to associate your files with that management class. This
is done automatically when you back up or archive your files.

Wildcard characters

You can use the operating system wildcard characters in file specifications with the backup-archive client.
These characters let you select groups of files that have similar names.

In a command, wildcard characters can only be used in the file name or extension. They cannot be used
to specify destination files, file systems, or directories. When using wildcard characters in non-loop mode,
asindsmc sel "/home/ledger.x", enclose the parameter containing the asterisk in quotation marks
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to ensure the system does not interpret the wildcard character and produce unexpected results. Wildcard
character information is covered in the following table.

Important: Use an asterisk (*) instead of a question mark (?) as a wildcard character when trying to match
a pattern on a multibyte code page, to avoid unexpected results.

This table shows some wildcard patterns and how to specify them.

* (Asterisk) Zero or more characters that match all files:

*.cpp With a cpp extension

hm** Starting with hm, regardless of extension, but must have the ' character
hm¥* Starting with hm, whether an extension exists or not

*h** With an h somewhere in the file name, regardless of extension, but must

have .

? (Question mark)

One character that matches all files with:

2.cpp The extension cpp with one, and only one, character in the file name
hm?.cpp Three-character names beginning with hm and that have the cpp extension

* ? (Asterisk and
question mark)

Asterisk and question mark combinations matching;:

2?hm.*

All four-character file names ending in hm., no matter what extension they
have

In a path name for a file specification, you cannot specify a directory whose name contains an asterisk (*)
or a question mark (?). The client recognizes those characters only as wildcard characters.
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Chapter 5. Restoring your data

Use IBM Storage Protect to restore backup versions of specific files, a group of files with similar names, or
entire directories.

You can restore these backup versions if the original files are lost or damaged. Select the files that
you want to restore by using a file specification (file path, name, and extension), a directory list, or a
subdirectory path to a directory and its subdirectories.

Important: Data that is backed up with IBM Storage Protect Client can be restored only with the same
version that was used to back up the data, or a later version.

Attention: Do not restore operating system files, like base system directories, kernel modules, or
patches, to their original location while the file system is running. The operating system might hang
or crash.

The following are the primary restore tasks that can be run from the backup-archive client:

“Restoring an image” on page 233

« “Restoring data using the GUI” on page 251

« “Command line restore examples” on page 252

« “Restore data from a backup set” on page 236

« “Restoring data to a point in time” on page 244

« “Restore NAS file systems” on page 248

« “Authorizing another user to restore or retrieve your files” on page 257

- “Restoring or retrieving files from another client node” on page 258

« “Restore or retrieve files to another workstation” on page 259

« “Restoring a disk in case of disk loss” on page 260

« “Deleting file spaces” on page 260

Refer to IBM Storage Protect for Space Management for UNIX and Linux for details about restoring
migrated files and the restoremigstate option.

You can also restore only files and directories remotely by using the web user interface.

Related concepts

“Using the IBM Storage Protect web user interface for remote client operations” on page 140

The IBM Storage Protect backup-archive client provides a web user interface component that you can use
to remotely back up or archive data, and to restore or retrieve data that was saved to the IBM Storage
Protect server.

Restoring an image

There are some items to consider before you begin restoring images on your system.

Before you restore an image (offline or online), you must have administrative authority on the system.
Here is a list of items to consider before you restore an image:

« Restoring the image of a volume restores the data to the same state that it was in when you performed
your last image backup. Be absolutely sure that you need to restore an image, because it replaces your
entire current file system or raw volume with the image on the server.

« Ensure that the volume to which you are restoring the image is at least as large as the image that is
being restored.

« On Linux systems, some file systems such as ext2, ext3, ext4, btrfs, and xfs use a universally unique
identifier (UUID) to identify themselves to the operating system. If you create an image backup of such
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a volume and you restore it to a different location, you might have two volumes with the same UUID.

If you use UUID to define your file systems in /etc/fstab, be aware that the backup-archive client
might be unable to correctly mount the restored file system because the UUIDs conflict. To avoid this
situation, restore the image to its original location. If you must restore it to a different location, change
the UUID of either the original or restored volume before you mount the restored file system. Refer to
the Linux documentation for instructions on how to change a UUID. You might also need to manually
edit the /etc/fstab file so the original volume, the restored volume, or both volumes can be mounted.

« The file system or volume you are restoring to must be the same type as the original.

« Ensure that the target volume of the restore is not in use. The client locks the volume before starting
the restore. The client unlocks the volume after the restore completes. If the volume is in use when the
client attempts to lock the file system, the restore fails.

 You cannot restore an image to where the IBM Storage Protect client program is installed.

« If you have run progressive incremental backups and image backups of your file system, you can
perform an incremental image restore of the file system. The process restores individual files after the
complete image is restored. The individual files restored are those backed up after the original image.
Optionally, if files were deleted after the original backup, the incremental restore can delete those files
from the base image.

Deletion of files is performed correctly if the backup copy group of the IBM Storage Protect server has
enough versions for existing and deleted files. Incremental backups and restores can be performed only
on mounted file systems, not on raw logical volumes.

- If for some reason a restored image is corrupted, you can use the £sck tool to attempt to repair the
image.

You can use the verifyimage option with the restoxre image command to specify that you want to
enable detection of bad sectors on the destination target volume. If bad sectors are detected on the
target volume, the client issues a warning message on the console and in the error log.

If bad sectors are present on the target volume, you can use the imagetofile option with the
restore image command to specify that you want to restore the source image to a file. Later, you can
use a data copy utility of your choice to transfer the image from the file to a disk volume.

Related reference
“Imagetofile” on page 422

Use the imagetofile option with the restoxre image command to specify that you want to restore the
source image to a file.

“Verifyimage” on page 565
Use the verifyimage option with the restore image command to specify that you want to enable
detection of bad sectors on the destination target volume.

Restoring an image using the GUI

You can use the GUI to restore an image of your file system or raw logical volume.

About this task

Follow these steps to restore an image of your file system or raw logical volume:

Procedure

1. Click Restore from the main window. The Restore window appears.
2. Expand the directory tree.

3. Locate the object in the tree named Image and expand it. Click the selection box next to the image you
want to restore. You can obtain detailed information about the object by highlighting the object and
selecting View — File Details... from the main window or click the View File details button.

4. (Optional) To perform an incremental image restore, click the Options button to open the Restore
Options window and select the Image plus incremental directories and files option. If you want to
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delete inactive files from your local file system, select the Delete inactive files from local check box.
Click the OK button.

5. Click Restore. The Restore Destination window appears. The image can be restored to the volume with
the mount point from which it was originally backed up. Alternatively, a different volume can be chosen
for the restore location.

6. Click the Restore button to begin the restore. The Task List window appears showing the progress of
the restore. The Restore Report window displays a detailed status report.

Results
The following are some items to consider when you perform an image restore using the GUI:

« You can select View — File Details from the main window or click the View File details button to
display the following statistics about file system images backed up by the client:

— Image Size - This is the volume size which was backed up.

— Stored Size - This is the actual image size stored on the server. The stored image on the IBM Storage
Protect server is the same size as the volume capacity.

— File system type

— Backup date and time

— Management class assigned to image backup

— Whether the image backup is an active or inactive copy

- To modify specific restore options, click the Options button. Any options you change are effective during
the current session only.

« In the Restore Options window, you can choose to restore the image only or the image and incremental
directories files. If you choose Image Only, you restore the image from your last image backup only.
This is the default.

If you ran incremental-by-date image backup on a volume or image backups on a volume with
incrementals, you can choose the Image plus incremental directories and files option. If you choose
Image plus incremental directories and files, you can also select Delete inactive files from local to
delete the inactive files that are restored to your local file system. If incremental-by-date image backup
was the only type of incremental backup you performed on the file system, deletion of files will not
occur.

Important: Be absolutely sure that you need to perform an incremental restore because it replaces
your entire file system with the image from the server and then restore the files that you backed up
using the incremental image backup operation.

Restoring an image using the command line

Use the restore image command to restore an image using the IBM Storage Protect command line
client.

Related reference

“Imagetofile” on page 422

Use the imagetofile option with the restoxre image command to specify that you want to restore the
source image to a file.

“Verifyimage” on page 565
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Use the verifyimage option with the restoxre image command to specify that you want to enable
detection of bad sectors on the destination target volume.

Restore data from a backup set

Your IBM Storage Protect administrator can generate a backup set, which is a collection of your files that
reside on the server, onto portable media created on a device using a format that is compatible with the
client device.

You can restore data from a backup set from the IBM Storage Protect server, or when the backup set is
locally available as a file or on a tape device.

You can restore backup sets from the following locations:

« From the IBM Storage Protect server
- From portable media on a device attached to your client workstation
« From a backup set file on your client workstation

Backup sets can provide you with instant archive and rapid recovery capability as described in the
following list.

Instant archive
This capability allows an administrator to create an archive collection from backup versions already
stored on the server.

Rapid recovery with local backup sets

Typically, restores are performed from normal file backups that are stored on the IBM Storage Protect
server outside of backup sets. This restore approach gives you the ability to restore the most recent
backup version of every file. It is possible that a backup set does not contain the most recent backup
version of your files.

In some cases restoring data from a backup set can be a better option than restoring data from
normal backup files on the IBM Storage Protect server. Restoring from a backup set can be a better
option for the following reasons:

« A backup set restore can provide for a faster recovery because all of the required files for restore are
contained together within a smaller number of storage volumes.

« A backup set provides a point-in-time collection of files. You can restore to a point in time rather
than restoring what is currently available from a normal file-level restore from the server.

Restoring a backup set from the IBM Storage Protect server provides a larger set of restore options
than restoring from a local backup set. However, restoring from a local backup set can be preferable in
some cases:

- Itis possible that you need to restore your data when a network connection to the IBM Storage
Protect server is not available. This is possible in a disaster recovery situation.

« The local restore may be faster than restoring over a network connection to your IBM Storage
Protect server.

A backup set can be restored from the IBM Storage Protect server while the backup set volumes are
available to the server, or they can be moved to the client system for a local backup set restore. A backup
set can be generated with or without a table of contents (TOC), and can contain file data or image data.

Your ability to restore data from backup sets is restricted by the location of the backup set and the type

of data in the backup set. The command-Lline client can restore some data that the GUI cannot restore,
but the GUI can allow you to browse and choose which objects to restore. Generally, backup sets from the
server with a TOC allow more options when restoring. However, local backup sets provide options that are
sometimes preferable to restoring from theIBM Storage Protect server.

The restrictions for restoring data from backup sets using the GUI are summarized in the following table.
Each interior cell represents one combination of data type and backup set location. For each situation,

236 IBM Storage Protect UNIX and Linux Backup-Archive Clients: Installation and User's Guide



the cell indicates if you can use the GUI to restore only the entire backup set, to select objects within the
backup set, or if you cannot use the GUI to restore the backup set.

Table 46. Backup set GUI restore restrictions

Backup set location
Local IBM Storage

(location=file Protect Server
Data type in the or IBM Storage Protect Server (TOC (TOC not
backup set location=tape) available) available)
file Restore entire Restore entire backup set, or selected Restore entire

backup set only. objects in the backup set. backup set only.
image Cannot be Restore entire backup set, or selected Cannot be

restored. objects in the backup set. restored.
system state Restore entire Restore entire backup set, or selected Restore entire

backup set only. objects in the backup set. backup set only.

The restrictions for restoring data from backup sets using the command-line client are summarized in the
following table. Each interior cell represents one combination of data type and backup set location. For
each situation, the cell lists the restore commands you can use. Except as noted, you can restore specific
objects within a backup set, as well as the entire backup set.

Table 47. Backup set command-line restore restrictions

Backup set location

restore image

Data type in
the backup Local (location=file or | IBM Storage Protect Server | IBM Storage Protect Server
set location=tape) (TOC available) (TOC not available)
file Commands: Commands: Commands:
restore restore restore backupset
restore backupset restore backupset
image Cannot be restored Command: Cannot be restored

system state

Command:

restore backupset

Commands:

restore backupset

Command:

restore backupset

restore systemstate

Restriction: When restoring system state data using the restoxre backupset command, you cannot
specify individual objects. You can only restore the entire system state.

Related reference

“Localbackupset” on page 450

The localbackupset option specifies whether the backup-archive client GUI bypasses initial logon with
the IBM Storage Protect server to restore a local backup set on a standalone workstation.

“Query Backupset” on page 672
The query backupset command queries a backup set from a local file, tape device (if applicable), or
the IBM Storage Protect server.

“Query Image” on page 679
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The query image command displays information about file system images that are stored on the IBM
Storage Protect server, or that are inside a backup set from the IBM Storage Protect server, when the
backupsetname option is specified.

“Restore” on page 692
The restore command obtains copies of backup versions of your files from the IBM Storage Protect
server, or inside a backup set.

“Restore Backupset” on page 696

The restore backupset command restores a backup set from the IBM Storage Protect server, a local
file, or a local tape device. You can restore the entire backup set, or, in some cases, specific files within
the backup set.

“Restore Image” on page 705
The restore image command restores a file system or raw volume image that was backed up using the
backup image command.

Restore backup sets: considerations and restrictions

This topic lists some considerations and restrictions that you must be aware of when restoring backup
sets.

Backup set restore considerations
Consider the following when restoring backup sets:

« If the object you want to restore was generated from a client node whose name is different from your
current node, specify the original node name with the filespacename parameter on any of the restore
commands.

« If you are unable to restore a backup set from portable media, check with your IBM Storage Protect
administrator to ensure that the portable media was created on a device using a compatible format.

« If you use the xrestoxre backupset command on the initial command line with the parameter
-location=tapeor -location=file, the client does not attempt to contact the IBM Storage
Protect server.

« When restoring a group from a backup set:

— The entire group, or all groups, in the virtual file space are restored. You cannot restore a single group
by specifying the group name, if there are several groups in the same virtual file space. You cannot
restore a part of a group by specifying a file path.

— Specify a group by using the following values:
- Specify the virtual file space name with the £ilespacename parameter.
- Use the subdixr option to include subdirectories.

 Limited support is provided for restoring backup sets from tape devices attached to the client system.
A native device driver provided by the device manufacturer must always be used. The device driver
provided by IBM to be used with the IBM Storage Protect server cannot be used on the client system for
restoring local backup sets.

- If a backup set contains files from several owners, the backup set itself is owned by the root user ID,
and non-root user IDs cannot see the backup set. In this case, non-root user IDs can restore their
files by obtaining the backup set name from the IBM Storage Protect administrator. Non-root users can
restore only their own files.

- To enable the client GUI to restore a backup set from a local device, without requiring a server
connection, use the localbackupset option.

Backup set restore restrictions
Be aware of the following restrictions when restoring backup sets:

« A backup set data that was backed up with the API cannot be restored or used.
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 You cannot restore image data from a backup set using the restore backupset command. You can
restore image data from a backup set only with the restore image command.

« You cannot restore image data from a local backup set (location=tape or location=file). You can
restore image data from a backup set only from the IBM Storage Protect server.

Related reference

“Localbackupset” on page 450
The localbackupset option specifies whether the backup-archive client GUI bypasses initial logon with
the IBM Storage Protect server to restore a local backup set on a standalone workstation.

“Restore” on page 692
The restore command obtains copies of backup versions of your files from the IBM Storage Protect
server, or inside a backup set.

“Restore Image” on page 705
The restore image command restores a file system or raw volume image that was backed up using the
backup image command.

“Restore Backupset” on page 696

The restore backupset command restores a backup set from the IBM Storage Protect server, a local
file, or a local tape device. You can restore the entire backup set, or, in some cases, specific files within
the backup set.

Backup set restore

IBM Storage Protect considers a backup set as one object containing the whole file structure. You can
restore the entire backup set or, in some cases, you can select portions. The backup set media is
self-describing and contains all the information required to perform a successful restore.

If you are connected to the Tivoli Storage Manager 5.4 or later server, your server administrator can
create backup sets that are stacked. Stacked backup sets can contain data from multiple client nodes,
and they can contain different types of data for a particular client node. The types of data can be file data
or image data.

Restriction: Image data and application data restore processing is only available when restoring from the
server. You cannot restore image data and application data from a client local backup set restore.

When a backup set is stacked, you can only restore data for your own node. Data for all other nodes is
skipped. When restoring data from a stacked backup set on a local device, you can only restore file level
data for your own client node. It is important that the nodename option is set to match the node name
used to generate the backup set for one of the nodes in the stack.

Important: Due to the portability of local backup sets, you must take additional steps to secure your
local backup sets on portable media. The backup set media should be physically secured because the
backup set can be restored locally without authenticating with the server. Each user has access to all of
the data on the stacked backup set, which means that the user has access to data that they do not own,
by changing the node name or viewing the backup set in its raw format. Encryption or physical protection
of the media are the only methods to ensure that the data is protected.

If you restore backup set data from the server, individual files, directories or entire backup set data can
be restored in a single operation from the GUI or the command line. When you restore backup set data
locally, the GUI can only display and restore an entire backup set. The command line can be used to
restore individual files or directories stored in a backup set locally.
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Restoring backup sets using the GUI

The client GUI can restore data from a backup set from the server, from a local file, or from a local tape
device. You can use the GUI to restore individual files from a backup set from the IBM Storage Protect
server with a TOC, but not from a local backup set nor from a backup set from the server without a TOC.

About this task

Important: Before you begin a restore operation, be aware that backup sets can contain data for multiple
file spaces. If you specify a destination other than the original location, data from all file spaces are
restored to the location you specify.

To restore a backup set from the GUI, perform the following steps:

1. Click Restore from the GUI main window. The Restore window appears.
2. Locate the Backup Sets directory tree object and expand it by clicking the plus sign (+) beside it.

» Torestore the backup set from a local device, expand the Local object and the Specify backup set
location window is displayed. On the window, select File name: or Tape name: from the list and
enter the tape or file name location. You can also click the Browse button to open a file selection
window and select a backup set.

« To restore data from backup set from the server, first expand the Server object and then either
Filelevel or Image, depending on the type of restore requested.

3. Click the selection box next to the backup set or directory or file within the backup set that you want to
restore.

You can select files from within a backup set if that backup set is from the server and has a table of
contents.

4. Click Restore. The Restore Destination window appears. Enter the appropriate information.
5. Click Restore. The Task List window displays the restore processing status.

Note:

- If the object you want to restore is part of a backup set generated on a node, and the node name is
changed on the server, any backup set objects that were generated prior to the name change will not
match the new node name. Ensure that the node name is the same as the node for which the backup set
was generated.

« The client can be used to restore a backup set on an attached device with or without a server
connection. If the server connection fails, a prompt appears to continue for purposes of local backup set
restore. Also, thelocalbackupset option can be used to tell the client not to attempt the connection
to the server.

« Certain local devices such as tape devices (tape devices do not apply to Mac OS X) require device
drivers to be set up prior to performing a restore. See the device manual for assistance with this task.
You also need to know the device address in order to perform the restore.

 The following features of a backup set restore from the server are not available when restoring locally:
1. Image restore.

2. The GUI display and restore of individual files and directories. The command line can be used to
restore an individual directory or file from a local backup set.

Backup set restores using the client command-line interface

The client command line interface can restore data from a backup set from the server, from a local file,
or from a local tape device. You can use the client command line interface to restore individual files from
local backup sets and from backup sets without a TOC.

To restore a backup set from the client command line interface, use the quexry backupset command to
display what backup set data is available, then use restore commands to restore the data.
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You can use the following commands to restore data from backup sets:
« restore

- restore backupset

- restore image

Use the appropriate command for the location of the backup set and the data in the backup set. For more
information, see Table 47 on page 237.

Related reference

“Query Backupset” on page 672

The quexry backupset command queries a backup set from a local file, tape device (if applicable), or
the IBM Storage Protect server.

“Query Image” on page 679

The quexry image command displays information about file system images that are stored on the IBM
Storage Protect server, or that are inside a backup set from the IBM Storage Protect server, when the
backupsetname option is specified.

“Restore” on page 692
The restoxre command obtains copies of backup versions of your files from the IBM Storage Protect
server, or inside a backup set.

“Restore Backupset” on page 696

The restore backupset command restores a backup set from the IBM Storage Protect server, a local
file, or a local tape device. You can restore the entire backup set, or, in some cases, specific files within
the backup set.

“Restore Image” on page 705
The restore image command restores a file system or raw volume image that was backed up using the
backup image command.

Restoring or retrieving data during a failover

When the client is redirected to a failover server, you can restore or retrieve replicated data from the
server.

Before you begin
Before you begin to restore or retrieve data during a failover:

 Ensure that the client is configured for automated client failover.

« Ensure that you are connected to an IBM Storage Protect server that replicates client nodes. For more
information about failover requirements, see “Requirements for automated client failover” on page 91.

Restriction: In failover mode, you cannot back up or archive data to the failover server.

Procedure

To restore or retrieve data during a failover, complete the following steps:
1. Verify the replication status of the client data on the failover server. The replication status indicates
whether the most re